FireBrick FB6202

User Manual

3 FB6000 Versatile Network Appliance






FireBrick FB6202 User Manual

This User Manua documents Software version V1.59.000
Copyright © 2012-2022 FireBrick Ltd.




Table of Contents

P B AR ..ot XVii
O [ gL oo [0 1o o RO PP PP PPPPTIN 1
1.1, THE FBBOOO .....ceeetueeieti ettt ettt ettt ettt e ettt e et et e et e e e e e e 1
12,0, WHENE dO | SEAIT? ...ttt 1
1.2.2. WHAEE CAN Tt A0 ettt ettt e e 1
1.1.2.1. FB6202 Gigabit L2TP LNS with detailed monitoring of all lines..................... 2

1.1.3. Ethernet port capabilities ..........cooouuiiiiii e 2
1.1.4. Product variants in the FB6000 SEIES .........couuuuieiiiiiiieieii ettt e e 2

1.2. ADOUL thiS IMANUAL ....ceviieiii ettt ettt e e et e e e e et e e e eea e eeees 2
B I V< = o o E PP UU PP 2
1.2.2. Intended AUAIENCE ......oouuneiiiii et et 3
1.2.3. TEChNICAl AELAIIS ... oeeeeeee e 3
1.2.4. DOCUMENT SEYI ..ttt ettt ettt e et e et e e e e e e 3
1.2.5. DOCUMENE CONVENTIONS ....eiirtieeeett ettt ettt e ettt e et e et e ettt e e e e ab e e enea s 3
1.2.6. Comments and feedDack ... 4

1.3, AAdItIONal RESOUICES ... .ccvtuieiiiii ettt ettt ettt ettt ettt e et et et et e e e e aa e e ennans 4
1.3.1. TEChNICEl SUPPOIT «..eveeeiitte ettt et e et e et e e et eeenbe e eees 4
1.3.2. IRC Channel ......cooiiiiiiii et e 4
1.3.3. APPIICAITION NOES ....eeeieieeeee ettt ettt e e e e e s 5
1.3.4. TraiNiNG COUISES ....eieetieeeeit ettt e e ettt e et e et e et e e e et e e e e et e e e e eaaes 5

2. GEING SEBITEA ....eevei ettt ettt e et e et e e et e et et e e e 6
2.1 TP BOUIESSING ... ettt 6
2.2. Accessing the web-based USer iNErfate ..........v i 6
221 SEIUP WIZAI ... 7
2.2.1.1. LOgin USErNAME/PESSWOIT .....ccevunieeiiiieeeiiii e ettt e e e 9

2.2.1.2. WAN/PPPOE SEIINGS ... eeeeiieeeieie ettt e e 9

2213, INit1al CONFIQG ..eeeeti e 9

R o1 110 U= (oo H PP PP PPPPPTPRPPIN 10
3.1 The OBJECE HIErarChY .. .ccceue ittt et e et e et e eees 10
3.2. The OBJECE MOEL ... .ot eeaas 10
3.2.1. Formal definition of the object Model .............ooveiiiiiiii 11
3.2.2. COMIMON GLLITDULES ....cevuieeeit ettt e eeeeens 11

3.3. Configuration MELNOOS ...........uuiiiiii e 11
4. DA TYPES ...veeeeie ettt 11
3.4.1. Sending and reCaiVING VBIUES ........ccoouuiiiiiiiiieeei et 12
4.2, LiStS OF VAIUBS ...ttt et 12
3.4.3. Set Of POSSIDIE VAIUES ....coviiie e 12
3.4.4. Dates, times, and dUrationS .........ccuuieniiiiie e 12
BLAD. COIOUIS ...ttt et et 12
3.4.6. PassWOrdS @n0 SECTELS .........ciieiiii ettt ettt e ettt e et e e e e e e e aees 13
AT, IP BOArESSES ...t 13
34.7.1. SIMPIE TP @JUIESSES ..ottt e e 13

3.4.7.2. SUDNELS 8N PreEfiXES ...oeviiieeiiii e 13

473 RABNGES ..t 13

A T4 Prefix flITEIS . oo 14

3.5. WeD USer INErface OVEIVIEW ... ccoeueeieiiii ettt ettt et e et e e e e e ena s 14
3.5.1. USer INErfaCe [QYOUL ......coeveiiiiii e e 14
3.5.1.1. Customising the [aYOUL ............ooeeuiiiiii e 15

3.5.2. Config pages and the object hierarchy ...........ccoooiieiiiiiii e 16
3.5.2.1. Configuration CALEJONES ......eiieriieeiiiiie et ettt e et e s 16

3.5.2.2. ODJECE SEIINGS ... eeeerieeeeeti ettt e et e et e e 17

3.5.3. Navigating around the User INterface .........coouuuiiiiiiiiiieiii e 18
3.5.4. Backing up / restoring the configuration ..............ocoeuviiiiiiiiinieiii e 19

3.6. Configuration USING XML ...ceuuuiiiii ettt ettt e e e e 19




FireBrick FB6202 User Manua

3.6.1. INtroduction 10 XIML ....uiiiiiiii e 19
3.6.2. The root element - <CONFIg™ .....iiiiiiiii e e e e 20
3.6.3. Viewing or €diting XML ....ccoiiiiiiiiii e 21
3.6.4. Example XML CONfigUIation ...........ooiiuieeiieiii e e e e e e e e e e e ean s 21

3.7. Downloading/Uploading the configuration ...............oiieiiiieiiii e 22
I A5 I I 1o 11/ 5 | 1o o PRSPPI 22
7.2, UPIOBA ... 23

F VS (= AN [0 TS = (o) o P 24
I B E = g =g oo 0T o | 24
I R I o 1 B == P 24
4.1.2. Configuration aCCeSS [EVEl ......couuiiii i 25
T T oo T T T | L= 1 1o | 25
4.1.4. RESIIICHNG USEr [OQINS ...uuiiiiiiii e e e e e e e e e e e e e e ean s 26
4.1.4.1. Restrict by 1P @daress ....ueveeiiiieeee e 26

4.1.4.2. Logged in TP adareSs ......ccvuiiiiei e 26

4.1.4.3. ReSIIICt Dy Profile ..cooueiii e 26

4.1.5. PassWOrd CRaNQE .....ccuuiiiieeiie it e e e e e e e e e e e e e e e et eran e ee 26
4.1.6. One Time PassWord (OTP) .....ciuuieiii e e e e e e e e e e 26

4.2, GENEral SYSEEM SEINGS ..vuiiiniiii e e e e e e e e e e e e e e e e e e aaas 27
4.2.1. System Name (NOSINAME) ......uiiiiiiii e e e e eaa s 27
4.2.2. ADMINISLrative AEtailS .......uiiiiiiieee e e e e e 27
4.2.3. System-level event 10gging CONtrol ...........uiiiiiiiiiii e 27
4.2.4. HOMe Page WED 1INKS ......uiiii e e e e e e 28

4.3, SOftWAIrE UPQGIates ......uiiiieiii e et e et e e e r e e e e e et e e et e e et e e et e eaneeees 28
4.3.1. SOftWAIe FElEASE TYPES ..vuiiii et e e e e e e e e e e et e e e e eaaas 28
4.3.1.1. Breakpoint FEIEASES .....cvvuiiii e 29

4.3.2. |dentifying current SOftWare VEISION ........ccuuiiiiieiiii e e ee e e e e e eanes 29
4.3.3. Internet-based UPGrade PrOCESS .....civuiiiii e e e e e e e e e e aaaas 29
4.3.3.1. Manually initiafing UPGrades ...........oveiiiieiiii e e 29

4.3.3.2. Controlling automatic software UpdateS ...........coevuieviiiiiiiieeiii e e 30

I A = 10 U = o Y 30

= T o Rl = (0101 PP TPRPR 31
o I I T I 1o o= 1o < PP 31
AA.1.L POt LEDS ..oviiiiii et 31

LI Y oo o oo PPN 32
DL, OVEIVIEIW ettt e et e e e et e e e e et e e e e e et e e e et e e e e et a e e et e e et 32
D.0. L. LOQ LAIGELS .euitntie ettt 32
5.1.1.1. Logging to Flash MEMOIY .........ccoviiiiiiiiiii e 32

5.1.1.2. Logging t0 the CONSOIE ........cceuniiiiiciie e 33

32 117 o 1T 0T I LT o 1 oo U PP 33
5.3. Logging to external destinalions ...........ccuuiiiiiiiiiiieiiii e e 33
LT I S Lo o [P 33
R = 1 17 11 PRSP 34
5.3.2.1. E-mail Process l0gQiNG ... ceuueiiiiiiiiii e 35

5.4. Factory reset configuration [0g targetS .......uviiuniiiii e 35
D5, PEITOIMMANCE ..o e ettt e eans 35
L SRV T= YT oo N oo 35
5.6.1. Viewing 10gs in the User INtErface ........cccouiiiiiiiiiii e 35
5.6.2. Viewing logs in the CLI enVIFONMENE .........coiviiiiiiiiiiii e e e e e e e e e 36

A AR VES (=g =Y/ o oo o 1 oo [N 36
B5.8. USING PrOfillES ..oeiiii i 36
6. INtErfaces aNd SUDNELS ... .cioiei e e et e e e e et e a e 37
6.1. Relationship between Interfaces and Physical POrS .............coooeviiieiiiiiin e, 37
B.1. 1. PO GIOUDS ...ueuiiiit ittt e e e e e e e e e e e e e e 37
B.1.2. INLEITACES ...t et 37

6.2. DEfiNING aN INEEITACE ...ouui i e e e e e e e 38




FireBrick FB6202 User Manua

6.2.1. DEfINING SUDNELS ......iiiiiiii e e e e e e et e e e e et e e aanaees 38
6.2.1.1. SOUrCE FIltEIING «.ovvv i e e 39

6.2.1.2. Using DHCP to configure a subnet ...........c..coiiiiiiiiiii e, 39

6.2.1.3. Using SLAAC (IPv6 router announcements) to configure asubnet ................. 40

6.2.1.4. IPv6 prefix delegated SUDNELS .........ocvvviiiiiiiiii e 40

6.2.2. Setting up DHCP SErVEr ParamMeEterS ... ccuuuiiiiieiiieei e e e e e e et e et e e eeees 40
6.2.2.1. Fixed/Static DHCP aloCatioNS .........ccccuuiiiiiiiiieiiiiie e 41

6.2.2.2. Restricted @lOCatioNS ........cccuuuiiiiiiiiieei e 41

6.2.2.3. SpecCial DHCP OPLIONS .....cvviiciiiiecie e e e e e 42

6.2.3. DHCP REGY AGENE ...ceiiiieiiii ettt e e e e e e et e e s e e e e e e eaaaaa s 43

OGN = 017/ Tor= I 0T A== ] o N 43
6.3.1. Setting dUPlEX MOGE ......cuueiiieiii e e e e e e e e e aes 43
6.3.2. Defining port LED fUNCHIONS .......civiiiiii e 44

28 101U 111 o PP 45
50 T 010 117 o I oo T o P 45
A 001110 I - ([ 46
S o 4 1= g (011 1= <SP 46
7.2.2. Routing to an IP address (gateway rOULE) ...........eeevuieiiiieeiieeeiiee e e e e e e e e eenas 46
7.2.3. SPECIAl TAIGELS . .oevuiii i e 47

7.3. Dynamic route Creation / delelion .........cc.uiiiiiiiiiiic e 47
A 00111 0o IR - o= 47
283 = T 1o [ oo PSP 47
ST S (0] 11 =TSP UPPPIN 49
B L. OVEIVIEIW oottt ettt e e et e e e et e e et e e e e et e e e et e e e e et e e et e e ar s 49
8.2. Creating/editing ProfilES ......ucii i 49
8.2.1. TIMING CONLIOI ...iiniiiii i e e e e e e e et e e e e e et e e et e eaaeens 49
ST I = PSSP 50
8.2.2.1. GENENEl TESES .. eieeii e et 50

8.2.2.2. TIME/HALE TESES . .ceivviiee et 50

B.2.2.3. PiNG B85S .. iitiiiii et 50

8.2.3. Inverting overall teSt reSUIL .........cuuiiiii e 51
8.2.4. MaNUal OVEITITE ...oeeviiee i e e e e 51
SIS v o)1 1 1o [t 51

S I I Lo = o 1 o 53
9.1, Graphs aNd SNAPEIS .. .cuviiiii e e 53
S 5050 O 7 o 0 P 53
SN =0T PP 54
9.1.3. A NOC SNAPDETS ...uuiii it e e e e e e e e e 54
LS o o I (0 TS 0= 0 £t 54
O.1.5. Shared SNAPEIS .. .cvuiiiiiieeii et e e e e a e 55

0.2, MUIIPIE SNADELS . .ovi ittt e e e e e e e e e e et e e et e et e e aaeaes 55
LG 2 T S Tl o o o] = 55
0T oSS 56
10.1. PPPOE CHENE ..viviiiiiiie s e e ee e s st s e e e e e et e e e e e e e e st s e e e e e e eeststnaeeeeeeaenes 56
10.2. Types of DSL line and router in the United Kingdom ............ccooeviiiiiiiiiii e, 56
10.3. Definining PPPOE ClIENt 1INKS .......ciouiiiiiiiiii e e e e e e e 57
0 50 O 1Y TSP 57
10.3.2. Additional OPtIONS ....uuuiiiieii e e e 58
10.3.2.1. MTU and TCP fiX covvviiiiiiiiieeeeeeiiiie et e e e e s e e e e e aaanann s 58

10.3.2.2. SErVICE @Nd BC-NAIME .. .eevviieeiii ettt e e e et e e et e e e e e aen s 58

O 70 T oo o1 1o [N 58

10.3.2.4. Speed and graphis ... cvuu i 58

10.4. PPPOE BRAS ...ttt ittt sttt e e et e e e e e e a e e e e 59
027 50 2o o [ 0 7= o] o1 o T 59

T 0 T PP 61
0 O 2 I (00 711 o 61

\Y



FireBrick FB6202 User Manua

12.2.2. INCOMING tUNNEL ...iieniei e e e e e e e e e e eaes 61
e 1 oo 0 T o =S o N 62

S = TS A o= 63
12.1. Protecting the FBBOOD ...........uiiiiiieiiieiiie e e e e e e e e e e e e e e e et e e ea e eaanaaes 63
2 @0 111 410 T = 1] o PPN 63
12.3. HTTP Server CONfigUIation ..........ieeuuieiiieiiie e e e e e e e s e e e e e e e e et e e st e e e e eaneeeen 64
12.3.1. ACCESS COMLIOI .uuuiiiiit ettt e et e e et e e et e e e e et e e e e aan s 64

12.3. 1.1, Trusted a0ArESSES ... .cvvviiieeeii e 64

12.3.2. HTTPS GCCESS ...eiittieeiiti e ee et e e ettt e e et e e ettt e e e et e e e e et e e e e et e e e e et e e e e eran s 65

12.4. Telnet Server CONfIQUIAiON ........ciuuiii e e e e e e e e e e eanas 66
12.4. 1. ACCESS COMLIOI .uuuiiiiii ettt e et e et e e et e e et e e e e aan s 66

12.5. DNS CONFIQUIAION ...evuiiiiieiii e e e e e e e e e e e e e st s e e e et eeat e e ean e e st e eaneeannaees 66
12.5.1. BIOCKING DNS NAIMES .....uiiiiiiiiii et e e e e e e et e eea e eaas 67
12.5.2. LOCE DNS B 00NSES ..uciiiieeeieeiieeee e e e et e e e e e e et e e st s e et e e s e e et e eeanaaranaes 67
1253, AUIO DHCP DINS ..ottt e e e e es 67

A SR N I o 1o = 1 o o PN 67
b2 S N LY 1 oo 1T (1= 4 o) o 67
12.8. RADIUS CONfIQUIBLION ....uuiii it eeee e e e e e e e et e e e e e e e e e st e e st e e et e e e aneeaneenen 68
12.8.1. RADIUS server (platform RADIUS) ....ociviiiiiiie e 68
12.8.2. RADIUS ClIENE oottt e e s e et e eeeat e e e enens 68
12.8.2.1. RADIUS client SEiNGS «...vuiiviieiiieiiii e e e e e e e e s e e 68

12.8.2.2. Server BlaCkliSting .....ccouviiiiiiiiii e 69

13. NetwOrk DiagnOStC TOOIS ...uuiieiieiiieii e e et e et e e e e e e e e e e e e e et e e et e e et e e et e e e aa e eanneeeens 70
13,1, ACCESS CRECK vuuieiiiie ettt e et e e ettt e e e e et r e e e e et e e e e et e e e eataaeaeee 70
T o (= A D10 411 o 1 o 71
13.2.1. DUMP PArEIMELENS ...euiiiiiie e e e e e e e e e et a e e aans 71
13.2.2. Security SEttingS reQUITEX ........covuiiii e e e e e e 72
13.2.3. IP address MatChing ........ccouuiiiiii i e 72
A o (= 1Y 0=~ PP 72
13.2.5. Snaplen SPECITICAION ....cevuiiiiiii e 73
13.2.6. USiNg the WED INtEITACE .....covviii e 73
13.2.7. USiNg @n HTTP CHENL ...ovuiiii e e e e e e e e 73
13.2.7.1. Example using curl and tCpAdumMP .........oovviiiiiiii e 73

LA, MV RRP e e e e et e e a s 75
Y A o (U= B (o U (= =P 75
14.2. ConfiguriNg VRRP .....uiiiiiii e e e e e e e e e e aes 76
14.2.1. AdvertiSement INEEIVAl ........uiiiiiii e 76
I 1o YOS SPP 76

14.3. USING @ VITTUBI TOULET .. .ovuiiiiieiii e e e e e e e e e et e e e e e et e e et e et e e et e e eanaeeeas 76
Y Y= = o = O 76
I IV o (V= £ Lo o PP 76
14.4.2. VRRP VEISION 3 ..ottt ettt e e et e e e et e e e et e e e et e 77

B @0 11T 11 o] 1 77
ST 2 ] SO SPPRPPPR 78
15,0 WHEE 1S BGP? ..ttt sttt e e et e e et s e e e et e e e ea e aee 78
I = S (1 o PSP 78
15.2. 0, OVEIVIEIW «.iiiiiieeeiii et e e e e e e e e e et e e e e e et e e e e et e e e e et eas 78
15.2.2, SEANAAIAS ...oevvieeeii e 78
15.2.3. SIMple eXampPle SEIUD ...vuiii i 79
I s B 1Y o PUPTSPPN 79
15.2.5. ROULE FIIEEITNG «.oevniii e e e e e e et e e eaeeee 80
15.2.5.1. Matching attribULES ..........oiiviiii e 80

15.2.5.2. ACHON @IDULES ....vuviiieii et 80

15.2.6. Well Known COMMUNILY A0S .....vuiivniiiieiiie e e e e e e e e e e e e e e e eeeen 81
15.2.7. Announcing black hol€ FOULES ..........ccuuiiiiiii e 81
15.2.8. GreY NOIES ... 82

vii



FireBrick FB6202 User Manua

15.2.9. Announcing dead €Nd FOULES .........ceuuiiiiiieiii e e e e e e e e e e e e eeen 82

15.2.10. Bad optional path attributeS ...........oeiiiiiii i 82

15.2.11. <NEtWOTK> ElEMENT ..ovtiiiiiii e e aaen 82

15.2.12. <route>, <subnet> and other Elements ...........coovvvvviiiiiiiiii e 83

15.2.13. Route feasibility teSNG ......cvvviiiiie e 83

T B 1o g0 £ Y o= N 83

15.2.15. Router startup and ShULAOWN .........oiiiiii e e 83

15.2.16. TTL SECUIMLY tuueeieiiieeiiiiee e et e e e et e e e et e e et e e e et e e e e et a e e e et e e e e et neeeenanes 84

16. INLErNEL SEIVICE PrOVILENS ... iiiii i e et e e et e e e et e e eenenas 85
300 = T (o | (1 1o 85
16.1.1. HOW it @l DEOAN ...ovniiicc e 85

16.1.2. Point t0 POINt ProtOCOl ........ccuuuiiiiiiiiie et e et e e e 85

G300 T I I PP 85

16.1.4. Broadband ...........ieiiiiiiiiii e 86

16.1.5. RADIUS .. it e et 86

16.1.8. BGP .oiiiiiiiii i e e e e aaa 86

16.2. INCOMING L2TP CONNECLIONS ... ccuuuiiiiiieiieeii e et e e e e e e s e e e e et e e et e e st e e st e eeanaeeanneees 86

16.3. The importance of COM graphis ..........ooiiiiiiiii e 87

16.4. AULNENTICAIION ...eevvieiieii ettt e e e et s e e e et n e e e et a e e e et e e e e aaareaeannns 87

R oo o LW ) P S 88

16.6. RADIUS CONtrol MESSAOES .. cevuueirteiitieiiieeeteesiseestaeeat e estaesanae st aeeataeateest e ranaarannns 88

L6.7. PPPOE ...ttt et e et e e et e e et e e et e e et et et e e eatn e aae 88

16.8. Typical CONFIGUIAION ....uuuiiiieiii e e e e e e e e e e e e e e e e e e e et e et e e e et e e aanaeeens 88
16.8.1. INterlink SUDNEL ......oiiiiii e 88

16.8.2. BGP WIth CAITIEN ...ciiiiiiiiiii et e e e e eeeaanas 88

16.8.3. RADIUS SESSION SEEENIMNQ 1.vuueirieiiiieeiieeii et e e e e e e e e e e e e e e e e e et e e et e eaan s 89

RS e I e = o o | oo ] ) 89

16.8.5. ISP RADIUS ...ouiiiii ettt et e e e e e et e e et e e e as 90

17. Command Line INTEITACE ....coeviiiieeei e e e e a e 91
A. CIDR @nd CIDR NOBLOMN ...ceevuiieiiiiieeeeii e e et e e et e e et e e et s e e e st s e e e st s e e e st e eaestnaeaesenaens 92
Y N O AN (0| U o L= PN 94
B.1. MUItIPIE MAC G0OrESSES? ....iiiiiiii et e e e e e e e e e e e e e et e e et e e e an e e et eeannaees 94

B.2. How the FireBrick allocates MAC adareSSES .......uiiiiiiieiiiiie e 95
B.2.1. INEITACE ..ot e 95

BL2.2. SUDNEL ...t aae 95

B.2.3. PPPOE ...ttt et a e 95

B.2.4. BASE MAC ..ot 95

B.2.5. RUNNING OUL OF MACS . ..uuiii e e e e e e e aeas 96

B.3. MAC address 0N 1@l ......ocuuiiiiii i 96

B.4. USING With @ DHCP SEIVEN ....ciiiiiii et e e e e e e e e aa s 96

LGRS o ] o] (=0 - oo - T 97
L35 I 1o PP 97

C.2. ACCESS COMLION .ttt e e et e e e et e e e e et e e e e et e e e e et e eeeetnaeaees 97
C.2.1. Username and PasSWOIT ............eiuuuieiuneeiiieeiiie et eeeteeeaee st ee et e eaaeeetaeesnaeeenaes 97

L3023 © i ISP 97

L3 T AN 1 o T T PRSPPI 97

C.2.4. AlIOWEH BCCESS ... eiiviiieeeiit ettt e et e et e et e e e et e e e et e e e e et eeeeat e e eesanes 97

C.3. XML data for common fUNCLIONS ..........oiiiuuiiiiiiiiie e e e e e e e et e eeees 97

C.4. XML data from diagnostiCs and tESES ......cvvvuiiii i e 98
C.4.1. Cross Site SCriptiNg SECUMLY ..uvvvueiiieeeiieeii e e e e e e e e e e e e e e et e e et e e aaneeeens 98

C.4.2. ArgUMENES tO SCIIPES ©.uivvteiii e i e e e e e e e e e e e e e e et e e et e e et e e e eeaens 98

C.5. SPECIAI URLS ..ottt e e e e e e e e e et e e e et e e e et e e e e et s 99

C.6. WED SOCKELS ...eettieeiiiii e ettt et e e e et e e et et e e e et e e e e et e e e e et e e e e ere s 99

[T AN (N L AN o 11 1= 100
E. Supported L2TP AttribUte/Valug PairsS .........oiiiiiiii e e e e 101
E.1. Start-Control-ConnectionN-REGUESE .........ccuuiiiiiiii e e 101

viii



FireBrick FB6202 User Manua

E.2. Start-Control-Connection-REPIY .......coouiiiiiiii e 101
E.3. Start-Control-Connection-ConNECLE ..........coeuuuiiiiiiiie e e s 102
E.4. Stop-Control-Connection-NOtifiCatioN ..........ccceuiiiiiiiiiie e 102
[T = o PP 102
E.6. INCOMING-Call-REGUESL ......cevniiiiiiciii e e e e e e e e et e e et e e eanaeees 102
E.7. INCOMING-Call-REPIY ...eniiiiiiii e e e e e 103
E.8. INCoMiNg-Call-CONNECIEA ......cuuuiiiiiiiii e e e e e e e eaaes 103
E.9. OUtgOiNG-Call-REQUESE ... ..uuiiiiiieii e e e e e e e e et e e e aanas 103
E.10. OutgoiNg-Call-REPIY ....uuiiiiiiiii e 104
E.11. Outgoing-Call-COnNECLEA .........uuiiiiiiiiiii e e e e e e e e e e et e e e e e aneees 104
E.12. Call-DisConnECt-NOLITY ......iiiiiiiiiiiiiii e e e e e e e e aaaas 104
E. 13, WAN-EITOr-NOUTY ovuiiiiiii e e e e e e e e e e e e e e e e e eaaeees 104
= T | | ) o PP 104
I ST o (=~ SPPR 105
E.15.1. BT SPECITIC NOES . .ouuiiiiiciie e e e e e e e e e e eaeeees 105
SIS | =0 Y= g I O SRS 105

F. Supported RADIUS Attribute/Value Pairs for L2TP Operation ...........ccocevueeiiiieeiiieeiiieeeiieeeiieeeannn 106
[ AN D 110 T= g o (o T = o (1= P 106
F.2. AUthENtiCaliON FESPOMNSE .. .uuuiiiieii et et e e e e e e e e e e e e et e e e e e et e e et eeaaeeannas 107
F.2.1. Accepted authentiCation ............coivuniiiiii e e e e aeas 107
F.2.1.1 PrefiX DElGAIION .....viieeeieeeii ettt 108

F.2.2. Rejected authentiCation ............ocouuiiiiiiii e e 109

G TN wo o 10 g 1o [ = S P 109
[ N woo 10 g\ (Koo [N 01 (= 1t PP 110
ST AN @ oo 10 g 1o [ o o 111
L S B E o1 1= ot PP 111
F.7. Change of AUNOIISAtION .......oiiiiiiiie e e e e e e e et e e e eens 111
RS T (= 1 0 PPN 112
[ T N o 1= PSP 113
e N 2 I e = - PPN 113
F.9.2. LCP echo and COM graphs ..........ccoouiiiiiiiiiie e 114

[ R A o Y o I PP 114
F.9.4. ClOSEA USEr GIOUD ...cvvuieiiieiiiieeiii e et e e e e e e e e e et e e et e e et e e et e e et e e et e e e eeannns 115
F.9.5. ROULING tADIE ....ceiiiii e e e e e e e e 115

G. FireBrick Specific SNIMP ODJECES ......ovviiiii e e e e e e e e 116
G.1. MONItoring iNfOrMBEION ......ciiue e e e e e e e e e e e et e e e eeaaeeeanaas 116
T 2T e Tq o)1 107 1o o [ PPN 116
LI 2 T o) o 10T o PP 117
G.4. CPU USage INfOrMBIION .....uiiiiiieii e e e e e e e e e e e e e e e e e et e e e e ean s 117
G.5. RUNNING SEBLISHCS ©vutvvueiiiieiiieeee e et e e e e e e e e e e e e s e e e e e e e e et e e et e e et e esteeeaneeeannas 118
H. Command [INE FEFEIENCE ......uuiiiiiiii e e e e e e e e et e e e e et 119
H. 1. GENEral COMMIBNAS .. .ceieiiieeiiii ettt e e ettt e e et e e e e et e e e e et s e e e eatn s e eeentnnaeeenes 119
H.L L. TraCe Off e et 119

[ I N =0 <X o o TP 119
100 G T ') 0= 119

H. L4, GENEIAl SEALUS ...evviieeiiiii e et e et e e et e e e ea e e e e e e eenens 119

H. L5, MEMOIY USBJE ...vuiniiiiie ittt e e e e et e e e e et e et e e et e e e e e 119
H.1.6. PrOCESS/asK USAQE ....uuuiivieiiii et e e et e e e e et e e e e e e e e e et e e et e e et e eaneees 119

o 150 1o o P 119

o I 0 T oo (o | TR 120
H.1.9. See XML CONfIQUIAioN .......iieiiiiii i e e e e e e e e e e aaas 120
H.1.10. Load XML CONFIQUIation .........coouuiiiuiiiiiieiie e ece e e e e et e e e e eanns 120
H.1.11. ShOW Profil@ StAtUS ......uiiiieiiicie e e e e e e e e e e aens 120
H.1.12. Enable profile control SWItCh ..........cooviiiiiiii e 120
H.1.13. Disable profile control SWItCh .........cc.iiiiiiiiii e 120
H.1.14. SNOW RADIUS SEIVEY'S ....ciiiiiiieeiiii et e ettt e e et e e e et e e e eat e e eeatanaeeees 120




FireBrick FB6202 User Manua

H.1.15. SNOW DNS FESOIVENS ...cevviiieiiiiiieei ittt e et e e et e e e e aaaes 120

H.2. Networking COMMANGS ........cuuiiiiieiitieiii e e e e e e e e e e e e e e et e e e e e et e e e e eannaes 121
o T2 T T = S SURPPPPOTPN 121
H.2.2. Renegotiate DHCP for aSUDNEL .......cooviiiiiiii e 121

[ 2 T . g a0 B = o 121
H.2.4. Show a route from the routing table ...........cccoviiii i, 121

L T T I T o0 =~ PP 122
H.2.6. LisSt routing NEXE NOPS .. .cvuiiiiiiciii et e e e e e 122
H.2.7. SEE DHCP @llOCEIIONS ... eeeiiiieeiiei ettt e e e e e e e e eenens 122
H.2.8. Clear DHCP @llOCAHONS ........iiiiiiiieiiiii e eaeens 122
H.2.9. LOCK DHCP @llOCAHIONS ......vvueiiiiiiieeiiii et e ettt e e e et e e e e e eanens 122
H.2.10. Unlock DHCP @lOCAHIONS ......uuiiiiiiiieeiiiiieecii et e e e e e e 122
H.2.11. Name DHCP @lOCEIIONS ......cvevuiieieiii et e e e et e e 122
H.2.12. ShOW ARP/ND SEAIUS ... eeeeeeeetiiiiieeeeeeeeetiiise s e e e e eeeasteas s e e eeeesasasnnaeaeaeaeeenes 122
H.2.13. SNOW VRRP SEAEUS .....vvvvviiiiiieeeeieiiiiise s e e e e eeeiai s e s e e e e eeevata s s e e e easeannnnn e naeeees 122
H.2.14. Send Wake-0n-LAN PACKEL .......civuiiiieiii e e e aeas 123
H.2.15. Check 8CCESS tO SEIVICES ...iivvviieiiiiii ettt e et e e e et eeeeraaeaees 123

[ TR I I e oo 1 117 0 o = PSPPI 123
H.4. BGP COMMENGS .....uuiiiiiiiiieeiiii et e et e et e e ettt e e e ettt e e e ettt e e e eatneeaestnaeeeestnaaaaees 123
H.5. PPPOE COMMIBNGS ....eeevtieiiiii ettt e et e e et e e e et e e e et e e e et s e e e et e e e e ennnnas 123
H.6. AQVENCED COMMEBNGS .. .eevvnieeiii et e et e et e e et e e ettt e e e et s e e e et neeeeatn s eeaeatnaaaaes 123
o L 0 T = oSSR 123

[ TS T2 = o oo | PP 123
H.B.3. SCreen WIdth .......ccooiiiiiiiiii i e e e e 124
H.6.4. Make outbound COMMANG SESSION ......cvevvueiiiiiiereei e eeeii e e eei e e eea e e eaae e eeaees 124
H.6.5. ShOW COMMENG SESSIONS .....iiiiiiieeiiie ettt e e e e e e e e e 124
H.6.6. Kill COMMANA SESSION ....covuiiiiiiiieee e e e e e 124
H.6.7. Flash MemMOrY ISt ... e e 124
H.6.8. Delete block from flash .........oooiiiiiiii e 124

[ RS T = T o) B oo 124

L T T O I = 'S T oo 125

I. Constant Quality Monitoring - technical detailS .............cooeviiieiiiii e 126
I.1. Broadband back-haul ProvideErS ........co.uiiiiiiiii e e 126
[.2. ACCESS 10 graphsS @N COUS ...iivuiiiiii e e e e e e e e 126
o T B 0 (= o =Tl == PP 126

[.2.2. Dated INfOrMELION ......uieiiiiii e et e e e e e e eae e 127

[.2.3. AUtNENICAEEH @CCESS ...ovvviiiiiiii et et e e et e e e et e e e eatnneeeees 127

1.3, Graph display OPtiONS ......coueiiiii i e e e e e e 127
[.3.1. Scaleable VECIOr GraphiCs .......c.uieiiiniiiii i e e e e e eaas 127

RS B T - T o ] ) P 128

[.3.3. AdAItIONa] tEXE ..vvniiiiii e 128

[.3.4. Other colours and SPACING «....uuevvriiii e e e e e e e e e e e e e eeees 128
@Y= 1 0T A= (o 1Y/ 1 oo 129
0 U ] o Ty 129

0 o= o J 70T | 1o o [P 130

T = o g T ol == N 130
1.6. Creating graphs, and graph NAMES ..........iiiiiiiiii e e e aeas 130
B o P S o [0 o o PP 132
O R =S Yo o 7= 1 o 132
B 0 T P 132

J.2. One Time Password Seed hashing ..........oviiiiiiiiiciii e e e e e e 133
K. Configuration OBJECES ... .cuuiiii i e e e e e e 135
0 T 1o o TN =Y 135
K.1.1. config: Top level Config .....ccovvniiiiiii e 135

Q2 @ o 1= =SSR 136
K.2.1. System: SyStemM SEHINGS . .ovvuiiieiii e e e e e e e e e e e e e e e e 136




FireBrick FB6202 User Manua

KL2.2. TINK: WED TINKS ..t e e 137
K.2.3. routing-table: Default source IP for servicesusing agiventable ..........ccooooeviennns 138
KL2.4, USEr: AQMIN USEFS c.uuiieiiiiii ettt et e et e e et e e e e et e e e e e aa e 138
K.2.5. eap: User access controlled by EAP .......cooviiiii e 138
K.2.6. 10g: LOG target CONIOIS ......cvvniiii i e e e e e e e e e e e e e e e e e eaaees 139
K.2.7. 10g-Syslog: Syslog 10gger SEHNGS ...uvvvnieiiieiie e e e e 139
K.2.8. log-email: Email 10gger SEINGS .....vvvuiiiiieeie e e e 140
K.2.9. SEIVICES, SYSIEIM SEIVICES ..ouuiiiiieiiii e e et e e e e et e e e e e e et e e et e e e eanaeeeen 140
K.2.10. http-service: Web SErviCe SEtNGS .....cvvniiiii e 141
K.2.11. dns-service: DNS SErvice SEtiNGS .. ccvveviieiii e e e 142
K.2.12. dns-host: Fixed local DNS hOst SEHINGS .....uovvvneiiiiiiiieeieeee e e e 142
K.2.13. dns-block: Fixed local DNS BIOCKS ........c.cviiiiiiiiiiiiicc e 143
K.2.14. radius-service: RADIUS service definition ...........ooveiiiiiiiiiiniiiiiee e 143
K.2.15. radius-service-match: Matching rules for RADIUS SEIVICE ......cuuvevviieiiiieiiieeiins 145
K.2.16. radius-server: RADIUS Server SEttiNgS . ...vuevvveiiiiiiiii e 146
K.2.17. telnet-service: Telnet SErvice SEttiNGS .....ovvviiiii e, 147
K.2.18. snmp-service: SNMP Srvice SEtNGS ....vvvniiiie e 147
K.2.19. time-service: System time Server SEttiNgS .....o.vvvvveieiiiiieiie e 148
K.2.20. ethernet: Physical port CONrolS .........ocovuiiiiiieii e 149
K.2.21. portdef; Port grouping and NamMiNg ...........oeveunieiiieiiiieriie e e e e e e eeaens 149
K.2.22. interface: Port-group/VLAN interface SEttings ..........ovevvveiiiieiiiieeiie e, 150
K.2.23. SUDNEL: SUDNEL SELLINGS ..uuivviiiiiicee e e e e e e e e e e eaa e ees 151
K.2.24. VITP: VRRP SEINGS ..ivviiiii e e e e e e e e e e eaes 152
K.2.25. dhcps: DHCP SEIVEr SEHINGS ..uuvvveiiiecii e e e e e e e e e 152
K.2.26. dhcp-attr-hex: DHCP server attributes (NeX) ....cooviivvieiiiiiiiicie e, 153
K.2.27. dhcp-attr-string: DHCP server attributes (String) .......cc.ovevvieiiiiiiiiiecieceeieeeiees 154
K.2.28. dhcp-attr-number: DHCP server attributes (NUMENIC) .......eevvnveiiiieiiiiciii e, 154
K.2.29. dhcp-attr-ip: DHCP server attributes (IP) ...c.vvvvvniiii e, 154
K.2.30. PPp0oe: PPPOE SEHINGS . .cvvuiiiieiii e e e e e e e e e 155
K.2.31. PPP-TOULE: PPP FOULES .....ieiiiiie e 156
K. 2.32. TOULE: SEALIC FOULES ....ueieeiiieee et e e et e et e e ettt e e et e et e e e et e e e et e e e eeenn s 156
K.2.33. network: Locally originated NEtWOrKS .........ccuuiiiiiiiiiiiieiiiiccie e 157
K.2.34. blackhole: Dead end NEWOIKS .......ovveviniiiiiiiiece e e 157
K.2.35. loopback: Locally originated NetWorks ...........cocouiiiiiiiiii e, 158
K.2.36. namedbgpmap: Mapping and filtering rules of BGP prefixes ..........ccoooevvveeinnn. 158
K.2.37. bgprule: Individual mapping/filtering rule ............ccooieiiiiiiii e, 158
K.2.38. bgp: Overall BGP SEINGS .....uiiiviieiiiiciii e e e e e e e 159
K.2.39. bgppeer: BGP peer definitionS ........ccoouiiiiiiiiie e 160
K.2.40. bgpmap: Mapping and filtering rules of BGP Prefixes ........coovvvvveeiiiniiiiievieeennnn, 161
K.2.41. cgm: Constant Quality Monitoring SEtiNGS .......cc.vvvviuieiiiiieiie e 162
(O a1 ol B S 1] o P 164
K.2.43. |12tp-incoming: L2TP settings for incoming L2TP connections ...............ccoceevvnneeee. 164
K.2.44. 12tp-relay: Relay and local authentication rulesfor L2TP ........cccoveviiiiiiiiciieeennnn, 166
K.2.45. profile: Control Profile ......coeueiiiiiiie e 166
K.2.46. profile-date: Test passes if within any of the time ranges specified ........................ 168
K.2.47. profile-time: Test passes if within any of the date/time ranges specified ................. 168
K.2.48. profile-ping: Test passes if any addresses are pingable ..........ccocooveviiiiiinecineenn, 168
K.2.49. shaper: TraffiC SNapEr ....c.uiiiiiiciie e e 169
K.2.50. shaper-override: Traffic shaper override based on profile ..........ccoocviiiiiieiinennnnn. 169
QY I o T | (00 o M | o o 170
K.2.52. dhcp-relay: DHCP server settings for remote / relayed requests .............cooeeevnneennn. 170
RS A D T = 1 1Y 0[S PRSPPI 171
K.3.1. user-level: User 0gin [eVEl ... 171
K.3.2. ppp-dump: PPP dump fOrMEL ........ccovuieiiiiii e e e e 171
K.3.3. autoloadtype: Type of /W auto 10ad ...........ooevviiiiiiiiii e, 171
K.3.4. config-access: Type of access user hasto Config .........ooveviieeiiiiiiiiiciii e, 171

xi



FireBrick FB6202 User Manua

K.3.5. eap-subsystem: Subsystem with EAP access Control ...........coeevvviveiiieeiiieciineeennnn, 172
K.3.6. eap-method: EAP acCess MEthod ............oviiiiiiiiiciiii e 172
K.3.7. syslog-severity: SyslOg SEVENITY .....uoiivniiiiiieie e e 172
K.3.8. syslog-facility: Syslog faCility .........ccoeeiiiiiiiiii e 172
K.3.9. http-mode: HTTP/HTTPS Security MOCe ........ccuuiviiieiiieeii e e e 173
K.3.10. radiuspriority: Options for controlling platform RADIUS response priority
1= [0 1 0o [P N 173
K.3.11. radiustype: Type of RADIUS SEIVEN .....civiiiiiiii e e e 174
K.3.12. month: Month name (3 IEEr) ....ouiiiiii e 174
K.3.13. day: Day Name (B IEIEr) ...ouniiiii e 174
QG T I oo g il = 017/ o= ) AN 175
K.3.15. Crossover: Crossover CONFIQUIAtioN .........couueiunieriieeiiieeeiiieee e e e eei e e eeanes 175
K.3.16. LinkFlow: Physical port flow control Setting ..........cccooveiiiiiiiiiiii e, 175
K.3.17. LinkClock: Physical port Gigabit clock master/slave Setting ...........cccoevvvvevivnennnnn.. 175
K.3.18. LINKLED-y: YEllOW LED SENG ... ceevvvnieeiiiiieiieiiie et e et e v eeaii e eeaees 175
K.3.19. LINKLED-g: Green LED SEttNG .....cvvvneiiiciiiec e 176
K.3.20. LinkPower: PHY power Saving OPtiONS .........ccuuuiiiiiieiiieeeiiieeeieeeieesiieeaneeannnes 176
K.3.21. LinkFault: Link fault typeto SENd .......cccviiiiiiii e, 176
K.3.22. trunk-mode: Trunk POrt MOGE .......c.uueiiiieiii e e e e e e 176
K.3.23. ramode: |Pv6 route announce leVEl ...........couuiiiiiiiiiiiiii e 177
K.3.24. dhcpv6écontrol: Control for RA and DHCPVE bitS .........ccccovviviiiiniiccceceeeee, 177
K.3.25. bgpmode: BGP announcement MOdE ..........ocvvuieiiiieiiiiiiii e e e e e e 177
K.3.26. sfoption: Source filter OptioN ..........ooveiiiiiiii e 177
K.3.27. pppoe-mode: Type of PPPOE CONNECLION .........ocivvieiiiiiiii e e e e, 178
K.3.28. pppoe-calling: Additional prefix on PPPOE calling ID ..........ccooevviviiiiiiiiiiececenn, 178
K.3.29. peertype: BGP PEaI Iy ouiniiiiii i 178
K.3.30. radius-nas; NAS IP 10 PO .....c.uuiiiiiiiiiieiie e e e e e e e 178
K.3.31. switch: Profile manual SENG ......cc..oeviiiiiiiie e 179
= T T o 1Y o= 179
.................................................................................................................................... 182

Xii



List of Figures

2.1,
2.2,
3.1
3.2
3.3.
3.4.
3.5.
3.6.
3.7.
3.8.
4.1.
4.2,
4.3.

B.1.

Initial web page in faCtOry rESEL SLALE ......cuuu e 7
SEIUD WIZAI ..o et et et et et e aee 8
YT o 0 1< 0 LU PP SPPPTTR 15
[CONS FOr 1AYOUL CONIOIS ...ttt ettt e et e e e et e e e et e e e ent e eees 15
Icons for CONfiQUIatioN CELEJONTES ... .ceeruueeieri ettt ettt e et e e e et e e et e e e 16
THE "SEIUD" CBIEJOMY ... eeeitiie ettt ettt ettt e et e ettt e e ettt e e et et e e et e e e e e eba s 16
Editing an "INterface” ODJECT .......coeeii e 17
Show hidden aHULES .........oii e 17
ALITDULE EFINITIONS .....eeceee et e e 18
NBVIGEALION CONIIOIS ...ttt ettt e et e et e e et e e et et e e et et e e e e aaa s 18
SELING UP B NEW USEF .ottt ettt ettt ettt ettt ettt s et e e e ettt e et e bt e e e e b e e e e ne s 24
Software upgrade available NOLITICALION .............iiiiiiiii e 30
Manual SOftWare UPIOAH ........couutiiiiii et e e et e et e e e e eees 31
Product label showing MAC adaresS FANGE ....ccevuueiiiiiie ettt 96

xiii



List of Tables

2.1, |P addreSses fOr COMPULES .......cieiieeeeeit et et ettt e et e e ettt e e e e et e e e eebe e e e enbaaaeeens 6
2.2. |P addresses t0 access the FIreBriCK .......cooeueiiii e 6
2.3. IP addresses t0 access the FIreBriCK .......cooeueiiiii e 6
3.1. Special CharaCter SEQUENCES ........u ittt ettt ettt e e e na e e eneas 20
A1 USEN [OQIN TEVEIS ...t et e et et e et e e een 25
4.2. Configuration 8CCESS [EVEIS ... i 25
4.3. General administrative details attribDULeS .............oiiiii i 27
4.4. Attributes controlling QUEO-UPGIaOES ........ciieieieiiii ettt e e e e 30
5.1, LOQQiNG GIIIOULES ... .ottt et 33
5.2. System-Event Logging atribULES ........ccouuuuiiiiiii ettt 36
7.1, EXAMPIE FOULE TAIGELS ... ettt e et e e et e e et eeeena s 46
12,1 LiSt OF SYSIEM SEIVICES ...iiiiieeiiit ettt ettt e et e e et e et e e e ae s 63
12.2. LiSt OF SYSIEM SEIVICES ...iiiiieeiii ettt ettt e et ettt e et eeena s 64
13.1. Packet dUMP PAraMELENS .......ueiiiiie ettt e et e e et e et et e e et e e e e et e e e era s 71
13.2. Packet types that Can be CAPtUIEA .........oouuiiiiii e 72
T = Y oSO PPPPTIPN 79
15.2. COMMUNITIES ...vtueeiiit ettt ettt ettt e ettt e ettt e e et e e e et et e e et et e e et et e e e enba s 81
15.3. NEWOIK BIFTOULES ... et e e et e e e e e ae s 83
B.1. DHCP ClieNnt NAMES USEU ......covuiiiiiii ettt et ettt e e e e e e e e eneans 96
C.L. SPECIAI URLS ..ottt e et e et e ettt e et e et e e e e 99
ELL SCCRQ ettt ettt et ettt ettt 101
EL2. SCCRP ...ttt e e e e e e aaen 101
B3, SCCCN ettt ettt 102
B4, SEOPCCN oottt ettt ettt e e e 102
SRS T | = I I LTS PP PTR 102
BB, TR it et ittt ettt ettt e e et a e et e e e een e aee 102
B 7. TCRP et et eaans 103
S [ O N TSP ST SPPPPTRUPPPN 103
LD, OCRQ ..ttt ittt ettt ettt e e e 103
ELLO. OCRP ...ttt e e e et et e e e e a e e e et e aaee 104
ELLL OCCN ittt ettt ettt ettt e s 104
S 1 B ] PP PP TUPPPTTRTPPPPIN 104
ELL3. WEN Lottt ettt e e s 104
S S TP TP UPPPPTPRPPPIN 104
F.d. ACCESS-TOOUESE ... ieeieet ettt ettt ettt r ettt n et e et e r et e e e e e 106
2. ACCESS-ACCEDL ...oveiiit ettt ettt e 107
F.3. ACCESS- REIECT ... et 109
F.d. ACCOUNTING-SEAIT ...ttt ettt ettt et e et e ettt e e et et r e et et e e e e ent e e e eennaeeeens 109
F.5. ACCOUNTING-TNEEITIT .ottt et e et e e e e e e 110
F.B8. ACCOUNTING-SIOD ... eeeettieeeeet ettt ettt ettt e et e et et e ettt e e e e e e e e ra s 111
F. 7. DISCOMMECE ...ttt ettt e et e et et e et e e et et e et et e et ebbn e e e enan s 111
F.8. Change-0f-AULNOIISALION ........uiiiiie et 111
[ A 11 (= | TS PP OO PP SPPPTTRPPPIN 112
G.1 090.3.6. 1.4 1.24693.1 .. .ooiiiiiiiii et ettt et e et aene 116
G.2.190.3.6. 1.4, 1. 246893179 ....oniieiiii ettt et et e e e aean 116
G.3.190.3.6.1.4. 1. 246931701 .....eeieiiieeeeit ettt ettt ettt et eea e e e aen 117
G4, 190.3.6. 1.4.1.246893.2 ....ooeiieieii et e et e e e aann 118
G.5.190.3.6.1.4.1.24693.3 ...ttt ettt e e aann 118
N 1T 1 LSOO TPPPPTRROPPPTN 126
1.2, COIOUIS ...ttt ettt ettt ettt e s 128
S T I PP PPTT R PPPPT 128
T I PP PPT TR PPPPT 128
[.5. URL FOMMIBES ...t eeeeti ettt ettt ettt ettt e ettt e ettt e e e ettt e e et ebb e eeeentaeeees 129
KL €ONfigs AIITDULES ...ttt et e et e et e e et e e e e 135

Xiv



FireBrick FB6202 User Manua

A w'o o R = 43T 1N 135
T Y= (= 0 (AN 11 10 (== PN 136
QY= (= (W = 1101 (P 137
(ST 10 AN 1] o 0| (== PP 137
K.6. rOUting-table; ALIIIDULES ....... i e e e et e e e e e et eeaa e e aaaees 138
ATt AN 1 1] o TF 1= PP 138
QR o BN 1] o0 1= 138
LS T Lo W AN 1 U === 139
0 O T oo T = = 4= 139
K11, 10g-SysIOg: ALHDULES .....oeecii e e e e e e e e eaaas 139
L 2 oo = 4 g T N 1 T o 1 (= 140
K13, SEIVICES: EIBIMENES ..ottt e e e et e e et e et e e e eaan s 140
K.14. http-Service: AtHBULES ... e e e e e e aens 141
K15, dNS-SEIVICE: AMIOULES ... ciieiiieeee e e e e et e e et e e eeaan s 142
K.16. ANS-SEIVICE: EIBIMENLS .. .iiiiiiiiiii et e et e e et e e e e 142
N o [0 01 N 1 1 o1 L=< P 143
K.18. dNS-DIOCK: ALIIIDULES .....iiiiei e e e e et e e e aa e e e eannns 143
K.19. radius-ServiCe: AUIBULES ... .cooeii e 143
K.20. radiuS-SErVICE: EIBIMENLS .. .ciiiiiiiiiiii e s e et e e et e e e e et e e e eeteneeeeatnnaeeenes 144
K.21. radius-service-match: AtHDULES .. .....coeeuiieie e 145
K.22. radius-Server: AHMDULES ... ..oooui e e e e 146
K.23. telNEt-SErViCe: ATIDULES ......iieii e e e e 147
K24, SNMP-SENVICE: ATTDULES ....iiie e e e e e e e e e e et e e e e eeanns 147
K.25. tiME-SErVICE AITDULES .. .ciiiii i e e e e e et e eaeens 148
K.26. €therNet: ALITTDULES ......ueiiiiiii e e et e e et e e e et e e e et neeeenens 149
7 10 (o = N 1] o1 (=N 149
K.28. INterface: ALITDULES .. .coeve e e e e e et e e e e et e e e eete e eeees 150
K.29. INterface: EIBIMENES ....oovi it e et e et e e et e e e et e e aenens 151
K.30. SUDNEL: AHIBULES ... e e et e e e e e eaees 151
QG I € o N 14 ] o1 (= PN 152
QG 720 0o oS N 11 ] o0 (=P 152
QG T 0o o Sl = 40 o) 153
K.34. dhep-attr-hex: AHDULES ......cconiii e e 153
K.35. dhep-attr-string: AttHBULES .......ooiii e 154
K.36. dhcp-attr-number: AHBULES ..........iii e 154
K.37. dhep-attr-ip: AtHULES ... e e e 154
K.38. PPPOE: ALIHBULES ....eiiie e e 155
QG T oo o [0 Ll = 01T o1 =P 156
K40, PPP-TOULE: ALITTDULES .....iiieeii e e e e e e e e e e et e e et e e et s e e et e eaanaees 156
QI (o101 N L] o 11 (=S PP 156
K42, NEEWOTK: ALIIIDULES ... e e e e e e s 157
K.43. Dlackhol€: ALIITDULES .....ccveieeeei e e e et e e 157
K44, 100phack: AttHBULES .......iii e e e 158
K.45. namedbgpmap: ATTDULES .........iiii e e e e e e e e e e e e et e e aees 158
K.46. namedbgpmap: EIEBMENES ... .couii e 158
N oo o (L= AN 4] 10 | == 158
L T oo o A 11 o1 (= 159
QL T oo o = = 0T 01 = 159
K.50. BgPPear: AHIHDULES .....covniii e e e e e e e e e e e eaaas 160
Y I oo o]0 1= = ol = 1101 o (P 161
K.52. bgpmap: AHIDULES .....ceeiii e e e e e e e e e e e e aaas 161
QR T oo o0 = i = 1101 ] (P 162
QoY Moo | (W AN {1 11 | == 162
QST 1 (o B AN 111 o1 (= 164
QTSI a1 o = =1 4= ) PN 164
K.57. 12tp-incoming: AtHULES ......covniii e e e e s 164

XV



FireBrick FB6202 User Manua

K.58. 12tp-iNCOMING: EIEBMENLS ......iiiniiii i e e e e e e e e e et e e et e e et e e eanas 166
K59, 12tpreday: AHITDULES .....oeieiii e e e e e e e e e e et e e et e e aaeees 166
KL.B0. Profil€; AITDULES ......uviiiii e e e e e e e e e et e et e et e e aan s 166
QS I o 0 ] L= =011 167
K.B62. profile-date; AIIIDULES ........ciiii e e e e e e et e et e e et e e aaaees 168
K.B63. pProfile-time; AtrIDULES .......iii i e e e e e e 168
K.64. profile-ping: AtIDULES .......iiiiii e e e e e e e e 168
QTSI 7= 1 = G N 11 ] o1 (= 169
QST 7= = Gl = 00T o) 169
K.67. shaper-override: AtIIDULES ........couu i e e e e e e et e eean s 169
KLB8. IP-group: AIIIDULES .. .oueiii e e e e e e e e e et e e et e e st e e ean e eanaes 170
K.B9. dNCP-relay: AMITDULES ... .oveeiii e e e e e e e e e e e e e e e aan s 170
K.70. dncprelay: ElEBMENES ... et e e e e aa 170
K71, user-level: UsSer 10giN TEVEL ... oo e et 171
K.72. ppp-dump: PPP dUmMpP fOrMEE .......uuiiiii e e e e e e e e e e e et e e eaneees 171
K.73. autoloadtype: Type Of W alUto 1080 ........ccouiiiiiiiii e e 171
K.74. config-access. Type of access USer hasto CONfig ......couvveiiiiiiiiiiiiie e 171
K.75. eap-subsystem: Subsystem with EAP aCCeSS CONIOl .......c.uoivvniiiiiiiiiii e 172
K.76. eap-method: EAP access MELhOd ..........ccovviiiiiic e e 172
K.77. SyslOg-Severity: SYSIOQ SEVENITY ...cvvuiiii e e e 172
K.78. syslog-facility: Syslog faCility ....c.uuviirniiiiiiii e 172
K.79. http-mode: HTTP/HTTPS SECUNtY MOUE ... .cuuiiiiiiiii e e e e e e e e e e 173
K.80. radiuspriority: Options for controlling platform RADIUS response priority tagging .................... 173
K.81. radiustype: TYPe Of RADIUS SEIVEY .. ..vuiiiiiiiiii e e e e e e e e e e e e aans 174
K.82. month: Month Name (B TELLET) ... .cvueieiii e e e e e eaa s 174
K.83. day: Day NAME (B IEHE) ...uiiie i e e e e e e e e e e et e e e e e ea 174
QRS 7/ M oo g il 017 o= oo o A 175
K.85. Crossover: Crossover CONfIQUIBEION .......iuuuiiinieiiiieeiieeei e et e e e e e e e esaeeett e e st e eaaneeeaneeesnaees 175
K.86. LinkFlow: Physical port flow CONtrol SEttNG ..........oevviiiiiiieii e e 175
K.87. LinkClock: Physical port Gigabit clock master/slave SEttiNg ..........coeevvveiiiiieeiieeei e e 175
K.88. LINKLED-Y: YEIOW LED SEHING 1..vuuiiiiiiiiiiiiie et e e e e eaa e e eaees 175
K.89. LINKLED-Q: Green LED SEIiNG ...cvvuiiiiicii et e e e e e e e e et e et e e e e e eanas 176
K.90. LinkPower: PHY pPOWEr SAVING OPLIONS ......civuiiiiiciiii i e e e e e e e e e e e et e et e e ea e e eanees 176
K.91. LinkFault: Link fault typeto SENA .....cvuiiii e 176
K.92. trunk-mode: Trunk POt MOOE .......uuiiiiiciii e e e e e eaa s 176
K.93. ramode: 1PV6 route annOUNCE TEVE ..........iiiiiiieiiii e e 177
K.94. dhcpv6control: Control for RA and DHCPVG DitS ........coivniiiiicii e 177
K.95. bgpmode: BGP announcement MOOE ........c..uuiiiiiiiiiiei e e e e e e e e e e e e eaes 177
K.96. sfoption: SOUrce filter OPLION ........oiiie e e e e e e 177
K.97. pppoe-mode: Type of PPPOE CONNECLION ..........uiiiiiiii e e e aens 178
K.98. pppoe-calling: Additional prefix on PPPOE calling ID .......c..oeviiiiiiiiiii e 178
KO0, PEEIY P B P POOr Iy 0 ettt ittt e e 178
K.100. radius-nas: NAS [P 10 rEO0M ....u.iiiiiiiii e e e e e e e e e eaens 178
K.101. switch: Profile manual SEtiNG ........ccoiiiiiiiiii e 179
Q7 ST S Tl = 11/ o= PPN 179

Xvi



Preface

The FB6000 device is the result of severa years of intensive effort to create products based on state of the
art processing platforms, featuring an entirely new operating system and 1Pv6-capable networking software,
written from scratch in-house by the FireBrick team. Custom designed hardware, manufactured inthe UK, hosts
the new software, and ensures FireBrick are able to maximise performance from the hardware, and maintain
exceptional levels of quality and reliability.

Theresult isaproduct that has the feature set, performance and reliability to handle mission-critical functions,
effortlessly handling huge volumes of traffic, supporting thousands of customer connections.

The software is constantly being improved and new features added, so please check that you are reading the
manual appropriate to the version of software you are using. This manual is for version V1.59.000.

Xvii



Chapter 1. Introduction

1.1. The FB6000
1.1.1. Where do | start?

The FB6000 is shipped in a factory reset state. This means it has a default configuration that allows the unit
to be attached directly to a computer, or into an existing network, and is accessible via a web browser on a
known I P address for further configuration.

Besides allowing initial web access to the unit, the factory reset configuration provides a starting point for you
to devel op a bespoke configuration that meets your requirements.

A printed copy of the QuickStart Guide is included with your FB6000 and covers the basic setup required to
gain access to the web based user interface. If you have aready followed the stepsin the QuickStart guide, and
are able to access the FB6000 via a web browser, you can begin to work with the factory reset configuration
by referring to Chapter 3.

Initial set up is also covered in this manual, so if you have not already followed the QuickStart Guide, please
start at Chapter 2.

Tip

The FB6000's configuration can be restored to the state it was in when shipped from the factory. The
procedure requires physical access to the FB6000, and can be applied if you have made configuration
changes that have resulted in loss of access to the web user interface, or any other situation where it
is appropriate to start from scratch - for example, commissioning an existing unit for a different role,
or where you've forgotten an administrative user password. It is also possible to temporarily reset the
FB6000 to alow you to recover and edit a broken configuration (though you still need to know the
password you had). Y ou can aso go back one step in the config.

The remainder of this chapter provides an overview of the FB6000's capabilities, and covers your product
support options.

Tip

Thelatest version of the QuickStart guide for the FB6000 can be obtained from the FireBrick website
at : https://www.firebrick.co.uk/support/manuals/

1.1.2. What can it do?

The FB6000 series of productsisafamily of high speed | SP/telco grade routers and firewalls providing arange
of specific functions.

Key features of the FB6000 family:

* 1U 19" rack mount

* Very low power consumption (typical 20W) - all important with today's power charges in data centres
» Two small fans are the only moving parts for high reliability

e Dua 120/230V AC power feed

* |Pv6 built in from the start

» Gigabit performance
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The FB600 series are provided in a number of variants. This manual is for the FB6202. This variant includes:

» Layer 2 Tunnelling Protocol (L2TP) to terminate PPP connections (e.g. broadband lines)

» Border Gateway Protocol, to alow routes to be announced and accepted from peering BGP routers.
1.1.2.1. FB6202 Gigabit L2TP LNS with detailed monitoring of all
lines

The FB6202 provides the key component for an Internet Servuice Provider (1SP) to terminate data connections
from broadband or dial-up or similar service carriersthat use L 2TP. RADIUSisused to authenti cate and account
for data, and BGP is used to announce connected routes.

The FB6202 has unique features that provide invaluable levels of monitoring of connected circuits. There is
also support for per-packet line bonding, 1Pv6 (including DHCPv6 and RA over PPP), and L2TP relay.

With the FB6202 you can handle thousands of broadband connections from avariety of carriers up to a gigabit
throughput. Y ou can pool multiple FB6102's to provide to handle much higher capacity even where links to
carriers need aggregate traffic shaping.

1.1.3. Ethernet port capabilities

The FB6000 has two copper (RM5) Ethernet network ports that operate at 1Gb/s. The ports implement auto-
negotiation by default, but operation can be fine-tuned to suit specific circumstances. The function of these
portsisvery flexible, and defined by the device's configuration. The ports implement one or more interfaces.

Multiple interfaces can be implemented on a single physical port (or port group) via support for IEEE 802.1Q
VLANS, ideal for using the FB6000 with VLAN-capable network switches. In this case, a single physical
connection can be made between a VLAN-capable switch and the FB6000, and with the switch configured
appropriately, thisphysical connectionwill carry traffic to/from multiple VLANS, and the FB6000 can do L ayer
3 processing (routing/firewalling etc.) between nodes on two or more VLANS.

The two ports on the FB6000 can be combined as a single 2Gb/2 L ACP bundle, with a choice of hashing logic
for traffic distribution.

1.1.4. Product variants in the FB6000 series
» FB6102 High capacity ping monitoring box
» FB6202 Gigabit L2TP LNS with detailed monitoring of al lines
» FB6302 Gigabit BGP router
» FB6402 Gigabit stateful firewall
» FB6502 Gigabhit core Vol P SIP switch for ISTP use
» FB6602 Mobile GTPv1 GGSN/L2TP gateway

» FB6702 Tunnel endpoint / gateway

1.2. About this Manual
1.2.1. Version

Every major FB6000 software release is accompanied by arelease-specific version of thismanual. This manual
documents software version V1.59.000 - please refer to Section 4.3 to find out more about software rel eases,
and to see how to identify which software version your FB6000 is currently running.
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If your FB6000 isrunning adifferent version of system software, then please consult the version of this manual
that documents that specific version, as there may be significant differences between the software versions.
Also bear in mind that if you are not reading the latest version of the manual (and using the latest software
release), references in this manual to external resources, such as the FireBrick website, may be out of date.

Y ou can find the latest revision of amanual for a specific software version on the FB6000 software downloads
website [https://www.firebrick.co.uk/support/software/]. This includes the revision history for al software
releases.

1.2.2. Intended audience

This manual is intended to guide FB6000 owners in configuring their units for their specific applications. We
try to make no significant assumption about the reader's knowledge of FireBrick products, but as might be
expected given the target market for the products, it is assumed the reader has a reasonable working knowledge
of common IP and Ethernet networking concepts. So, whether you've used FireBrick products for years, or
have purchased one for the very first time, and whether you're a novice or anetwork guru, this Manual sets out
to be an easy to read, definitive guide to FireBrick product configuration for all FireBrick customers.

1.2.3. Technical details

There are a number of useful technical details included in the apendices. These are intended to be a reference
guide for key features.

1.2.4. Document style

At FireBrick, we appreciate that different people learn in different ways - some like to dive in, hands-on,
working with examples and tweaking them until they work the way they want, referring to documentation
as required. Other people prefer to build their knowledge up from first principles, and gain a thorough
understanding of what they'reworking with. M ost people we suspect fall somewhere between thesetwolearning
styles.

This Manual aims to be highly usable regardless of your learning style - material is presented in an order that
startswith fundamental concepts, and buildsto more complex operation of your FireBrick. At all stageswehope
to provide a well-written description of how to configure each aspect of the FireBrick, and - where necessary
- provide enough insight into the FireBrick's internal operation that you understand why the configuration
achieveswhat it does.

1.2.5. Document conventions

Various typefaces and presentation styles are used in this document as follows :-

e Text that would be typed as-is, for example a command, or an XML attribute name is shown in
nonospaced_f ont

» Program (including XML) listings, or fragments of listings are shown thus :-

/* this is an exanple programlisting*/
printf("Hello Wrld!'\n");

e Text asit would appear on-screen is shown thus :-

This is an exanple of sonme text that would
appear on screen.
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Note that for docunentation purposes additional
i ne-breaks may be present that would not be in the on-screen text

* Notes of varying levels of significance are represented thus (colour schemes may differ depending on
signficance) :-

Note

Thisis an example note.
The significanceisidentified by the heading text and can be one of : Tip - general hintsand tips, for example
to point out a useful feature related to the current discussion ; Note - a specific, but not critical, point relating

to the surrounding text ; Caution - a potentially critical point that you should pay attention to, failure to do
so may result in loss of data, security issues, loss of network connectivity etc.

1.2.6. Comments and feedback

If you'd like to make any comments on this Manual, point out errors, make suggestions for improvement or
provide any other feedback, we would be pleased to hear from you viae-mail a : docs@i r ebri ck. co. uk.

1.3. Additional Resources
1.3.1. Technical Support

Technical support is available, in the first instance, viathe reseller from which you purchased your FireBrick.
FireBrick provide extensive training and support to resellers and you will find them experts in FireBrick
products.

However, before contacting them, please ensure you have :-

« upgraded your FB6000 to the |atest version of software (see Section 4.3) and

» areusing the latest revision of the manual applicable to that software version and

* have attempted to answer your query using the material in this manual

Many FireBrick resellers also offer general IT support, including installation, configuration, maintenance, and
training. You may be able to get your reseller to develop FB6000 configurations for you - although this will
typically be chargeable, you may well find this cost-effective, especially if you are new to FireBrick products.

If you are not satisfied with the support you are getting from your reseller, please contact us [http://
www.firebrick.co.uk/contact.php].

1.3.2. IRC Channel

A public IRC channel is available for FireBrick discussion - the details are :-
* IRCserver:irc. aachat . net

* Port: 6697

e TLS: Required

e Channel: #Fi r eBri ck
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1.3.3. Application Notes

Some applications notes have been created by the FireBrick team and included on the web site. There are also
useful Wiki web sites provided by main dealers which cover specific configuration examples. Ask your dealer
for more details. These are usually public Wiki web sites even if not buying from that specific deder.

1.3.4. Training Courses

FireBrick provide training courses for the full FireBrick series of products, and also training course on general
I P networking that are useful if you are new to networking with IP.

Training course attendance is mandatory for all FireBrick dealersto be accredited.

To obtain information about upcoming courses, please contact us via emal at
training@irebrick.co. uk.




Chapter 2. Getting Started
2.1. IP addressing

You can configure your FireBrick using a web browser - to do this, you need IP connectivity between your
computer and the FireBrick. For a new FB6000 or one that has been factory reset, there are three methods
to set this up, as described below - select the method that you prefer, or that best suits your current network
architecture.

» Method 1 - use the FireBrick's DHCP server to configure a computer.

If your computer is aready configured (as many are) to get an |P address automatically, you can connect
your computer to port 1 on the FireBrick, and the FireBrick's inbuilt DHCP server should give it an 1Pv4

and |Pv6 address.
» Method 2 - configure a computer with afixed |P address.

Alternatively, you can connect acomputer to port 1 on the FireBrick, and manually configure your computer
to have the fixed | P address(es) shown below :-

Table2.1. IP addressesfor computer

IPv6 IPv4
2001: DB8: : 2/ 64 10. 0. 0. 2 ; subnet mask : 255. 255. 255. 0

* Method 3 - use an existing DHCP server to configure the FireBrick.
If your LAN already has a DHCP server, you can connect port 4 of your FireBrick to your LAN, and it
will get an address. Port 4 is configured, by default, not to give out any addresses and as such it should not

interfere with your existing network. Y ou would need to check your DHCP server to find what address has
been assigend to the FB6000.

2.2. Accessing the web-based user interface

If you used Method 1, you should browse to the FireBrick's web interface as follows, or you can use the IP
addresses detailed:-

Table2.2. |P addressesto accessthe FireBrick

URL
http://ny.firebrick. co. uk/

If you used Method 2, you should browse to the FireBrick's | P address as listed below:-

Table2.3. IP addresses to accessthe FireBrick

IPv6 I Pv4
http://[2001: DBS8: : 1] http://10.0.0.1

If you used Method 3, you will need to be able to access a list of alocations made by the DHCP server in
order to identify which IP address has been allocated to the FB6000, and then browse this address from your
computer. If your DHCP server shows the client name that was supplied in the DHCP request, then you will
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see FB6000 in the client name field (assuming afactory reset configuration) - if you only have one FB6000 in
factory reset state on your network, then it will be immediately obvious via this client name. Otherwise, you
will need to locate the allocation by cross-referring with the MAC address range used by the FB6000 you are
interested in - if necessary, refer to Appendix B to see how to determine which MAC address you are looking
for in thelist of allocations.

Once you are connected to the FB6000, you should see a page with "Configuration needed" prominently
displayed, as shown below :-

Figure 2.1. Initial web pagein factory reset state

B FireBrick FB2500

el Test Brick

Configuration needed

This is a factory reset configuration.
No usernames and passwords have been configured to access the system.
Please edit the configuration and add a user and password. You can also edit XML.

Click on the "edit the configuration™ link (red text), or the Wizard menu item, which will take you to the set-
up wizard for a new configuration.

2.2.1. Setup wizard

The setup wizard allows you to fill in afew key items before entering the normal configuration editor.
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Figure 2.2. Setup Wizard

FireBrick TEST

Home

— i Configuration wizard

Please fill in the initial configuration settings, and then continue to the configuration
editor. This allows you to complete additional settings if needed before saving.

Login details
Your name

username Your username for logging in to the FireBrick

password Your password for logging in to the FireBrick

PPPoE Internet details (e.g. bridging modem)

Port for PPPOE connection to internet

Port
[ Port4 [

username Your PPPoE login username

password Your PPPQE login password

DHCP WAN (e.g. external router)
WAN DHCP client and IPv6 RA/SLAAC WAN connection

LAN Ports

Ports Ports for LAN (switched together)
V1iw2v38485

Options Options for LAN
v DHCP ¥ NAT¥ RA

IPv4 IPv4 address / subnet

10.0.0.1/24

IPv6 IPv6 address / subnet, e.g. 2001:db8::1/64

Continue

You can then make further changes and Save the config to take effect.

1 « A ® "FireBrick" is a registered trademark of FireBrick Ltd, Copyright © 2009-18 FireBrick Ltd. All Rights Reserved.

There key settings may vary in later versions, but they represent the main settings you need to consider to get
started.
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2.2.1.1. Login username/password

The first part of the wizard covers your login to the FireBrick management interface. There are various ways
this access is controlled and locked down, but ultimately this is the way you control your configuration and
so they are very important.

For simple security reasonsiit is better to pick a sensible username, and not admni n

For good security reasons you should create along, easy to remember, but hard to guess, password. Thereis
no limit on how long you make the password, so you can create a complete pass phrase (i.e. a sentence) if
you prefer. Remember that upper/lower case matter as do spaces. The FireBrick does not make any attempt to
enfoce password policy and will allow you to use a stupid password if you wish, just not a blank one.

Once you have finished the process for your initial config, and logged in, we strongly recommend setting up a
two factor authentication using a one time password app on a mobile phone, etc.

2.2.1.2. WAN/PPPOE settings

There are two main ways the FB6000 is connected to the Internet - either using a PPPOE device such as a
bridging modem or an external router that provides access via DHCP setting of a WAN address.

The wizard allows you to set these up, either or both, with PPPoE |ogin/password on a port, and DHCP client
on aport, asaWAN interface.

Note

If you use the wizard to make a WAN Ethernet port, you will no longer be able to access the web
control pages viathat interface asit will not be considered local.

2.2.1.3. Initial config

Having completed the initial wizard questions you will then find yourself in the normal cofiguration editor.
Y ou can make any more changes you need to the initial configuration, and then save this.

Once saved you are prompted to login using the username/password details you provided.

Note

The wizard makes no attempt to check the details you entered, these simply become part of that initial
configuration. As such you may see error messages when you try to save the config, and will need to
make corrections before you can proceed.

Note

If you have changed the LAN |P address settings and are using DHCP on your connected computer
you may find you need to get anew address and re-connect to the FireBrick control pages at thispoint.




Chapter 3. Configuration
3.1. The Object Hierarchy

The FB6000 has, at its core, a configuration based on a hierarchy of objects, with each object having one or
more attributes. An object has a type, which determines its role in the operation of the FB6000. The values
of the attributes determine how that object affects operation. Attributes also have a type (or datatype), which
defines the type of datathat attribute specifies. Thisin turn defines what the valid syntax is for a value of that
datatype - for example some are numeric, some are free-form strings, others are strings with a specific format,
such as a dotted-quad |P address. Some examples of attribute values are :-

* |P addresses, and subnet definitions in CIDR format e.g. 192.168.10.0/24
* free-form descriptive text strings, e.g. aname for afirewall rule

 Layer 4 protocol port numbers e.g. TCP ports

data rates used to control traffic shaping
» enumerated values used to control afeature e.g. defining Ethernet port LED functions

The object hierarchy can be likened to afamily-tree, with rel ationships between objects referred to using terms
such as Parent, Child, Sibling, Ancestor and Descendant. This tree-like structure is used to :-

 group aset of related objects, such asaset of firewall rules - the parent object acts as a container for agroup
of (child) objects, and may also contribute to defining the detailed behaviour of the group

« define a context for an object - for example, an object used to define a locally-attached subnet is a child of
an object that defines an interface, and as such defines that the subnet is accessible on that specific interface.
Since multiple interfaces can exist, other interface objects establish different contexts for subnet objects.

Additional inter-object associations are established via attribute values that reference other objects, typically
by name, e.g. afirewall rule can specify one of several destinations for log information to be sent when the
rule is processed.

3.2. The Object Model

The term 'object model’ is used here to collectively refer to :-

« the constraints that define a valid object hiearchy - i.e. which object(s) are valid child objects for a given
parent object, how many siblings of the same type can exist etc.

« for each object type, the allowable set of attributes, whether the attributes are mandatory or optional, their
datatypes, and permissible values of those attributes

The bulk of this User Manual therefore serves to document the object model and how it controls operation of
the FB600O.

Tip

This version of the User Manual may not yet be complete in its coverage of the full object model.
Some more obscure attributes may not be covered at all - some of these may be attributes that are
not used under any normal circumstances, and used only under guidance by support personnel. If you
encounter attribute(s) that are not documented in this manual, please refer in the first instance to the
documentation described in Section 3.2.1 below. If that information doesn't help you, and you think

10
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the attribute(s) may be relevant to implementing your requirements, please consult the usual support
channel(s) for advice.

3.2.1. Formal definition of the object model

The object model has a formal definition in the form of an XML Schema Document (XSD) file, which is
itself an XML file, normally intended for machine-processing. A more readable version of thisinformation is
availablein Appendix K.

Note, however, that this is reference material, containing only brief descriptions, and intended for users who
are familiar with the product, and in particular, for users configuring their units primarily via XML.

The XSD fileis aso available on the software downloads website by following the "X SD" link that is present
against each software release.

3.2.2. Common attributes

Most objects have a comment attribute which is free-form text that can be used for any purpose. Similarly,
most objects have asour ce attribute that is intended for use by automated configuration management tools.
Neither of these attributes have a direct effect on the operation of the FB600O0.

Many objectshaveanane attribute whichisnon optional and often needsto be uniquewithinthelist of objects.
This allows the named object to be referenced from other attributes. The data type for these is typically an
NMTOKEN which is a variant of a string type that does not allow spaces. If you include spaces then they are
removed automatically. This helps avoid any problems referencing namesin other places especially where the
reference may be a space separated list.

Many objects have a gr aph attribute. This allows a graph name to be specified. However, the actual graph
name will be normalised to avoid spaces and limit the number of characters. Try to keep graph names as basic
characters (letters, numbers) to avoid confusion.

3.3. Configuration Methods

The configuration objects are created and manipulated by the user via one of two configuration methods :
» web-based graphical User Interface accessed using a standard web-browser (uses javascript).

» an XML (eXtensible Markup Language) file representing the entire object hierarchy, editable via the web
interface or can be uploaded to the FB6000

The two methods operate on the same underlying object model, and so it is possible to readily move between
the two methods - changes made via the User Interface will be visible as changes to the XML, and vice-versa.
Which method you useis entirely up to you, and some users prefer one or the other, or may make some changes
in one of the other. Some operations, such as changing the order of alist of objects, iseasier inthe XML editor,
for example. The web based editor means you do not have to find/remember the attribute names as they are all
presented to you. For more information on using XML, refer to Section 3.6.

3.4. Data types

All of the actual values in the configuration are provided by means of XML attributes, and so they are
represented as a string of characters. The value is escaped as per XML rules, e.g. &anp; for &, & t; for <,
&gt ; for>and &quot ; for" within the string between the quote marks for the attribute value.

Obviousdly, even though all dataisjust astring, there are actually different datatypes, asdefined in Section K .4,
some of which have value restrictions (range of numbers, or specific string lengths, etc). Some of these are
described in more details here.
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3.4.1. Sending and receiving values

When you send the FireBrick a configuration the value is parsed and stored internally in abinary format. This
means that when you accessthe config later it is possible the value you seeisanormalised version of thevalue.
For example storing a number as 000123 will return as 123.

In some cases you can enter avalue in aformat you will never see come back when you view the config. For
example, simple integers can have SI magnitide suffixes, e.g. G(giga), M(mega), or k (kilo), so you can enter
1. 5k but will see 1500. You can aso use G (gibi), M (mebi), or Ki (kibi) for IEC units based on powers
of two. You can also suffix B to mean bytes and the resulting value stored will be 8 times larger (as integers
are used for bits/second speed settings). Other examples include using colour names like r ed which you see
as#f f 0000.

3.4.2. Lists of values

Wherethetypeisin fact alist of atype, the actual value in the XML attribute is actually a space separated list.
Thisisconsistent with the XSD (XML Schema Definition). In the web based editor such lists are automatically
split on to separate lines to make it easier to read and edit, but in the raw XML the list simple uses a single
space between each item.

For exampleal | ow="192. 168. 0. 0/ 16 10.0.0.0/8 172.16.0. 0/ 12" liststhree IP prefixesto allow.

3.4.3. Set of possible values

Some types are simply a set of acceptable values, the simplest of which isBoolean allowing f al se andt r ue.
The simplelists of values are detailed in Section K.2, with the acceptable values.

However, in some cases a data typeis areference to some other object, in which case the acceptable values are
the name of those referenced objects. In most cases the web based config can ensure it provides a pull down
menu of the acceptable values.

There is one specia case for |P groups where the value can be an P address, or range, or the name of an IP
group. In this case the web config editor expects you to correctly type the name of an IP group.

There is one other special case of graph names where you can typically enter any name, including one of the
defined shaper names or make up a new name as you wish with no error when you save the config. Graphs are
created on the fly and so you have to be careful to correctly type graph names in the config to get the desired
effect.

3.4.4. Dates, times, and durations

As per norma XML Schema rules, dates and times are in 1SO8601 format, e.g. 2022-04-28 or
2022- 04- 28T16: 37: 48.

However, unlike XML Schemarules, durations are in the format for HH:MM:SS, or MM:SS, or just seconds,
e.g. 1: 00: 00 for one hour. However, to allow XML Schema compliant input aduration can also be entered in
the normal format such as PT1H for one hour, which appears as 1: 00: 00. Note that PIM and PT1M specify
1 month and one minute durations, respectively.

3.4.5. Colours

Colours can be entered in normal css style format such as#FF0000 or #F00, or use asmall set of colour names
such asr ed. A fourth byte for transparency can be provided if applicable.
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3.4.6. Passwords and secrets

There are two cases where the information entered in the config may be sensitive. One case is
a password, for example one used for a user log in to the FireBrick. This this case you can
provide a simple text password in the config you send, but what you get back will be a hash, eg.
SHA256#92E12F9A333C68690078AC041CD840996EB366A190F7D8966C48AB84A5729F66DCBC7C1LA01
9FC277583684E81015EA. The exact format used may change over time, and if an older hash, such as MD5
exists in the config, it will actually change to a newer hash format automatically next time someone logs in
using that password. The hashes include salt to make them harder to crack, but none the less it is best to keep
config files secure and not reveal the hashes used.

Another special caseisthe use of a OTP (One Time Passcode) system. Y ou can put a plain text password and
aBASE32 OTP seed in the config for a user, and they will come back as a hashed password (as above), and
a# followed by base64 coded data for the OTP code.

In addition, there are also secrets which are passwords which cannot be stored in a hashed format (because of
the way they are used). Both passwords and secrets are only displayed if you have full access to the config.
If you have limited access, or select to view the config with secrets hidden then they all appear as" secret ".
However such secrets are stored in the config filein plain text.

It is possible (though complex) for you to make hashes and OTP seeds off-line and simply store in the config.
For more information on how passwords are hashed and OTP seeds are stored, see Appendix J.

3.4.7. IP addresses

Being an IP based router the FireBrick config has alot of places where an IP address can be entered. In some
casesasimple single | P address, but in other cases as an |P and subnet size (CIDR notation) or even arange of
IP addresses. Often alist of 1P addresses and/or ranges can be specified in a space separated list.

3.4.7.1. Simple IP addresses

Whereasimple| P addressis expected you can enter in any valid format for | P addresses. In some casesthefield
may specifically be IPv4 or IPv6 but in most cases either type of 1P address can be entered. In the case of |Pv6,
the: : shortened format is accepted, and used on output. The legacy format, e.g. 2001: db8: : 192. 168. 0. 1
format is also accepted as per IPv6 RFCs.

Thereis aso a case where up to one IPv4 and up to one | Pv6 address can be specified (separated by a space),
e.g. when setting the source IP address for some protocol.

3.4.7.2. Subnets and prefixes

In some cases an |P address and subnet length is expected (in CIDR format), e.g. 192. 168. 0. 1/ 24. There
are two variations of this, oneis a subnet which includes an IP address and length, such as192. 168. 0. 1/ 24.
The other case is where the prefix is what matters, and so the IP address can be any within the prefix, so
192. 168. 0. 1/ 24 would actually read back as192. 168. 0. 0/ 24.

Wherethe subnetisonelP, e.g. 192. 168. 0. 1/ 32 it can be provided as, and reads back asasimple | P address,
i.e.192.168.0. 1.

3.4.7.3. Ranges

In some casesarange of | P addressesisneeded, for examplewhen making afilter for firewall rulesor alow lists.

For 1Pv4 addresses this can use aformat using ahyphen, e.g. 192. 168. 0. 100- 199. Where therangeiswider
there may be more after the hyphen, e.g. 192. 168. 0. 100- 1. 99 is all from 192.168.0.100 to 192.168.1.99.
Ultimately it can be acomplete range such as10. 1. 2. 3- 11. 100. 2. 5, though that is rarely needed.

13



Configuration

Where a range covers al parts after the hyphen then an X can be used, eg. 10. 2- 4. X. X for 10.2.0.0 to
10.4.255.255.

A range can be provided as a ssimple IP address (for one IP in range) or as a CIDR format. IPv6 address
ranges can only be CIDR format prefixes. If arange happens to be a CIDR range it shows in that format. E.g.
192.168. 0. 0- 192. 168. 255. 255 will read back as192. 168. 0. 0/ 16.

In some cases alist of I P ranges can also include named | P groups. In which case the | P groups are checked by
name, firstly inthe case of ar ul e- set wherei p- gr oup entries are specified, then systemi p- gr oup entries,
and then named subnet entries (including DHCP client subnets).

3.4.7.4. Prefix filters

In somes cases a filter needs to be specified to allow a set of prefixes to be defined, such as BGP filters.

In this case the format has a range of prefix lengths using a hyphen, e.g. 10. 0. 0. 0/ 8- 24. The prefix must
match at least the lower size bits (/8 in that example), but can be any size in the range. Where the format
uses either end of the range it can be omitted either side of the hyphen, e.g. 10. 0. 0. 0/ 8- is the same as
10. 0. 0. 0/ 8- 32.

Some cases need to be more complex and a colon is used to add a third bit length, e.g. 10. 0. 0. 0/ 8: 16- 24
means all prefixeswithin 10.0.0.0/8 which are a prefix length of 16 to 24 bits, so that would include 10.1.0.0/17
in that case.

3.5. Web User Interface Overview

This section provides an overview of how to use the web-based User Interface. We recommend that you
read this section if you are unfamiliar with the FB6000, so that you feel comfortable with the design of the
User Interface. Later chapters cover specific functionality topics, describing which objects are relevant, any
underlying operational principlesthat are useful to understand, and what effect the attributes (and their values)
have.

The web-based User Interface provides a method to create the objects that control operation of the FB6000.
Internally, the User Interface usesaformal definition of the object model to determine where (in the hierarchy)
objects may be created, and what attributes may exist on each object, so you can expect the User Interface to
always generate valid XML.

Additionally, the web User Interface provides access to the following items :-

 statusinformation, such as DHCP server allocations, FB105 tunnel information and system logs

» network diagnostic tools, such as Ping and Traceroute ; there are also tools to test how the FB6000 will
process particular traffic, allowing you to verify your firewalling is as intended

* traffic graphs

By default, access to the web user interface is available to all users, from any locally connected IP address. If
you don't require such open access, you may wish to restrict access using the settings described in Section 12.3.

3.5.1. User Interface layout

The User Interface has the following general layout :-

» a'banner’ area at the top of the page, containing the FireBrick logo, model number and system name

11 the User Interface does not generate valid XML - i.e. when saving changes to the configuration the FireBrick reports XML errors, then this
may be abug - please check this via the appropriate support channel(s).
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e amain-menu, with sub-menus that access various parts of the user interface ; the main-menu can be shown
vertically or horizontally - sub-menu appearance depends on this display style: if the main-menuisvertical,
sub-menus are shown by 'expanding' the menu verticaly ; if the main-menu is horizontal, sub-menus are
shown as pull-down menus

« a'footer' area at the bottom of the page, containing layout-control icons and showing the current software
version

« the remaining page area contains the content for the selected part of the user-interface

Figure 3.1 showsthemain menuwhenitisset to display horizontally. Notethat the main-menuitemsthemselves
have a specific function when clicked - clicking such items displays a general page related to that item - for
example, clicking on Status shows some overall status information, whereas sub-menu items under Status
display specific categories of status information.

Figure 3.1. Main menu

[3  FireBrick FB2700

Home

Status Diagnostics Graphs Config Logout

The user interface pages used to change the device configuration are referred to as the ‘config pages in this
manual - these pages are accessed by clicking on the "Edit" item in the sub-menu under the "Config" main-
menu item.

Note

The config pages utilise JavaScript for their main functionality ; you must therefore have JavaScript
enabled in your web browser in order to configure your FB6000 using the web interface.

3.5.1.1. Customising the layout
The following aspects of the user interface layout can be customised :-
» The banner area can be reduced in height, or removed all together

» The main menu strip can be positioned vertically at the left or right-hand sides, or horizontally at the top
(under the banner, if present)

Additionally, you can choose to use the default fonts that are defined in your browser setup, or use the fonts
specified by the user interface.

These customisations are controlled using three icons on the left-hand side of the page footer, as shown in
Figure 3.2 below :-

Figure 3.2. Iconsfor layout controls

1 < A ® "FireBrick" is a registered trademark of FireBrick Ltd,

Thefirst icon, an up/down arrow, controls the banner size/visibility and cycles through three settings : full size
banner, reduced height banner, no banner. The next icon, a left/right arrow, controls the menu strip position
and cycles through three settings : menu on the left, menu on the right, menu at the top. Thelast icon, the letter
'A', toggles between using browser-specified or user-interface-specified fonts.

Layout settings are stored in a cookie - since cookies are stored on your computer, and are associated with
the DNS name or |P address used to browse to the FB6000, this means that settings that apply to a particular
FB6000 will automatically be recalled next time you use the same computer/browser to connect to that FB6000.
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It isalso possible to configure an external CSSto use with the FireBrick web control pageswhich allowsagreat
deal of control over the overall layout and appearance. This can be usful for dealers or IT support companies
to set up FireBricksin astyle and branding of their choice.

3.5.2. Config pages and the object hierarchy

The structure of the config pages mirrors the object hierarchy, and therefore they are themselves naturally
hierachical. Your postition in the hierarchy is illustrated in the 'breadcrumbs' trail at the top of the page, for
example :-

Firewal | /mapping rules :: rule-set 1 of 3 (filters) :: rule 7 of 19 (I CW)

This shows that the current page is showing a rule, which exists within a rule-set, which in turn is in the
"Firewall/mapping rules" category (see below).

3.5.2.1. Configuration categories

Configuration objects are grouped into a number of categories. At the top of the config pagesis a set of icons,
one for each category, as shown in Figure 3.3 :-

Figure 3.3. Iconsfor configuration categories

E

FireBrick FB2700

Home Status Diagnostics Graphs Logout
N A AN A LM A
Setup | | Users | Profiles | | Shape | ||r|-tcrf=cc| | Routes | P gmupl | Fircowall | | Tunnels |

Within each category, there are one or more sections delimited by horizontal lines. Each of these sections has a
heading, and correspondsto a particular type of top-level object, and relatesto amajor part of the configuration
that comes under the selected category. See Figure 3.4 for an example showing part of the "Setup" category,
which includes general system settings (the syst emobject) and control of system services (network services
provided by the FB6000, such as the web-interface web server, telnet server etc., controlled by the ser vi ces
object).

Figure 3.4. The" Setup” category

System
System settings
name contact location intro comment

Edit ruby Mike Chambers WF Ryde Office ---  ---

General system services

| Edit General system services

Constant Quality Monitoring config

Add New: Constant Quality Monitoring config

Each section is displayed as a tabulated list showing any existing objects of the associated type. Each row of
the table corresponds with one object, and a subset (typically those of most interest at a glance) of the object's
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attributes are shown in the columns - the column heading shows the attribute name. If no objects of that type
exist, therewill beasinglerow with an"Add" link. Where the order of the objects matter, there will be an'Add'
link against each object - clicking an 'Add' link for a particular object will insert anew object beforeit. To add
anew object after the last existing one, click on the'Add' link on the bottom (or only) row of the table.

Tip

If there is no 'Add' link present, then this means there can only exist a limited number of objects of
that type (possibly only one), and this many already exist. The existing object(s) may have originated
from the factory reset configuration.

You can 'push-down' into the hierarchy by clicking the 'Edit' link in a table row. This takes you to a page
to edit that specific object. The page also shows any child objects of the object being edited, using the same
horizontal-line delimited section style used in the top-level categories. Y ou can navigate back up the hierarchy
using various methods - see Section 3.5.3.

Caution

Clicking the "Add" link will create a new sub-object which will have blank/default settings. This can
be useful to see what attributes an object can take, but if you do not want this blank object to be part
of the configuration you later save you will need to click Erase. Simply going back "Up" or moving to
another part of the config will leave this newly created empty object and that could have undesirable
effects on the operation of your FireBrick if saved.

3.5.2.2. Object settings
The details of an object are displayed as a matrix of boxes (giving the appearance of awall of bricks), one for
each attribute associated with that object type. Figure 3.5 shows an examplefor ani nt er f ace object (covered
in Chapter 6) :-
Figure 3.5. Editing an " Interface" object

B comment @ profile

Comment Profile name

¥ port @ vilan ® mtu
Fort group name VLAN ID (O=untagged) e MTU for this interface

(WAN 7 0

@ ra-client

true

@ log-error B log-debug
Log errors Log debug

Log as event Not logging

By default, more advanced or less frequently used attributes are hidden - if this applies to the object being
edited, you will see the text shown in Figure 3.6. The hidden attributes can be displayed by clicking on the
link "Show all".

Figure 3.6. Show hidden attributes
There are additional attributes which have not been shown. Show all

Each brick in the wall contains the following :-

» acheckbox - if the checkbox is checked, an appropriate value entry widget is displayed, otherwise, a default
value is shown and applied for that setting. If the attribute is not optional then no checkbox is show.
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« the attribute name - thisis a compact string that exactly matches the underlying XML attribute name

« ashort description of the attribute

Tip

If there is no default shown for an attribute then its value, if needed, is zero, blank, null, empty string,
false (internaly it is zero bitsl). In some cases the presence of an attribute will have meaning even
if that attribute is an empty string or zero value. In some cases the default for an attribute will not
be a fixed value but will depend on other factors, e.g. it may be "auto", or "set if using xyz...". The
description of the default value should make this clear. Where an optional attribute is not ticked the
attribute does not appear in the XML at all.

These can be seenin Figure 3.7 :-
Figure 3.7. Attribute definitions

Attribute name

Attribute
descriptions

Attribute values

Port group name

WAN 7]

If the attribute value is shown in a 'strike-through' font (with a horizontal line through it mid-way verticaly),
this illustrates that the attribute can't be set - this will happen where the attribute value would reference an
instance of particular type of object, but there are not currently any instances of objects of that type defined.
Tip
Sincetheattribute nameisacompact, concise and un-ambiguousway of referring to an attribute, please
guote attribute names when requesting technical support, and expect technical support staff to discuss

your configuration primarily in terms of attribute (and object/element) names, rather than descriptive
text, or physical location on your screen (both of which can vary between software rel eases).

3.5.3. Navigating around the User Interface

Y ou navigate around the hierarchy using one or more of the following :-
« configuration category icons
» the breadcrumbs - each part of the breadcrumbs (delimited by the :: symbol) is aclickable link

* thein-page navigation buttons, shownin Figure3.8: "Up" - move onelevel up inthe object hierarchy, "Prev"
- Previous object in alist, and "Next" - Next object in alist.

Figure 3.8. Navigation controls

Interface :: interface 2 of 3 (LAN)

Up || Prev | Next  New  FErase | Help |

18



Configuration

Caution

The configuration pages are generated on-the-fly using JavaScript within your web browser
environment (i.e. client-side scripting). As such, the browser is essentially unaware of changes to
page content, and cannot track these changes - this means the browser's navigation buttons (Back,
Forward), will not correctly navigate through a series of configuration pages.

Please take care not to use the browser's Back button whilst working through configuration pages -
navigation between such pages must be done via the buttons provided on the page - "Prev", "Next"
and "Up".

Navigating away from an object using the supported navigation controls doesn't cause any modifications to
that object to be lost, even if the configuration has not yet been saved back to the FB6000. All changes are
initially held in-memory (in the web browser itself), and are committed back to the FireBrick only when you
press the Save button.

The navigation button area, shown in Figure 3.8, also includes three other buttons :-

» New : creates anew instance of the object type being edited - the new object isinserted after the current one;
thisis equivalent to using the "Add" link one level up in the hierarchy

» Erase: deletesthe object being edited - note that the object will not actually be erased until the configuration
issaved

» Help: browsesto the online reference material (as desribed in Section 3.2.1) for the object type being edited
Caution
If you Add a new object, but don't fill in any parameter values, the object will remain in existence
should you navigate away. Y ou should be careful that you don't inadvertently add incompletely set up
objects thisway, asthey may affect operation of the FireBrick, possibly with a detrimental effect.

If you have added an object, perhaps for the purposes of looking at what attributes can be set on it,
remember to del ete the object before you navigate away -- the "Erase" button (see Figure 3.8) is used
to delete the object you are viewing.

3.5.4. Backing up / restoring the configuration

To back up / save or restore the configuration, start by clicking on the "Config" main-menu item. This will
show a page with a form to upload a configuration file (in XML) to the FB6000 - also on the page is a link
"Download/save config" that will download the current configuration in XML format.

3.6. Configuration using XML
3.6.1. Introduction to XML

An XML fileisatext file (i.e. contains human-readable characters only) with formally defined structure and
content. An XML file startswith theline :-

<?xm version="1.0" encodi ng="UTF- 8" ?>

This defines the version of XML that the file complies with and the character encoding in use. The UTF-8
character coding is used everywhere by the FireBrick.

The XML file contains one or more elements, which may be nested into a hiearchy.
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Note

In XML, the configuration objects are represented by elements, so the terms object and element are
used interchangeably in this manual .

Each element consists of some optional content, bounded by two tags - a start tag AND an end tag.
A start tag consists of the following sequence of characters:-
* a<character

* the element name

« optionally, anumber of attributes

* a> character

An end tag consists of the following sequence of characters:-
* a<character

* a/ character

* the element name

* a> character

If an element needs no content, it can be represented with a more compact self closing tag. A self closing tag
isthe same as a start tag but ends with /> and then has no content or end tag.

Sincethe <, > and" characters have special meaning, there are special (‘escape’) character sequences starting
with the ampersand character that are used to represent these characters. They are :-

Table 3.1. Special character sequences

Sequence Character represented
& t; <

&gt ; >

&quot ;

&anp; &

Note that since the ampersand character has special meaning, it too has an escape character sequence.

Attributes are written in the form : nane="val ue" or name=' val ue' . Multiple attributes are separated by
white-space (spaces and line breaks).

Generally, the content of an element can be other child elements or text. However, the FB6000 doesn't use text
content in elements - all configuration datais specified viaattributes. Therefore you will see that elements only
contain one or more child elements, or no content at all. Whilst thereis generally not any text between the tags,
white space is normally used to make the layout clear.

3.6.2. The root element - <config>

At the top level, an XML file normally only has one element (the root element), which contains the entire
element hierarchy. In the FB6000 the root element is <confi g>, and it contains 'top-level’ configuration
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elements that cover major areas of the configuration, such as overall system settings, interface definitions,
firewall rule sets etc.

In addition to this User Manual, there is reference material is available that documents the XML elements -
refer to Section 3.2.1.

3.6.3. Viewing or editing XML

The XML representation of the configuration can be viewed and edited (in text form) via the web interface
by clicking on "XML View" and "XML Edit" respectively under the main-menu "Config" item. Viewing the
configuration is, as you might expect, 'read-only’, and so is 'safe' in as much as you can't accidentally change
the configuration.

3.6.4. Example XML configuration

An example of asimple, but complete XML configuration is shown below, with annotations pointing out the
main elements

<?xm version="1.0" encodi ng="UTF- 8" ?>

<config xm ns="http://firebrick.ltd.uk/xm/fb9000/" @
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi :schemaLocation="http://firebrick.|td.uk/xm /fb9000/
timestanp="2022-03- 14T12: 24: 072"
pat ch="8882">

<syst em nane="gat enay" (2]
contact="Peter Smth"
| ocati on="The Basenent"
| og- support="fb-support">

</ systenp

<user nane="peter" (3]
full-name="Peter Smith"
passwor d="FB105#4D42454D26F8BF5480F07DFAL1E41AE47410154F6"
ti meout =" PT3H20M'
config="full"
| evel =" DEBUG'/ >

<l og nane="default"/> (4]
<l og nane="fb-support">
<emai| to="crashlog@irebrick.ltd. uk"
conment ="Crash |l ogs emailed to FireBrick Support"/>
</l og>

<services> (5)
<tinmel>
<tel net |og="default"/>
<http/>
<dns domai n="wat chf ront. co. uk"
resol vers="81.187.42.42 81.187. 96. 96"/ >
</ servi ces>

<port nane="WAN' (6
ports="1"/>

<port nane="LAN'
ports="2"/>

<i nterface nane="\WAN"
port =" WAN' >
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<subnet nanme="ADSL"
i p="81.187.106. 73/ 30"/ >
</interface>

<interface nanme="LAN' (7]
port="LAN'>
<subnet nanme="LAN'
i p="81.187.96. 94/ 28"/ >
<dhcp name="LAN'
i p="81.187. 96. 88- 92"
| og="default"/>
</interface>

</ confi g>

Top level attributes are effectively read only as they are overwritten when a config is uploaded. These
arefor your information, and include things like the date/time the config was uploaded, and the username
and | P address that uploaded the config, etc.

sets some general system parameters (see Section 4.2)

defines asingle user with the highest level of access (DEBUG) (see Section 4.1)

defines alog target (see Chapter 5)

configures key system services (see Chapter 12)

defines physical-port group (see Section 6.1)

defines an interface, with one subnet and a DHCP allocation pool (see Chapter 6)

3.7. Downloading/Uploading the
configuration

The XML file may be retrieved from the FireBrick, or uploaded to the FireBrick using HTTP transfers done
via tools such as cur | . Using these methods, configuration of the FB6000 can be integrated with existing
administrative systems.

Note

Q0600600

Linebreaks are shown in the examples below for clarity only - they must not be entered on the
command-line

3.7.1. Download

To download the configuration from the FB6000 you need to perform an HTTP GET of the following URL :-
http://<FB6000 | P address or DNS name>/config/config

An example of doing thisusing cur |, run on aLinux box is shown below :-

curl http://<FB6000 | P address or DNS nane>/config/config
--user "username: password” --output "fil enanme"

Replace username and password with appropriate credentials.

The XML configuration file will be stored in the file specified by filename - you can choose any file extension
you wish (or none at all), but we suggest that you use. xmi for consistency with the file extension used when
saving a configuration viathe User Interface (see Section 3.5.4).
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Note

When fetching the config in this way, the initial config attributes will include formal namespace
and xsi:schemalocation attributes. These are not normally shown on the config editor via the web
interface, and are ignored when uploading a config.

3.7.2. Upload

To upload the configuration to the FB6000 you need to send the configuration XML file asif posted by aweb
form, using encoding MIME typemul ti part/f or m dat a.

An example of doing thisusing cur | , run on aLinux box is shown below :-

curl http://<FB6000 | P address or DNS nane>/config/config
--user "username: password" --formconfig="@il enane”

Note

You can asoinclude- - f orm overri de=t r ue to force the config to be loaded even if it has minor
(recoverable) errors, e.g. if it isconfig for older version of FireBrick.
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Chapter 4. System Administration
4.1. User Management

You will have created your first user as part of the initial setup of your FB6000, as detailed in either the
QuickStart Guide or in Chapter 2 in this manual.

To create, edit or delete users, browse to the config pages by clicking the "Edit" item in the sub-menu under
the "Config" main-menu item, then click on the "Users" category icon. Click on the "Edit" link adjacent to the
user you wish to edit, or click on the "Add" link to add a user.

To delete auser, click the appropriate "Edit" link, then click the "Erase” button in the navigation controls - see
Figure 3.8. Aswith any such object erase operation, the object will not actually be erased until the configuration
issaved.

Once you have added a new user, or are editing an existing user, the object editing page will appear, as shown
inFigure4.1 :-

Figure4.1. Setting up a new user

Admin users :: user 1 of 1

Up New || Erase | Help

User names, passwords and abilities for admin users

name H comment profile

User name Comment FProfile name
wallace MNone

password H full-name N otp

User p o Full mame OTF senal number

M timeout M config H level

Login idle timeout (zero to stay logged in) Config access level | Login level

5:00 full ADMIN

N allow

Restrict logins te be from specific IP adc

The minimum attributes that must be specified are name, which is the username that you type in when logging
in, and passwor d - passwords are mandatory on the FB6000.

Y ou can optionally provide afull name for the specified username, and a general comment field value.

4.1.1. Login level

A user'slogin level isset with thel evel attribute, and determines what CLI commands the user can run. The
default, if thel evel attributeis not specified, is ADM N - you may wish to downgrade the level for users who
are not classed as 'system administrators.

24



System Administration

Table4.1. User login levels

Level Description

NOBODY No access to any menu items, but can access control
switches for which the user has access.

GUEST Guest user, access to some menu items

USER Normal unprivileged user

ADM N System administrator

DEBUG System debugging user

Tip

In general you only want to use NOBODY, ADMIN or DEBUG levels.

4.1.2. Configuration access level

The configuration access level determines whether a user has read-only or read-write access to the
configuration, as shown in Table 4.2 below. This mechanism can also be used to deny al access to the
configuration using the none level, but still allowing access to other menus and diagnostics.

Config access also requires at least admi n level for their login level to access config via the web interface.
It is possible to test a new config, causing it to be applied but not saved to permament storage. This test
config automatically reverts after afew minutesif not committed, or if the brick restarts, e.g. power cycle. Itis

recommended that you test a config first to ensure you have not locked yourself out, and there is a user level
to force you to have to test configsfirst.

Table 4.2. Configuration access levels

Level Description

none No access unless explicitly listed

vi ew View only access (no passwords or hashes)

read Read only access (with passwords and hashes)

deno Full view and edit access, but can only test new config,
not save them.

t est Full view and edit access, but must test new config
before committing it.

full Full view and edit access.

4.1.3. Login idle timeout

Toimprove security, login sessionsto either theweb user interface, or to the command-lineinterface (viatel net,
see Chapter 17), will time-out after a period of inactivity. Thisidle time-out defaults to 5 minutes, and can be
changed by setting thet i meout attribute value.

Thetime-out valueis specified using the syntax for the XML fb: duration datatype. The syntax ishours, minutes
and seconds, or minutes and seconds or just seconds. E.g. 5: 00.

To set auser'stime-out in the user interface, tick the checkbox next tot i meout , and enter avaluein the format
described above.

Setting atimeout to 0 means unlimited and should obviously be used with care.
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4.1.4. Restricting user logins
4.1.4.1. Restrict by IP address

Y ou can restrict logins by agiven user to be allowed only from specific | P addresses, using the al | owattribute.
Thisrestrictionis per-user, and isdistinct from, and appliesin addition to, any restrictions specified on either the
web or telnet (for command line interface access) services (see Section 12.3 and Section 12.4), or any firewall
rules that affect web or telnet access to the FB6000 itself.

4.1.4.2. Logged in IP address

The FireBrick alows a general definition of 1P groups which allow a name to be used in place of a range of
IP addresses. This is a very general mechanism that can be used for single IP addresses or groups of ranges
IPs, e.g. admin-machines may be alist or range of the | P addresses from which you want to allow some access.
The feature can also be useful even where only one IP isin the group just to give the IP a meaningful name
in an access list.

These named IP groups can be used in the allow list for a user login, along with specific | P addresses or ranges
if needed.

However, IP groups can also list one or more user names and implicitely include the current IP address from
which those users are logged in to the web interface. This can be useful for firewall rules where you may have
tolog in to the FireBrick, even asa NOBODY level user, just to get your |P addressin an access list to allow
further accessto a network from that IP.

4.1.4.3. Restrict by profile

By specifying a profile name using the prof i | e attribute, you can alow logins by the user only when the
profile is in the Active state (see Chapter 8). You can use this to, for example, restrict logins to be allowed
only during certain times of the day, or you can effectively suspend a user account by specifying an always-
Inactive profile.

4.1.5. Password change

Normally, al config data is updated via the config edit process, and this allows a new password to be set for
any user.

However, there is also amenu to allow alogged in user to change their own password. This does not require
the user to have any config access permission. Simply enter the old password, and the new password twice
and the password is updated.

If you have set up an OTP configuration for a user, then you cannot change the password simply using the
configuration editor (unless also setting a new OTP configuration from scratch or removing it). In such cases
the password should be set using the password change web page. Thisis also good practice is it avoids the
administrator knowing peopl€'s passwords.

4.1.6. One Time Password (OTP)

A login to the FireBrick normally requires only a username and password. However you can configue an
additional security measure using a One Time Password (OTP) device. These are available as key fobs that
show a code, but are more commonly done by use of a mobile phone application.

In order for the device to work you need a key which is known to the FireBrick and the device. However, this
isvery smple to set up. A user can access the Password / OTP menu where a random key is allocated and
displayed within aQR 2D bar code. M ost authenticator applications simply scan the QR code and start showing
the 6 digit number on the display (which changes every 30 seconds). Y ou then enter your password and a code
from your device to complete the process.

26



System Administration

It is possible for anyone with configuration accessto edit your user settings and remove the OTP settingsif you
wish. Thiscan beuseful if you lose or break the phone, for example. Y ou may want to keep alocal configuration
user as a backup aswell, as OTP cannot be used if the clock is not set for any reason.

When you login, after you submit your username and password you are asked for acode from the authenticator
to complete the login process.

Itisalso possible to enter the password as the authenticator code followed by the configured password. Thisis
useful if using HT TP authentication to access aweb page where thereis no separate option for the authenticator
input to be provided.

If OTP is configured you can leave the password blank (which is not normally allowed) and hence use the
authenticator code as the entire password, though thisis not recommended for security reasons asit also means
the TOTP seed is recoverable from the config.

Note

Technical details to allow you to create configs with password and OTP seed hashes are described
in Appendix J.

4.2. General System settings

The syst emtop-level object can specify attributes that control general, global system settings. The available
attributes are described in the following sections, and can be configured in the User Interface by choosing the
"Setup" category, then clicking the "Edit" link under the heading " System settings'.

The software auto upgrade process is controlled by syst em objects attributes - these are described in
Section 4.3.3.2.

4.2.1. System name (hostname)

The system name, aso called the hostname, is used in various aspects of the FB6000's functions, and so we
recommend you set the hostname to something appropriate for your network.

The hostname is set using the nane attribute.

4.2.2. Administrative details

The attributes shown in Table 4.3 allow you to specify general administrative details about the unit :-

Table 4.3. General administrative details attributes

Attribute Purpose

comment Genera comment field

cont act Contact name

intro Text that appears on the ‘home' page - the home page

isthefirst page you see after logging in to the FB6000.
This text is also displayed immediately after you log
in to a command-line session.

| ocation Physical location description

4.2.3. System-level event logging control

Thel og and | og- . .. attributes control logging of events related to the operation of the system itself. For
details on event logging, please refer to Chapter 5, and for details on the logging control attributeson syst em
object, please refer to Section 5.7.
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4.2.4. Home page web links

The home page is the first page you see after logging in to the FB6000, or when you click the Home main-
menu item. The home page displays the system name, and, if defined, the text specified by thei nt r o attribute
on the syst emobject.

Additionally, you can define one or more web links to appear on the home page. These are defined using | i nk
objects, which are child objects of the syst emobject.

To make ausable link, you must specify the following two attributes on thel i nk object :-
» text :thetext displayed as ahyperlink
o url :link destination URL

Additionally, you can name a link, specify a comment, and make the presence of the link on the home page
conditiona on aprofile.

4.3. Software Upgrades

FB6000 users benefit from FireBrick's pro-active software development process, which delivers fast fixes of
important bugs, and implementation of many customer enhancement requestsand suggestionsfor improvement.
As amatter of policy, FireBrick software upgrades are always free to download for al FireBrick customers.

To complement the responsive UK-based development process, the FB6000 is capable of downloading and
installing new software directly from Firebrick's servers, providing the unit has Internet access.

This Internet-based upgrade process can be initiated manually (refer to Section 4.3.3.1), or the FB6000 can
download and install new software automatically, without user intervention.

If the unit you want to upgrade does not have Internet access, then new software can be uploaded to the unit
viaaweb browser instead - see Section 4.3.4.

Caution

Software upgrades are best done using the Internet-based upgrade process if possible - this ensures
the changes introduced by Breakpoint releases are automatically accounted for (see Section 4.3.1.1)

Software upgrades will trigger an automatic reboot of your FB6000 - this will cause an outage in routing, and
can cause connections that are using NAT to drop. However, the FB6000 reboots very quickly, and in many
cases, userswill be generally unaware of the event. Y ou can also use aprofileto restrict when software upgrades
may occur - for example, you could ensure they are always done overnight. The reboot will close all L2TP
connections first. The reboot will close all BGP sessions first. For this reason, on the FB6000 factory reset
config does not have automatic s/'w upgrades enabled.

4.3.1. Software release types

There are three types of software release : factory, beta and apha. For full details on the differences
between these software rel eases, refer to the FB6000 software downl oads website [ http://www.firebrick.co.uk/
software.php?PRODUCT=6000] - please follow the 'read the instructions' link that you will find just above
thelist of software versions.

Note

In order to be able to run alpha releases, your FB6000 must be enabled to run apha software - this
is done by changing the entry in the FireBrick capabilities database (hosted on FireBrick company
servers) for your specific FB6000, as identified by the unit's Serial Number. Normally your FB6000
will be running factory or possibly beta software, with apha software only used under advice and
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guidance of support personnel while investigating/fixing possible bugs or performance issues. You
can see whether your FB6000 is able to run alpha releases by viewing the main Status page (click the
Status main menu-item), and look for the row labelled "Allowed" - if the text shows "Alpha builds
(for testing)" then your FB6000 can run apha releases.

4.3.1.1. Breakpoint releases

Occasionally, a software release will introduce a change to the object mode that means the way specific
functionality is configured in XML also changes - for example an attribute may have been deprecated, and
areplacement attribute should be used instead. A release where such an change has been made, and existing
configurations will need modifying, are termed Breakpoint software releases.

Breakpoint releases are special as they are able to automatically update an existing configuration - used with
the previous software rel ease - so that it is compatible with the new release, and functionality isretained where-
ever possible.

When using the Internet-based upgrade process, the FB6000 will always upgrade to the next available
breakpoint version first, so that the configuration is updated appropriately. If your current software version is
several breakpoint releases behind the latest version, the upgrade process will be repeated for each breakpoint
release, and then to the latest version if that islater than the latest breakpoint release.

On the FB6000 software downloads website, breakpoint releases are labelled [ Br eakpoi nt] immediately
under the version number.

Note

If you have saved copiesof configurationsfor back-up purposes, awaysre-saveacopy after upgrading
to abreakpoint issue. If you use automated methods to configure your FB6000, check documentation
to see whether those methods need updating.

4.3.2. Identifying current software version

The current software version is displayed on the main Status page, shown when you click the Status main
menu-item itself (i.e. not a submenu item). The main software application version is shown next to the word
"Software", e.g. :-

‘ Sof t war e FB9001 TEST Macl eod (V1.59.000 2022-04-13T11: 33: 06)

The software version is also displayed in the right hand side of the 'footer' area of each web page, and is shown
immediately after you log in to acommand-line session.

4.3.3. Internet-based upgrade process

If automatic installs are allowed, the FB6000 will check for new software on boot up and approximately every
24 hours thereafter - your FB6000 should therefore pick up new software at most ~ 24 hours after it isreleased.
Y ou can chooseto allow thisprocessto install only new factory-rel eases, factory or betarel eases, or any release,
which then includes al pha releases (if your FB6000 is enabled for al pha software - see Section 4.3.1) - refer to
Section 4.3.3.2 for details on how to configure auto upgrades.

Caution
Alpha releases may be unstable, and so we do not generally recommend setting your FB6000 to
automatically install alphareleases.

4.3.3.1. Manually initiating upgrades

Whenever you browse to the main Status page, the FB6000 checks whether there is newer software available,
given the current software version in use, and whether alpha releases are allowed. If new software is available,
you will be informed of this as shown in Figure 4.2 :-
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Figure 4.2. Softwar e upgrade available notification

Upgrade This FireBrick automatically upgrades to new factory releases

Software upgrade: Upgrade available

t « A ®"FireBrick" is a registered trademark of FireBrick Ltd, Copyright © 2008-11 FireBrick Ltd. All Rights Resenved

To see what new software is available, click on the "Upgrade available" link. Thiswill take you to a page that
will show Release notesthat are applicable given your current software version, and the latest version available.
On that page there is an "Upgrade” button which will begin the software upgrade process.

4.3.3.2. Controlling automatic software updates

There are two attributes on the syst emobject (see Section 4.2) that affect the automatic software upgrade
process :-

Table 4.4. Attributes controlling auto-upgrades

Attribute Description

sw updat e Controls what types of software releases the auto-
upgrade process will download/install. This attribute
can also be used to disable the auto-upgrade process -
usethevalue of f al se to achieve this.

 fal se: Disables auto upgrades

e factory : Only download/install factory releases -
thisisthe default if the attribute is not specified

* bet a : Download/install factory or beta releases

 al pha : Download/install factory, beta or alpha
releases

sw-updat e-profile Specifies the name of a profile to use to control when
software upgrades are attempted (see Chapter 8 for
details on profiles).

sw- updat e- del ay Specifies a minimum number of days after release
to attempt the upgrade (intended for automating
staggered upgrades).

The current setting of sw updat e (in descriptive form) can be seen on the main Status page, adjacent to the
word "Upgrade”, as shown in Figure 4.2 (in that example, sw updat e is set to, or isdefaulting to, f act or y).

4.3.4. Manual upgrade

This method is entirely manual, in the sense that the brick itself does not download new software from the
FireBrick servers, and responsibilty for |oading breakpoint releases as required lies with the user.

In order to do this, you will first need to download the required software image file (which has the file
extension . i ng) from the FB6000 software downloads website [http://www.firebrick.co.uk/software.php?
PRODUCT=6000] onto your PC.

The next step is the same as you would perform when manually-initiating an Internet-based upgrade i.e. you
should browse to the main Status page, where, if there is new software is available, you will be informed of
this as shown in Figure 4.2.
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Thisstep isnecessary since the manual upgrade feature currently sharesthe page used for Internet-based manual
upgrades, which is reached by clicking "Upgrade available" link. After clicking this link, you will find the
manual upgrade method at the bottom of the page, as shownin Figure 4.3 :-

Figure 4.3. Manual Software upload

Manual software upload

Browse... Send new code

Use this to upgrade software for the boot loader or main application as required. Tick the box to force a reboot once new software is loaded.

4.4. Boot Process

The FB6000 contains internal Flash memory storage that holds two types of software :-
» main application software (generally referred to as the app)
 abootloader - runsimmediately upon power-up, initialises the system, and then loads the app

It is possible for only one of these types of software, or neither of them, to be present in the Flash, but when
shipped from the factory the unit will contain a bootloader and the latest factory-release application software.
The FB6000 can store multiple app software images in the Flash, and this is used with an automatic fall-back
mechanism - if anew software image proves unreliable, it is'demoted’, and the unit falls back to running older
software. The show flash contents CLI command can be used to see what is stored in the Flash - see
Appendix H.

4.4.1. LED indications
4.4.1.1. Port LEDs

Whilst the bootloader is waiting for an active Ethernet connection, the green and yellow LEDSs built into the
physical port connectors flash in a continual left-to-right then right-to-left sequence.

Note

The same port LED flashing sequences are observed if the app is running and none of the Ethernet
ports are connected to an active link-partner. Note that the app continues to run, and the power/status
LED will still be on solid.

When connected to an active link-partner, these flashing sequences will stop and the port LEDs will start
indicating physical port status, with various status indications possible, controllable via the configuration (see
Section 6.3).
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5.1. Overview

Many events in the operation of the FireBrick create alog entry. These are aone-line string of text saying what
happened. This could be normal events such as someone logging into the web interface, or unusual events such
as awrong password used, or DHCP not being able to find any free addresses to allocate.

5.1.1. Log targets

A log target is a named destination (initially internal to the FB6000) for log entries - you can set up multiple
log targets which you can use to separate out log event messages according to some criteria - for example, you
could log all firewalling related log events to a log target specifically for that purpose. This makes it easier to
locate events you are looking for, and helps you keep each log target uncluttered with un-related log events -
thisis particularly important when when you are logging alot of things very quickly.

A log target is defined using al og top-level object - when using the web User Interface, these objects arein
the "Setup" category, under the heading "L og target controls".

Every log entry is put in a buffer in RAM, which only holds a certain number of log entries (typically around
1MB of text) - once the buffer is full, the oldest entries are lost as new ones arrive. Since the buffer is stored
in volatile memory (RAM), buffer contents are lost on reboot or power failure.

This buffer can be viewed viathe web interface or command line which can show the history in the buffer and
thenfollowtheloginreal time (even when viewing viaaweb browser, with some exceptions- see Section 5.6.1).

In some cases it is essentia to ensure logged events can be viewed even after a power failure. You can flag a
log target to log to the non-volatile Flash memory within the FB6000, where it will remain stored even after a
power failure. Y ou should read Section 5.5 before deciding to log eventsto Flash memory.

Each log target has various attributes and child objects defining what happens to log entries to this target.
However, in the simplest case, where you do not require non-volatile storage, or external logging (see
Section 5.3), the log object will only need a nane attribute, and will have no child abjects. In XML this will
look something like :-

‘<I og nanme="ny_l og"/>

5.1.1.1. Logging to Flash memory
The internal Flash memory logging system is separate from the external logging. It applies if the log target
object has f | ash="true". It causes each log entry to be written to the internal non-volatile Flash log as it
is created.

Theflash log isintended for urgent permanent system information only, and isvisible using the show f | ash
| og CLI command (see Appendix H for details on using this command). Chapter 17 coversthe CLI in general.

Caution

Flash logging slows down the system considerably - only enable Flash logging where absolutely
necessary.

Theflash log does have alimit on how much it can hold, but it is many thousands of entries so thisisrarely an
issue. Oldest entries are automatically discarded when there is no space.
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5.1.1.2. Logging to the Console

The consoleisthe command line environment described in Chapter 17. Y ou can causelog entriesto be displayed
as soon as possible on the console (assuming an active console session) by setting consol e="t rue" onthe
log target.

Y ou can stop the console logging with t r of f command or restart it witht r on command.

The FB6000 also has a serial console to which console log entries are sent if logged in.

5.2. Enabling logging

Event logging is enabled by setting one of the attributes shown in Table 5.1 on the appropriate object(s) in the
configuration, which depends on what event(s) you are interested in. The attribute value specifies the name
of the log target to send the event message to. The events that cause a log entry will naturally depend on the
object on which you enable logging. Some objects have additional attributes such as| og- er r or for unusual
events, and | og- debug for extra detail.

Table5.1. Logging attributes

Attribute Event types

| og Thisis normal events. Note that if | og- error ishot
set then thisincludes errors.

| og-error Thisiswhen things happen that should not. It could be

something as simple as bad login on telnet. Note that
if | og-error isnot set but | og is set then errors are
logged to the log target by default.

| og- debug This is extra detail and is normally only used when
diagnosing a problem. Debug logging can be a lot of
information, for example, in some caseswhol e packets
are logged (e.g. PPP). It is generaly best only to use
debug logging when needed.

5.3. Logging to external destinations

Entries in the buffer can also be sent on to externa destinations, such as via email or syslog. Support for
triggering SNM P traps may be provided in a future software release.

Y ou can set these differently for each log target. There isinevitably a dight lag between the event happening
and the log message being sent on, and in some cases, such as email, you can deliberately delay the sending
of logs to avoid getting an excessive number of emails.

If an external logging system cannot keep up with the rate logs are generated then log entries can be lost. The
fastest type of external logging is using syslog which should manage to keep up in pretty much all cases.

5.3.1. Syslog

The FB6000 supports sending of log entries across anetwork to asyslog server. Syslog isdescribed in RFC5424
[http://tool s.ietf.org/html/rfc5424], and the FB6000 includes mi crosecond resol ution time stamps, the hostname
(from system settings) and a module name in entries sent via syslog. Syslog logging is very quick asthereis
no reply, and syslog servers can be easily set up on most operating systems, particularly Unix-like systems
such as Linux.

Note

Older syslog serverswill typically show time and hostname twice, and will need upgrading.
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The module name refers to which part of the system caused the log entry, and is also shown in all other types
of logging such as web and console.

To enable log messages to be sent to a syslog server, you need to create asysl| og object that is a child of the
log target (I og) object. You must then specify the DNS name or |P address of your syslog server by setting
the ser ver attribute on the sysl og object. You can also set the facility and/or severity values using these
attributes :-

» facility :the'facility' to be used in the syslog messages - when syslog entries are generated by subsystems
or processes in a general-purpose operating system, the facility typically identifies the message source ;
where the commonly used facility identifiers are not suitable, the "local0" thru "local 7" identifiers can be
used. If thef aci | i ty attributeisnot set, it defaultsto LOCALO

» severity :theseverity valueto be used in the syslog messages - if not set, the severity defaults to NOTI CE

The FB6000 normally uses the 'standard' syslog port number of 514, but if necessary, you can change this by
setting the por t attribute value.

5.3.2. Emall

Y ou can cause logsto be sent by e-mail by creatinganenai | object that isachild of thelog target (I og) object.

An important aspect of emailed logs is that they have a delay and a hold-off. The delay means that the email
is not sent immediately because often a cluster of events happen over a short period and it is sensible to wait
for several log lines for an event before e-mailing.

The hold-off period is the time that the FB6000 waits after sending an e-mail, before sending another. Having
a hold-off period means you don't get an excessive number of e-mails ; since the logging system is initially
storing event messagesin RAM, the e-mail that is sent after the hold-off period will contain any messages that
were generated during the hold-off period.

The following aspects of the e-mail process can be configured :-

» subject : you can either specify the subject, by setting the subj ect attribute value, or you can allow the
FB6000 to create a subject based on the first line of the log message

» e-mail addresses : as to be expected, you must specify a target e-mail address, using the t o attribute. You
can optionally specify a From: address, by setting the f r omatttribute, or you can alow the FB6000 to create
an address based on the unit's serial number

* outgoing mail server : the FB6000 normally sends e-mail directly to the Mail eXchanger (MX) host for the
domain, but you can optionally specify an outgoing mail server (‘smart host') to use instead, by setting the
server attribute

» SMTP port number : the FB6000 defaults to using TCP port 25 to perform the SMTP mail transfer, but if
necessary you can set the por t attribute to specify which port number to use

* retry delay : if an attempt to send the e-mail fails, the FB6000 will wait before re-trying ; the default wait
period is 10 minutes, but you can change this by setting ther et r y attribute

An example of asimple log target with emailing is available in a factory reset configuration - the associated
XML is shown below, from which you can see that in many cases, you only need to specify thet o attribute
(the corment attribute is an optional, general comment field) :-

<l og nane="fb-support"”
coment ="Log target for sending logs to FireBrick support teant>
<emai| to="crashlog@irebrick.ltd. uk"
conment ="Crash |l ogs emniled to FireBrick Support teant/>
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</l og>

A profile can be used to stop emails at certain times, and when the email logging is back on an active profile
it triesto catch up any entries still in the RAM buffer if possible.

5.3.2.1. E-mail process logging

Since the process of e-mailing can itself encounter problems, it is possible to request that the process itself be
logged via the usual log target mechanism. This is done by specifying one or more of thel og, | og- debug
and | og- error attributes.

Note

We recommend that you avoid setting these attributes such that specify the log-target containing the
emai | object, otherwise you are likely to continually receive e-mails as each previous e-mail process
log will trigger another e-mail - the hold-off will limit the rate of these mails though.

5.4. Factory reset configuration log targets

A factory reset configuration hasalog target named def aul t , which only logsto RAM. Provided thislog target
has not been deleted, you can therefore simply set | og="def aul t " on any appropriate object to immediately
enable logging to this'default' log target, which can then be viewed from the web User Interface or viathe CLI.

A factory reset configuration also has a log target named f b- support which is referenced by the | og-

support attribute of the syst emobject (see Section 5.7). Thisallowsthe FireBrick to automatically email the
support team if there is a panic (crash) - you can, of course, change or delete thisif you prefer. There may be
other cases wherelog entries are made to thislog target to advise the FireBrick support team of unusual events.

Caution

Please do not use the fb-support log target for any other logging. Thisis normally only used for crash/
error reporting back to FireBrick.

5.5. Performance

TheFireBrick canlog alot of information, and adding logs can causes thingsto slow down alittle. The controls
inthe config allow you to determine what you wish to log in some detail. However, logging to flash will aways
dow things down alot and should only be used where absolutely necessary.

5.6. Viewing logs

5.6.1. Viewing logs in the User Interface

To view alog in the web User Interface, select the "Log" item in the "Status" menu. Then select which log
target to view by clicking the appropriate link. Y ou can also view a 'pseudo’ log target "All" which shows log
event messages sent to any log target.

The web page then continues showing log events on the web page in real timei.e. as they happen.
Note

Thisis an "open ended" web page which has been known to upset some browsers, but this is rare.
However it does not usually work with any sort of web proxy which expectsthe pageto actually finish.

35



Event Logging

All log targets can be viewed viatheweb User Interface, regardless of whether they specify any external logging
(or logging to Flash memory).

5.6.2. Viewing logs in the CLI environment

The command line allows logs to be viewed, and you can select which log target, or all targets. The logging
continues on screen until you press akey such as RETURN.

In addition, anything set to log to console shows anyway (see Section 5.1.1.2), unless disabled with thet r of f
command.

5.7. System-event logging

Some aspects of the operation of the overall system have associated events and messages that can be logged.
Logging of such eventsis enabled viathe syst emobject attributes shown in Table 5.2 below :-

Table5.2. System-Event L ogging attributes

syst emobject attribute Event types

| og General system events.

| og- debug System debug messages.

| og-error System error messages.

| og-eth General Ethernet hardware messages.

| og- et h- debug Ethernet hardware debug messages.

| og-eth-error Ethernet hardware error messages.

| og- support System support events (e.g. panic stack traces).
| og-stats "One second stats' messages

Specifying system event logging attributes is usually only necessary when diagnosing problems with the
FB6000, and will typically be done under guidance from support staff. For example, | og- st at s causesalog
message to be generated every second containing some key system statistics and state information, which are
useful for debugging.

Notethat there are some system events, such as startup and shutdown, which are alwayslogged to all log targets,
and to the console and flash by default, regardless of these logging attributes.

5.8. Using Profiles

The log target itself can have a profile which stops logging happening when the profileis disabled. Also, each
of the external logging entries can have a profile. Some types of logging will catch up when their profile comes
back on (e.g. email) but most are immediate (such as syslog and SMS) and will drop any entries when disabled
by an Inactive profile.
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Chapter 6. Interfaces and Subnets

This chapter covers how to set up Ethernet interfaces and the definition of subnets that are present on those
interfaces.

For information about other types of 'interfaces, refer to the following chapters :-
* Point-to-Point Protocol over Ethernet (PPPoE) - Chapter 10

* Tunnels, including FB105 tunnels - Chapter 11

6.1. Relationship between Interfaces and
Physical Ports

The FB6000 features two Gigabit Ethernet (1Gb/s) ports. These ports only work at gigabit speeds.

Each port features a green and amber LED, the functions of which can be chosen from a range of options
indicating link speed and/or traffic activity.

The exact function of the portsis flexible, and controlled by the configuration of the FB6000.

6.1.1. Port groups

The FB6000 has two physical ports and no internal switch. This means that the port group configuration can
either be the default where each port isin one group, or where both ports are in a trunked group

The port group has atrunk setting which defaultsto being true. When there aretwo portsin the port group thisis
the only option. When only one port, it makes no difference. It isincluded for compatibility with other models.

The FireBrick supports LACP (Link Aggregation Control Portocol) which is used to coordinate and control
trunked port groups by exchanging LACP packetsover thelinks. Thereisalacp settingintheindividual ethernet
port settings which can be used to control LACP's behaviour, as follows:

o lacp="false": It is assumed that the link is not connected to a device supporting LACP. LACP packets are
not sent, and any received are ignored. The portsin atrunked port group will be used for aggregation when
the physical link is up, after a short delay to ensure the partner is ready.

e lacp="true": The link must be connected to an LACP-enabled device in order to function. LACP packets
are sent, and the link will only be enabled for traffic when LACP negotiation is successful.

 lacp not set: This is the default (Auto) setting. LACP packets will be sent if the port is part of atrunked
port group, or if LACP packets are detected from the linked device. If LACP is not detected, a non-trunked
port will always be enabled, while a port which is part of a trunked port group will only be enabled if it
is the lowest-numbered (leftmost) port in the group. There will be a short delay after the port is physicaly
up to alow for detection of LACP. When LACP is detected, the L ACP negotiation controls the availability
of the port.

6.1.2. Interfaces

In the FB6000, an interface is a logical equivalent of a physical Ethernet interface adapter. Each interface
normally existsin adistinct broadcast domain, and is associated with at most one port group.

Each port can operate simply as an interface with no VLANS, or can have one or more tagged VLANs which
are treated as separate logical interfaces. Using VLAN tags and a VLAN capable switch you can effectively
increase the number of physical ports.
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If you are unfamiliar with VLANSs or the concept of broadcast domains, Appendix D containsabrief overview.

By combining the FB6000 with a VLAN capable switch, using only a single physical connection between the
switch and the FB6000, you can effectively expand the number of distinct physical interfaces, with the upper
[imit on number being determined by switch capabilities, or by inherent IEEE 802.1Q VLAN or FB6000 MAC
address block size. An example of such a configuration is a multi-tenant serviced-office environment, where
the FB6000 acts as an Internet access router for a number of tenants, firewalling between tenant networks, and
maybe providing access to shared resources such as printers.

6.2. Defining an interface

To create or edit interfaces, select the Interface category in the top-level icons - under the section headed
"Ethernet interface (port-group/vlian) and subnets’, you will seethelist of existingi nt er f ace top-level objects
(if any), and an "Add" link.

The primary attributes that define an interface are the name of the physical port group it uses, an optional
VLAN ID, and an optional name. If the VLAN ID isnot specified, it defaultsto "0" which means only untagged
packets will be received by the interface.

To create a new interface, click on the Add link to take you to a new interface defintion. Select one of the
defined port groups. If the interface is to exist in a VLAN, tick the vl an checkbox and enter the VLAN ID
in the text field.

Editing an existing interface works similarly - click the Edit link next to the interface you want to modify.
Ani nt er f ace object can have the following child objects :-

» One or more subnet definition objects

» Zero or more DHCP server settings objects

» Zero or more Virtual Router Redundancy Protocol (VRRP) settings objects (refer to Chapter 14)

6.2.1. Defining subnets

Each interface can have one or more subnets definitions associated with it. The ability to specify multiple
subnets on an interface can be used where it is necessary to communicate with devices on two different subnets
and it is acceptabl e that the subnets exist in the same broadcast domain. For example, it may not be possible to
reassign machine addressesto form asingle subnet, but the machines do not requirefirewalling from each other.

Note

As discussed in Section 6.1, an interface is associated with a broadcast domain ; therefore multiple
subnets existing in a single broadcast domain are not 'isolated' (at layer 2) from each other. Effective
firewalling (at layer 3) cannot be established between such subnets ; to achieve that, subnets need to
exist in different broadcast domains, and thus be on different interfaces. An example of thisisseenin
the factory default configuration, which has two interfaces, "WAN" and "LAN", allowing firewalling
of the LAN from the Internet.

Y ou may also have both 1Pv4 and 1Pv6 subnets on an interface where you are also using | Pv6 networking.

The primary attributes that define a subnet are the | P address range of the subnet, the | P address of the FB6000
itself on that subnet, and an optional name.

The P address and address-range are expressed together using CIDR notation - if you are not familiar with this
notation, please refer to Appendix A for an overview.

To create or edit subnets, select the Interface category in the top-level icons, then click Edit next to the
appropriate interface - under the section headed "1P subnet on the interface”, you will see the list of existing
subnet child objects (if any), and an "Add" link.
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Note

In a factory reset configuration, there are two temporary subnets defined on the "LAN" interface :
2001: DB8: : 1/ 64 and 10. 0. 0. 1/ 24. These subnet definitions provide a default |P address that the
FB6000 can initially be accessed on, regardless of whether the FB6000 has been able to obtain an
address from an existing DHCP server on the network. Once you have added new subnets to suit your
requirements, and tested that they work as expected, these temporary definitions should be removed.

To create a new subnet, click on the Add link to take you to a new subnet object defintion. Tick the i p
checkbox, and enter the appropriate CIDR notation.

Editing an existing subnet works similarly - click the Edit link next to the subnet you want to modify.

6.2.1.1. Source filtering

The interface has an option to sour ce-fi | t er traffic received from the interface. This means checking the
source | P of al traffic that arrives.

Setting source filtering to t r ue will only alow |Ps that would be routed back down that interface. That isthe
most restrictive setting and only really makes sense for a LAN such as a customer connection, rather than a
connection to another network, asit would impact any triangular routing. Using sel f isusualy safer.

Setting sourcefilteringtosel f will allow IPswhere replies are routed somewhere off the FireBrick, but block
any attempt to spoof a source address that is one of the FireBricks own IPs.

Setting source filtering to nowher e will block 1Ps where areply would not router anywhere (i.e. blackhole, or
nowhere/deadend). It allows packets where replies would be back to the FireBrick itself which is an unusual
requirement.

Setting sourcefiltering to bl ackhol e istheleast restrictive, blocking | Pswhere replieswould go to an explicit
blackholed route. Blackhole routes can be configured manually or via BGP using a specific community tag to
define routes which are specificall invalid (without even an ICMP error).

Tip

The routing look up to check the source IP is hormally done in the routing table of the interface.
However, it is possible to set a source-filter-tabl e which allows the check to be done in a
different routing table. Thisusually only makes sense when used with thebl ackhol e option. It allows
a separate routing table to be used to define source filtering explicitly if needed.

Note

Link local IPv6 addresses starting FE80 are always allowed, asisthe 0.0.0.0 null IP for DHCP usage.
IPv6 addresses within 2002::/16 are treated as the embedded 1Pv4 address for filtering checks.

6.2.1.2. Using DHCP to configure a subnet

Y ou can create asubnet that is configured viaDHCP by clearing thei p checkbox - the absence of an | P address/
prefix specification causes the FB6000 to attempt to obtain an address from a DHCP server (which must be
in the same broadcast domain). It may help to use the Comment field to note that the subnet is configured via
DHCP.

Inits simplest form, a DHCP configured subnet is created by the following XML :- <subnet />

Tip
It is possible to specify multiple DHCP client subnetslike this, and the FB6000 will reserve aseparate

MAC addressfor each. Thisallowsthe FB6000 to aguire multiple independant | P addresses by DHCP
on the same interface if required.

39



Interfaces and Subnets

When a subnet is configured to be a dhcp client, you may sometimes want to renegotiate (e.g. if you have
disconnected and connected to a different DHCP server). If you are an ADMIN (or DEBUG) user, this can
be achieved from the web user interface. Select the "Subnets" item under the "Status' menu, and then select
a particular subnet by clicking on its ID number in the left hand column. For subnets that are DHCP clients,
you will see a"Renegotiate DHCP" button.

Caution

Renegotiating DHCP on an active subnet will interrupt your connection to the external network, and
it isvery possible that you may be allocated a different | P address.

6.2.1.3. Using SLAAC (IPv6 router announcements) to configure a
subnet

For IPv6 you do not create a separate subnet, instead the interface level has an ra- cl i ent setting, which
defaultstot r ue. Thisallows an IPv6 address to be set up on the Interface if a suitable router accouncement is
seen. The router announcement can also set up a gateway and DNS servers automatically.

Note that the gateway local pref is not something that can be configured, and defaultsto 100X, 200X, 300X, or
400X depending on the priority setting in the router announcement. The X is based on the scope of the IPv6
address so a global scope has higher local pref.

If creating an IPv6 subnet and announcement on an interface you may want to disable r a- cl i ent in the
interface settings.

Note

DHCPV6 client is not supported on interfaces yet. Gateway, address and DNS are expected to be set
using SLAAC.

6.2.1.4. IPv6 prefix delegated subnets

The PPPoE configuration allows one or moreinterfacesto have prefix delegation, i.e. an | Pv6 subnet configured
automatically based on settings provided by your Internet Service Provider. This may be only one /64 network
on one interface, but the configuration for PPPoE allows you to define which interface(s) and even select that

none apply.

Once prefix delegation is set up, the assigned subnet is used to provide IPv6 addresses and gateway to devices
on theinterface using SLAAC.

6.2.2. Setting up DHCP server parameters

The FB6000 can act asa DHCP server to dynamically allocate | P addressesto clients. Optionally, the allocation
can be accompanied by information such as alist of DNS resolvers that the client should use.

Since the DHCP behaviour needs to be defined for each interface (specifically, each broadcast domain), the
behaviour is controlled by one or more dhcp objects, which are children of ani nt er f ace object.

Address alocations are made from a pool of addresses - the pool is either explicitly defined using the i p
attribute, or if i p isnot specified, it consists of all addresses on theinterface, i.e. from all subnets but excluding
network or broadcast addresses, or any addresses that the FB6000 has seen ARP responses for (eg addresses
aready in use, perhaps through a device configured with afixed static address).

The XML below shows an example of an explicitly-specified DHCP pool :

<interface ...>

<dhcp name="LAN'
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i p="172. 30. 16. 50- 80"
| og="defaul t"/>

</interface>

Tip

When specifying an explicit range of 1P addresses, if you start at the network then the FB6000 will
allocate that address. Not all devices cope with thisso it isrecommended that an explicit rangeisused,
e.g. 192. 168. 1. 100- 199. You do not, however, have to be careful of either the FireBrick's own
addresses or subnet broadcast addresses as they are automatically excluded. When using the default
(0.0.0.0/0) range network addresses are aso omitted, as are any other addresses not within a subnet
on the same interface.

Every allocation made by the DHCP server built-in to the FB6000 is stored in non-volatile memory, and will
survive power-cycling and/or rebooting. The alocations can be seen using the "DHCP" item in the "Status’
menu, or using the show dhcp CLI command.

If a client does not request renewal of the lease before it expires, the alocation entry will show "expired”.
Expired entries remain stored, and are used to lease the same | P address again if the same client (asidentified
by its MAC address) requests an | P address. However, if anew MAC address requests an all ocation, and there
are no available I1Ps (excluding expired alocations) in the allocation pool, then the oldest expired allocation
IP addressis reused for the new client.

6.2.2.1. Fixed/Static DHCP allocations

'Fixed' (or 'static') allocations can be achieved by creating a separate dhcp object for each such allocation, and
specifying the client MAC address viathe nac attribute, or the client name using thecl i ent - nane attribute.

The XML below shows an example of afixed allocation. Note the MAC addressiswritten without any colons,
and is therefore a string of twelve hexadecimal digits (48 bits). This allocation also supplies DNS resolver
information to the client.

<interface ...>

<dhcp nane="1| apt op"
i p="81.187. 96. 81"
mac="0090F59E4F12"
dns="81.187. 42. 42 81.187. 96. 96"
| og="default"/>

</interface>

Tip

If you are setting up a static allocation, but your client has already obtained an address (from your
FB6000) from a pool, you will need to clear the existing allocation and then force the client to issue
anew DHCP request (e.g. unplug the ethernet cable, do a software 'repair connection' procedure or
similar). Seethe show dhcp and cl ear dhcp CLI commandsin Appendix H for details on how to
clear the allocation. Chapter 17 coversthe CLI in general.

Y ou can also lock an existing dynamic allocation to prevent it being re-used for adifferent MAC address even
if it has expired.

6.2.2.2. Restricted allocations

You can restrict a pool to apply only to devices with specific MAC addresses, client names or vendor class
names using the mac, cl i ent - nane and cl ass attributes on the dhcp object. The client and class names can
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be specified using wildcard strings, where the characters *' and '? stand for any run of characters, and any
single character, respectively. The value specified for the mac attribute can be alist of partial MAC addresses,
where each item can be less than a full 6-byte address. Any device whose MAC's leading bytes match one of
the items in the mac list is acceptable. [ The fixed-allocation example above is actually a special case of this
general method for restricting allocation pools, where a single MAC address was specified in full.]

For example, as discussed in Appendix B, the first three octets (bytes) of a MAC address identify the
organization (often the end product manufacturer) which is registered to allocate that MAC address to an
Ethernet device. By specifying only thesefirst three bytes (six hexadecimal characters, no colon delimiters), in
the mac attribute, you can ensure that all devicesfrom the associated manufacturer are allocated addresses from
aparticular address pool. Thisis helpful if you have some common firewalling requirements for such a group
of devices - for example, if all of your Vol P phones are from one manufacturer, as you can have appropriate
firewall rule(s) that apply to addresses in that pool.

The following example illustrates this technique. It will match any devices which have MAC addresses
beginning 00:04:13 or 00:0E:08, and which also have a vendor class hame containing the string phone:

<interface ...>

<dhcp nane="Vol P"
i p="10. 20. 30. 40- 50"
mac="000413 000E08"
cl ass="*phone*"
dns="8. 8. 8. 8"
| og=" DHCP- Phones"
coment =" Vol P phones"/ >

</interface>

The algorithm used to determine which pools apply to a particular deviceis asfollows:

* If no restricted pools (ie those with one or more of the mac, cl i ent - nane or cl ass attributes present)
match the device's properties, then al non-restricted pools apply.

« If any restricted pools match the device's properties, then only restriced pools which match the device apply.
Furthermore, a scoring system is used to select which of those pools to use based on how well the device's
properties match. An exact match scores higher than any partial or wildcarded match and a MAC match
scores higher than a client-name match, with a class-name match scoring the least. The score for a partial or
wildcarded match is based on the number of bytes or characters which were explicitly matched.

 Only the pool or pools with the highest score are considered.

Note

While this may seem rather complex, it achieves the intuitively-expected result in most cases - for
example it allows a pool to be set up for ageneral class of device or arange of MAC addresses, and
for more specific pool entries to be included which will take precedence for individual devices, eg
with afull MAC address or a specific client-name.

6.2.2.3. Special DHCP options

For each pool, in addition to the common DHCP options to be supplied to the client device which you can
configure using recognized attributes (eg gat eway, dns, domai n), you can aso supply other DHCP options,
specified as a string, 1Pv4 address or number, or even as raw data in hexadecimal. Y ou can force sending of
an option even if not requested.

For vendor-specific options (1D 43) you can either specify in hex as 1D 43, or you can specify the code to use
and set the vendor flag; this adds an option type 43 with the code and length for the option which can be string,
| Pv4 address, number, or hexadecimal.
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6.2.3. DHCP Relay Agent

Y ou can configure the FireBrick to operate as a DHCP/BOOTP Relay agent simply by setting the dhcp-relay
in the interface object to the |Pv4 address of the remote DHCP server.

If you a so configure a DHCP allocation on the sameinterface, thisis checked first, and if there are no suitable
allocation pools or 1P addresses available then the request is relayed. Normally you would configure either a
relay or apool and not both.

The top level dhcp-relay configuration allows you to configure the FireBrick to be the remote server for a
DHCP/BOOTP Relay Agent. Therelay attribute allows specific poolsto be set up for specific relays. Thetable
and allow alow you to limit the use of the DHCP Remote server to requests from specific sources - note that
renewal requests come from the allocated IP, or NAT [P if behind NAT and not necessarily from therelay IP.

The allocation-table attribute allows for this pool of IPs to be placed in a separate table, thus allowing it to
be independant from other DHCP allocations on the FireBrick and to allow different overlapping pools for
different relay endpoints, which is not uncommon if the endpoints are behind separate NAT routers.

6.3. Physical port settings

The detailed operation of each physical port can be controlled by creating et her net top-level objects, onefor
each port that you wish to define different behaviour for vs. default behaviour.

To create anew et her net object, or edit an existing object, select the Interface category from the top-level
icons. Under the section headed "Ethernet port settings', you will see the list of existing et her net objects
(if any), and an "Add" link.

In afactory reset configuration, there are no et her net objects, and all ports assume the following defaults :-

» Link auto-negotiation is enabled - both speed and duplex mode are determined via auto-negotiation, which
should configure the link for highest performance possible for the given link-partner (which will need to be
capable of, and participating in, auto-negotiation for this to happen)

» Auto-crossover modeisenabled - the port will swap Receive and Transmit pairsif required to adapt to cable/
link-partner configuration

e Thegreen port LED is configured to show combined Link Status and Activity indication - the LED will be
off if no link is established with a link-partner. When a link is established (at any speed), the LED will be
on steady when there is no activity, and will blink when thereis activity.

» Theyellow port LED is configured to show Transmit activity.

When you first create an et her net object you will see that none of the attribute checkboxes are ticked, and
the defaults described above apply. Ensure that you set the por t attribute value correctly to modify the port
you intended to.

The FB6000 configuration contains a number of port settings which are not possible and will not save, e.g.
10M and 100M modes. These are included for compatibility with FB2500 and FB2700 products. The FB6000
only operates at gigabit port speeds.

6.3.1. Setting duplex mode

If auto-negotiation is enabled, the FB6000 port will normally advertise that it is capable of either half- or full-
duplex operation modes - if you have reason to restrict the operation to either of these modes, you can set the
dupl ex attribute to either hal f or f ul | . Thiswill cause the port to only advertise the specified mode - if the
(auto-negotiate capable) link-partner does not support that mode, the link will fail to establish.

If auto-negotiation is disabled, the dupl ex attribute simply sets the port's duplex mode.
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Note
If you do not set the aut oneg attribute (checkbox is unticked), and you set both port speed and

duplex mode to values other than aut o, auto-negotiation will be disabled ; this behaviour isto reduce
the potential for duplex mis-match problems that can occur when connecting the FB6000 to some

vendors' (notably Cisco) equipment that has auto-negotation disabled by default.

6.3.2. Defining port LED functions

Each port has options to control the way the yellow and green LEDs are displayed based on the state of the
port. The default isyellow for Tx and green for link/activity.




Chapter 7. Routing
7.1. Routing logic

Therouting logic in the FB6000 operates primarily using a conventional routing system of most specific prefix,
which is commonly found in many IP stacksin general purpose computers and routers.

Conventional routing determines where to send a packet based only on the packet's destination | P address, and
isapplied on a'per packet' basis- i.e. each packet that arrivesis processed independently from previous packets.

Note that with this routing system, it does not matter where the packet came from, either in terms of source IP
address or which interface/tunnel etc. the packet arrived on.

A route consists of :-

» a'target’ specifying where to send the packet to - this may be a specialised action, such as silently dropping
the packet (a 'black-hol€)

» an |P address range that this routing information applies to - the routing destination

A routing table consists of one or more routes. Unlike typical IP stacks, the FB6000 supports multiple
independent routing tables.

Routing destinations are expressed using CIDR notation - if you are not familiar with this notation, please refer
to Appendix A for an overview. Note that ip-groups cannot be used when defining subnets or routes. | P-groups
allow arbitrary ranges and not just prefixes, but routes can only use prefixes.

There are two cases that deserve special attention :-

» A routing destination may be a single IP address, in which caseit isa"/32" in CIDR notation (for 1Pv4).
The /32 part (for IPv4) or /128 (for IPv6) is not shown when displaying such prefixes.

» A routing destination may encompass the entire IPv4 (or IPv6) address space, written as 0. 0. 0. 0/ 0 (for
IPv4) or : : / 0 (for IPv6) in CIDR notation. Since the prefix is zero-length, all destination I P addresses will
match this route - however, it is aways the shortest-prefix route present, and so will only match if there are
no more specific routes. Such routes therefore acts as a default route.

The decision of where to send the packet is based on matching the packet's destination IP address to one or
more routing table entries. If more than one entry matches, then the longest (most specific) prefix entry isused.
The longest prefix is assumed to be associated with the optimal route to the destination 1P address, sinceit is
the 'most specific', i.e. it covers a smaller IP address range than any shorter matching prefix.

For example, if you have two routes, one for 10.0.1.32/27 , and another for 10.0.0.0/8 (which encompasses
10.0.1.32/27), then a destination | P address of 10.0.1.35 will match the longest-prefix (smallest address range)
"[27" route.

The order in which routes are created does not normally matter asyou do not usually have two routes that have
the same prefix. However, there is an attribute of every route called the | ocal pref which decides between
identical routes - the higher | ocal pr ef being the one which applies. If you have identical routes with the
samel ocal pref then onewill apply (you cannot rely on which one) but it can, in some cases, mean you are
bonding multiple links.

Tip

Y ou can show the route(s) that apply for a specific destination |P address or address range using the
CLI command show route. You can aso see alist of all routes in a routing table using the CLI
command show r out es. Thereisalso arouting display on the Diagnostics control web pages.
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7.2. Routing targets

A route can specify various targets for the packet :-

Table 7.1. Exampleroute targets

Target Notes

an Ethernet interface (locally-atached subnet) requires ARP or ND to find the device on the LAN to
which the traffic is to be sent.

a specific | P address (a "gateway") the packet is forwarded to another router (gateway) ;
routing is then determined based on the gateway's IP
address instead

tunnel interface such as L2TP, PPPoE or FB105|such routes are created as part of the config for the

tunnels. interface and relate to the specific tunnel.

special targets e.g. the FB600O itself, or to a black hole (causes all

traffic to be dropped)

These are covered in more detail in the following sections.

7.2.1. Subnet routes

Whenever you define a subnet or one is created dynamically (e.g. by DHCP), an associated route is
automatically created for the associated prefix. Packets being routed to a subnet are sent to the Ethernet
i nt er f ace that the subnet is associated with. Traffic routed to the subnet will use ARP or ND to find the final
MAC address to send the packet to.

In addition, a subnet definition creates a very specific single IP (a /32" for IPv4, or a"/128" for IPv6) route
for the IP address of the FB600O0 itself on that subnet. This is a separate loop-back route which effectively
internally routes traffic back into the FB6000 itself - i.e. it never appears externally.

A subnet can also have a gateway specified, either in the config or by DHCP or RA. This gateway isjust like
creating aroute to 0.0.0.0/0 or ::/0 as a specific route configuration. It is mainly associated with the subnet for
convenience. If defined by DHCP or RA then, like the rest of the routes created by DHCP or RA, it isremoved
when the DHCP or RA times out.

Example: <subnet ip="192.168. 0. 1/24"/> creates a route for destination 192. 168. 0. 0/ 24 to the
i nt er f ace associated with that subnet. A loop-back route to 192. 168. 0. 1 (the FB6000's own IP address
on that subnet) is aso created.

7.2.2. Routing to an IP address (gateway route)

Routes can be defined to forward traffic to another |P address, which will typically be another router (often
also called a gateway) For such a routing target, the gateway's IP address is then used to determine how to
route the traffic, and another routing decision is made. This subsequent routing decision usually identifies an
i nt er face or other datalink to send the packet via - in more unusual cases, the subsequent routing decision
identifies another gateway, so it is possible for the process to be 'recursive’ until a'real’ destination is found.

Example: <route ip="0.0.0.0/0" gateway="192.168.0.100"/> creates a default IPv4 route that
forwards traffic to 192. 168. 0. 100. The routing for 192. 168. 0. 100 then has to be looked up to find the
final target, e.g. it may be to an Ethernet interface, in which case an ARPisdone for 192. 168. 0. 100 to find
the MAC to send the traffic.

There islogic to ensure that the next-hop is valid - the gateway specified must be routable somewhere and if
that isviaan Ethernet interface then the endpoint must be answering ARP or ND packets. If not, then the route
using the gateway is suppressed and other |ess specific routes may apply.
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7.2.3. Special targets

It is possible to define two special targets :-

 'black-hole' : packets routed to a black-hole are silently dropped. 'Silent' refers to the lack of any ICMP
response back to the sender.

» 'nowhere (also called Dead End) : packets routed to 'nowhere' are also dropped but the FB6000 generates
ICMP error responses back to the sender.

Thebl ackhol e and nowher e top-level objects are used to specify prefixes which are routed to these special
targets. In the User Interface, these objects can be found under the Routes category icon.

When using BGP you can also define a network which is announced by default, along with any dead-end-
community, and treated otherwise the same as nowher e.

7.3. Dynamic route creation / deletion

For data links that have an Up/Down state, such as L2TP or FB105 tunnels, or PPP links, the ability to actually
send traffic to the route target will depend on the state of the link. For such links, you can specify route(s)
to automatically create each time the link comes up - when the link goes down these routes are removed
automatically. Refer to Chapter 11 for details on how to achieve this viathe r out es attribute on the tunnel
definition objects.

This can be useful where alink such as PPPoOE isdefined with agiven| ocal pr ef value, and aseparaterouteis
defined with alower | ocal pref vaue (i.e. less preferred), and therefore acts as afallback route if the PPPOE
link drops.

7.4. Routing tables

The conventional routing logic described above operates using one of possibly many routing tables that the
FB6000 can support simultaneously. Routing tables are numbered, with the default being routing table O (zero).

The various ways to add routes allow the routing table to be specified, and so allow completely independent
routing for different routing tables. The default table (table zero) is used when optional routing-table
specification attributes or CLI command parameters are omitted.

Eachi nt er f ace islogically in arouting table and traffic arriving on it is processed based on the routesin that
routing table. Tunnels like FB105 and L2TP allow the wrapped tunnel packets to work on one routing table
and the tunnel payload packets to be on ancther.

Routing tables can be very useful when working with tunnels of any sort - placing the wrappersin one routing

table, allowing DHCP clients and so on, without taking over the default route for all traffic. The payload can
then be in the normal routing table 0.

7.5. Bonding

A key feature of the FB6000 is the ability to bond multiple links at a per packet level.
Bonding works with routing and shapers together. (See Chapter 9 for details of shapers.)
The basic principle is that you have two or more routes that are identical (same target |P prefix) and have the

same localpref, so that there is nothing to decide between them. As described above this normally means one
of the routesis picked.
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However, where the two (or more) routes are the same type of interface, and there are shapers applied to those
routes, then a decisions is made on a per packet basis as to which interface to used. The shapers are used to
decide which link isleast far ahead. This means that traffic is sent down each link at the speed of that link.

To make thiswork to the best effect, set the tx speed of the shapers on the links to match the actual link speed.
E.g. for broadband lines, set the speed to match the uplink from the FB6000.

For L2TP use asan LNS, the graph created for each L 2TP session has an egress speed automatically set based
on the speed details sent on the L2TP connection. These can aso be overridden by a RADIUS response. The
effect of thisisthat multiple linesthat are connected to the same LNS and have the same IPs routed to the lines
will automatically per packet bond traffic down those lines.
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Profiles alow you to enable/disable various aspects of the FB6000's configuration (and thus functionality)
based on things such as time-of-day or presence/absence of Ping responses from a specified device.

8.1. Overview

A profile is a two-state control entity - it is either Active or Inactive ("On" or "Off", like a switch). Once a
profile is defined, it can be referenced in various configuration objects where the profile state will control the
behaviour of that object.

A profile's state is determined by one or more defined tests, which are performed periodically. If multiple tests
are specified, then the overall test result will be pass only if al the individual test results are pass. Assuming
the profile's state is Active, then when the overall test result has been 'fail’ for a specified duration, the profile
transitions to Inactive. Similary, once the overall test result has been 'pass for a specified duration, the profile
transitions to Active. These two durations are controlled by attributes and provide a means to filter' out short
duration 'blips' that are of little interest.

An example of atest that can be performed isaPing test - ICMP echo request packets are sent, and replies are
expected. If replies are not being received, the test fails.

Profiles can be logically combined using familiar boolean terminology i.e. AND, OR and NOT, alowing for
some complex profile logic to be defined that determines a final profile state from several conditions. When
considering the state of another profile, it is the previous second's state that is considered - i.e. profile states
are al updated in one go after considering all profiles.

By combining profiles with the FB6000's event logging facilities, they can aso be used for automated
monitoring and reporting purposes, where profile state changes can be e-mailed direct from the FB6000. For
example, aprofile using a Ping test can be used to alert you via e-mail when adestination is unreachable. The
profile logic tests are also done based on the defined interval.

The current state of all the profiles configured on your FB6000 can be seen by choosing the "Profiles' item
in the "Status' menu.

Tip
You can aso define dummy profiles that are permanantly Active or Inactive, which can be useful
if you wish to temporarily disable some functionality without deleting configuration object(s). For

example, you can force an FB105 tunnel to be Down, preventing traffic from being routed through
it. Refer to Section 8.2.4 for details.

8.2. Creating/editing profiles

In the web user interface, profiles are created and edited by clicking on the "Profiles” category icon. A profile
isdefined by apr of i | e top-level object.

8.2.1. Timing control

The following timing control parameters apply :-
e interval :theinterval between tests being performed

» tineout : the duration that the overall test must have been failing for before the profile state changes to
Inactive
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e recover : the duration that the overall test must have been passing for before the profile state changes to
Active

Theti meout and recover parameters do not apply to manually set profiles (see Section 8.2.4) and those
based on time-of-day (see Section 8.2.2.2).

8.2.2. Tests

8.2.2.1. General tests

'General' tests are provided for the following :-

» PPPOE connection state : the ppp attribute lists one or more PPPoE connection names (see Chapter 10) - if
any of the specified connections are up, this pppoe-state test will pass

» Routable addresses : the r out e attributes lists one or more IP addresses (full addresses, not CIDR prefix
ranges) - only if all the addresses are 'routeabl€e’ - i.e. there is an entry in the routing table that will match
that address - will this test pass. Refer to Chapter 7 for discussion of routing tables and the routing logic
used by the FB6000

» DHCP addresses : the dhcp attributes lists one or more 1Pv4 addresses (full addresses, not CIDR prefix
ranges) or names - if any of the listed names or IPs has a current DHCP lease issued, then this test will pass

* VRRP dtate : the vrrp attribute lists one or more Virtual Router group membership definitions (see
Chapter 14) by name - if the FB6000 is not the master devicein any of these Virtual Routers, thistest will fail

» Port state : the port s attribute lists one of more physial Ethernet ports. if any of thes ports is up then the
test passes.

Tip
Y ou can aso control port state with a profile, so you could have a port come up if another port is
down to create afallback arrangement.

If more than one of these general tests is selected (corresponding attribute specified), then they must all pass
(along with all other tests defined) for the overall result to be pass.

8.2.2.2. Time/date tests

Time and/or date tests are specified by dat e and/or ti me objects, which are child objects of the profile
object.

Y ou can define multiple date ranges via multiple dat e objects - the date test will pass if the current date is
within any of the defined ranges. Similarly, you can define multiple time ranges via multiple t i me objects -
the time test will passif the current time is within any of the defined ranges.

Tip
Unlike other tests, the change of state due to a date/time test takes effect immediately rather than
waiting for several secondsto confirm it is still Saturday or some such.

8.2.2.3. Ping tests

Liketime/datetests, aPing test is specified by api ng object, asachild of thepr of i | e object. At most one Ping
test can be defined per profile - logical combinations of profiles can be used to combine Ping testsif necessary.

Note
A ping of 1Pv4 address 0.0.0.0 is a special case, which causes a ping of the gateway address.
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8.2.3. Inverting overall test result

The tests described in the previous section are used to form an overall test result. Normally this overal result is
used to determine the profile state using the mapping Pass > Active and Fail > Inactive. By setting thei nvert
attribute to t r ue, the overall result is inverted (Pass changed to Fail and vice-versa) first before applying the
mapping.

8.2.4. Manual override

Y ou can manually override al tests, and force the profile state using the set attribute - avalue of t r ue forces
the state to Active, and f al se forcesit to Inactive.

You can also configure the set attribute with avalue of cont r ol - swi t ch. This causes the profile to be set
manually based on a control switch which is not stored in the configuration itself. The switch appears on the
home web page allowing it to be turned on or off with one click. It can also be changed from the command
line. Y ou can restrict each switch to one or more specific users to define who has control of the switch. This
control applies even if the user has no access to make configuration changes as the switch is not part of the
config. The switch state is automatically stored in the dynamic peristent data (along with DHCP settings, etc),
S0 survives apower cycle/ restart. The control switch usesi ni ti al astheinitia state when first added to the
config, but at start up it picks up the state of the stored state.

These profiles can be used as simple on/off controlsfor configuration objects. The following shows an example
of two fixed-state profiles and one control switch, expressed in XML :-

<profile name="Of" set="fal se"/>
<profile name="On" set="true"/>
<profile name="IT- Support"
conment =" Al l ow | T support company access to server"
set="control -swi tch"/>

Note

The control switchesignore other tests, just like other manual settings, but can be combined with and,
or andnot settings - these have the affect of forcing the control switch oneway. E.g. if an and profile
is off then the control switch is forced off. If it is on then the control switch can be manually set on
or off as needed.

Note that the value of thei nvert attribute is ignored when manual override is requested. If we add special
case switched profiles that are used internally, these will be named starting with f b- , so it is best not to name
your own profiles starting f b- . An example of the ACME renewal control profileis given below.

Note

Thereisaspecia case where profiles can be used to interact with the ACME certificate management.
A control -swit ch profilewhich hasf b- followed by the name of the CA certificate authority, e.g.
fb-1 et sencrypt. org will be activated at the start of the validation phase, and deactivated at the
end. This profile can therefore be used to change firewall rules, etc, to allow ACME accessto validate
the certificate. You can seti nvert to reverse the operation of the switch. Use with care.

8.2.5. Scripting

Aswith many thingsin the FireBrick it is possible to script access to the control pages. The control profilesare
aparticularly useful example of thisas it allows external scripts to control if aprofileis active or inactive.

Obviously security isaconcern, and it is possible to create a user allowed access only from some | P addresses,
and even allowed NOBODY level access, but listed as a user alowed to set a specific control profile. Thisthen
allows a script using a username and password to control the profile from specific machines.
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For example, setting anamed profile:-

curl --silent --user nane:pass 'http://1.2.3.4/profile?set=profil enane'

And unsetting a named profile:-

curl --silent --user nane:pass 'http://1.2.3.4/profil e?unset=profil enane’
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Chapter 9. Traffic Shaping

The FB6000 includes traffic shaping functionality that allows you to control the speed of specific traffic flows
through the FB6000. The FB6000 also provides graphing functionality, allowing specific traffic flows to be
plotted on agraph image (PNG or SV G format) that the FB6000 generates. Within the FB6000, traffic shaping
and graphing are closely associated, and thisis reflected in how you configure traffic shaping - in order to be
able to perform traffic shaping, you must first graph the traffic flow.

9.1. Graphs and Shapers
9.1.1. Graphs

Several objectsin the FB6000's configuration allow you to specify the name of agraph, by setting the value of
the gr aph attribute. This causes the traffic flow that is associated with that object (afirewall rule, an interface,
or whatever the attribute is attached to) to be recorded on a graph with the specified name. For connections
that have a defined state, such as a PPP link, the graph will also show the link state history. Other information,
such as packet loss and latency may also be displayed, depending on whether it can be provided by the type
of object you are graphing.

For example, the XML snippet below shows the gr aph attribute being set on ani nt er f ace. As soon asyou
have set agr aph attribute (and saved the configuration), a new graph with the specified name will be created.

<i nterface nane="LAN"
port =" LAN"
graph="LAN' >

The graph is viewable directly from the FB6000 viathe web User Interface - to view a graph, click the "PNG"
or "SVG" item in the "Graphs' menu. This will display all the graphs that are currently configured - it is not
currently possible to show a single graph within the web User Interface environment.

It is possible to access the graph data in many ways, using the URL to control what information is shown,
labels, and colours, and aso allowing graphs to be archived. See Appendix | for more details.

Note

You may find images shown for graph names that are no longer specified anywhere in the
configuration. Over time, these graphs will disappear automatically.

Alternatively, the underlying graph data is available in XML format, again via the FB6000's built-in HTTP
server. The XML version of the data can be viewed in the web User Interface by clicking the "XML" item in
the "Graphs' menu, and then clicking on the name of the graph you're interested in.

Both directions of traffic flow are recorded, and are colour-coded on the PNG image generated by the FB6000.
The directions are labelled "tx" and "rx", but the exact meaning of these will depend on what type of object
the graph was referenced from - for example, on a graph for ani nt er f ace, "tx" will be traffic leaving the
FB6000, and "rx" will be traffic arriving at the FB600O0.

Each data point on a graph corresponds to a 100 second interval ; where a data point is showing atraffic rate,
the rateis an average over that interval. For each named graph, the FB6000 stores data for the last 24 hours.

Note

Specifying agraph does not itself cause any traffic shaping to occur, but isapre-requisite to specifying
how the associated traffic flow should be shaped.
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Graphing relieson the FireBrick'sinternal clock and so graphswill not work reliably if the clock isnot
set for any reason. However, you can still set an object'sgr aph attribute and use it for traffic shaping.

9.1.2. Shapers

Once you have graphed a (possibly bi-directional) traffic flow, you can then aso define speed restrictions on
those flows. These can be simple "Tx" and "Rx" speed limits or more complex settings allowing maximum
average speeds over time.

Y ou define the speed control s associated with the graphed traffic flow(s) by creating ashaper top-level object.
To create or edit ashaper object in the web User Interface, first click on the " Shape” category icon. To create
anew abject, click the"Add" link. To edit an existing object, click the appropriate "Edit" link instead.

The shaper object specifies the parameters (primarily traffic rates) to use in the traffic shaping process, and
the shaper is associated with the appropriate existing graph by specifying the nane attribute of the shaper
object to be the same as the name of the graph.

9.1.3. Ad hoc shapers

You can defineashaper object and set the speed controls for that shaper, and then define the gr aph attribute
on something, e.g. an interface, to apply that shaper to the interface.

It is also possible, in most cases, to simply set a speed attribute on some object. This creates an un-named
shaper (so no graph) which has the specified speed for egress (tx). Thisis unique to that object unlike named
shapers which are shared between all objects using the same named shaper.

Itisalso possibleto set gr aph and speed attributes to create anamed shaper with the specified speed, without
having to create a separate shaper object.

If you set agr aph attribute without a speed attribute or creating ashaper object then that smply creates a
graph without traffic shaping. Multiple objects can share the same graph.

Graphs can sometimes be created automatically and may have speeds applied. For L2TP sessions the circuit
ID (which may be overridden by RADIUS auth responses) is used to make a graph for the session.

9.1.4. Long term shapers

If defining ashaper using theshaper object there are anumber of extraoptionswhich allow along term shaper
to be defined. A long term shaper is one that changes the actual speed applied dynamically to ensure a long
term usage level that is within a defined setting.

The key parameters for the long term shaper are the target speed (e.g. t x), the minimum speed (e.g. t x- mi n)
and maximum speed (e.g. t x- max). The target speed is the maximum rate that should apply over along term,
but actual speed is set dynamically between min and max rates.

Therateisinitially set to the maximum. Actual usage below thetarget builds up credit. Thiscreditislimited to
allow adefined minimum burst time at the maximum rate. So if not used for awhile the maximum rate can be
used for the minimum burst time. However continued use at more than the target will accumulate over usage.

Once this credit is used up the rate starts to drop. It will drop al the way to the minimum set if necessary.

Once the over usage is cleared, but less usage or usage capped to below the target rate, the rate increases to
the target rate.

Once afurther credit is accumulated by lowere usage that target, and thisis at alevel to allow the minimum
burst time at maximum rate, the rate increases to the maximum rate again.
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9.1.5. Shared shapers

Shapers can be shared between FireBricks with a common broadcast domain.

Theinterface to broadcast and listen on for sharing is set viatheshar e- i nt er f ace setting in the global cgm
options. Once that is configured then setting the shar e option on ashaper will combine its state with that of
other FireBricks when calculating any damping required.

Note

Shared shapers are identified in the broadcast domain by their nane, so this must be the same on all
FireBricks participating in the share.

9.2. Multiple shapers

A packet that passes through the FB6000 can pass through multiple shapers, for example

Theingress interface can have a defined shaper

If the packet is carried viaan L2TP tunnel of any sort, there can be an aggregate shaper for the tunnel (e.g.
the broadband carrier). There can also be a class applied to the session which is an aggregate shaper for an
arbitrary group of sessions (often used when reselling broadband).

When passing through an L2TP tunnel, the session typically has a graph and shaper based on the circuit ID
which is specifc to that session. This is important for bonding multiple sessions as it controls the levels of
traffic sent via each session.

Obvioudly traffic could comein viaone L2TP tunnel and go back out via another, incurring yet another set
of shapers as above.

PPPoE links can aso have a defined shaper, which is important when bonding multiple links as it is used
to decide how much traffic goes via each link.

It is possible to create a bonded gateway route where multiple routes exist for the same target (typically a
default gateway) and each route as a speed set, which is itself a shaper. Thisis used to control how much
traffic goes via each of the bonded routes. (You simply create more than one r out e object with aspeed
or gr aph setting).

The egress interface can have a defined shaper

9.3. Basic principles

Each shaper tracks how far ahead the link has got with traffic that has been recently sent. This depends on
the length of packets sent and the speed of the shaper. This s, essentialy, tracking how much is likely to be
gueued at a bottleneck further on. The FB6000 does not delay sending packets and assumes something with a
lower speed is probably queuing them up later.

Thisrecord of how far ahead the traffic is gets used in two ways:

If the shaper is too far ahead, then packets are dropped, causing the link to be rate limited to the selected
speed. Exactly how much is too far depends on the packet size, with small packets (less than 1000 bytes)
allowed more margin than large packets. Thishasthe effect of prioritising DNS, interactivetraffic, Vol P, etc.

Where there are two or more links with shapers alink is picked based on which isthe least far ahead. This
has the effect of balancing the traffic levels between multiple links based on the speed of each link exactly.
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The FB6000 can either operate as a PPPOE client or as a PPPOE endpoint Broadband Remote Access Server
(BRAYS). A client connection istypically used to connect to an Internet Service Provider, either via a suitable
PPPoE maodem, bridging router, or direct connection. The PPPOE BRAS functionality might be used by service
providers to provide connectivity, acting as a gateway between a carrier network (e.g. Broadband or maobile
carrier) and the Internet.

10.1. PPPOE client

Thetypical usageisto use one or more ports on the FB6000 each connected directly to asuitable PPPoE device
such as a bridging router.

The PPPoE deviceisusually very dumb and may not need any configuration at al. The FireBrick isresponsible
for logging into the | SP using the PPPOE link, and the configuration for thisis part of the FB6000's configuration
and not the router. This makes it very easy to make use of spare routers, etc, without the complication of
configuring additional devices.

Itis possible to connect more than one PPP device to asingle FB6000 port using an Ethernet switch. If you do
thisthen you ideally need a switch that handles VLANS (see Appendix D if you are not familiar with VLANS)
so that each router can be logically connected to a different interface on the FireBrick. It is aso a good idea
to have a switch that supports jumbo frames where the endpoint supports them (FTTC, FTTP, and via suitable
modems BT 21CN and TalkTalk).

Note

This section containsinformation relating to access network services (such as DSL and Fibre-To-The-
Cabinet) available in the United Kingdom. Although this information will not be directly applicable
to services available in other countries, the concepts are the same - with appropriate knowledge of
your | SP service, and suitable equipment, the FB6000 should work equally well with servicesthat are
available in other countries.

10.2. Types of DSL line and router in the
United Kingdom

In the UK there are various types of DSL line and router than can be used. Any device that supports PPPoE
can work with the FireBrick, but some options are only available with some devices, as listed below :-

* BT 20CN or 21CN lines can support PPPoE and PPPOA on the wire. This means you can use them with a
PPPOE/A modem (such as a Vigor V-130) out of the box, or with a bridging router such as the Zyxel P660
configured in bridge mode. BT support baby jumbo frames too.

» Other carrier PPPoA lines only support PPPOA, in theory. In practice they also support PPPOE. This means
you can use a PPPOE/A modem, or a bridging modem.

» TakTak lines support both PPPoA and PPPoE, and so can work with a bridging modem. They support baby
jumbo frames too.

» BT FTTC lines comewith aVVDSL modem which supports PPPoE directly so no extra equipment is needed
to connect to the FireBrick.

» BT FTTPlinesterminate on an active NTE which supports PPPOE directly so no extra equipment is needed
to connect to the FireBrick.
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For other types of linesin the UK, or those in other countries, you need to know what they can do on the wire
(PPPoA or PPPoE) and have a suitable modem/router to talk that protocol and convert to PPPoE on the LAN
link to the FB600O. It seems most DSL routers will bridge PPPOE on the wire to PPPoE on the LAN, but few
will act as a PPPoE access concentrator. The Vigor V-130 is one of the few that handle PPPoA on the wire
and PPPoE link to the FB6000.

A significant benefit of the Vigor V-130 isthat it works with no configuration on BT 20CN and 21CN lines as
well as other carrier PPPoA lines and TalkTalk lines - you just plug it into the line and the FB6000 and it just
works. There are also modems that work in bridged mode, and support baby jumbo frames allowing PPPoE
through to the carrier BRAS with full size MTU.

For fibre to the cabinet (FTTC) and fibre to the premises (FTTP) service you connect the FB6000 directly to
the service (BT supplied modem) with no extra equipment.

10.3. Definining PPPOE client links

A PPPOE link is defined by a ppp top-level object. To create or edit PPPoOE links in the web user interface,
select the"Interface” category icon - - under the section headed " PPPoE settings' you will seethelist of existing
ppp objects (if any), and an "Add" link.

For most situations, configuring a PPPoE link only requires that you specify the port that the router/modem is
connected to and the login credentials i.e. username and password. The port group is specified via the por t
attribute on the ppp object, and credentials are specified viathe user name and passwor d attributes.

If you are connecting multiple routers/modems viaa VLAN capable switch to a single FB6000 port, you will
also need to specify the VL AN used for the FB600O0 to router/modem layer 2 connection - thisis done by setting
the value of the vl an attribute too.

As an example, if you you were to connect a single modem/router directly to port 1 on your FB600O (i.e. not
using VLANS), and you had decided to name the port group PPP_PORT then the configuration needed, shown
asan XML fragment, would be :-

<port name="PPP_PORT" ports="1"/>

<ppp port="PPP_PORT" eth="1" username="..." password="..."/>

Note

Itiscommon to connect aport directly to aPPPoE modem - in thiscaseit can be beneficial to configure
the et h setting to that port as well. This causes the Ethernet port to be powered down briefly when
the PPPOE link closesfor any reason, and for the re-try (PADI) sending to start quickly when the link
comes up. The port reset can work around a known bug in many bridging broadband modems when
used with fixed IP services.

You may also want to give the PPPOE link a name, by setting the nane attribute - you can then reference the
link in, for example, a profile (see Section 8.2.2.1).

There are anumber of additional options (see below), but for most configurations thisisall you need. It causes
the FB6000 to connect and set a default route for internet access via the PPP link.

10.3.1. IPv6

If your ISP negotiates IPv6 on the link, then a default route is set for IPv6 traffic down the line. If the ISP
handles ICMPVv6 prefix delegation then an 1Pv6 block will automatically be assigned to you LAN. If not, then
you could manually configurethe IPv6 prefix the | SPis providing. There are optionsto control whichinterfaces
get automatic prefix delegationsin this way.
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10.3.2. Additional options
10.3.2.1. MTU and TCP fix

Normally PPPoE operates with a maximum packet size of 1492 bytes - thisis due to the 8 byte PPPOE header
that is used, and the normal 1500 byte payload limit of an Ethernet packet. The FB6000 includes an option to
set the PPPOE MTU, so that when used with equipment capable of jumbo frames (suchasBT FTTCand FTTP
services, and with appropriate ADSL bridging modems) this allows use of dlightly larger frames to provide a
1500 byte MTU. To achieve this, simply set the nt u attribute to a value of 1500. By default the t cp- nss-

fi x attribute is also set, which means when working with a smaller MTU such as 1492, any connections that
try and establish 1500 byte links are adjusted on the fly to be the lower MTU. This avoids problems with a
lot of corporate and bank web sites that do not handle MTU and ICMP correctly. Typicaly your ISP will be
doing this TCP fix for you as well.

Testing has been done which confirms setting mtu="1500" works correctly on BT FTTC and FTTP lines, as
well as BT 21CN and TalkTalk lines via a suitable bridging modem (Dlink 320B).

Note

Testing using a Zyxel P660R in bridge mode confirmsthat BT 21CN ADSL lineswill negotiate 1500
byte MTU, but it seems the Zyxel will not bridge more than 1496 bytes of PPP payload. If you select
more than 1492 MTU and have problems it could be that some device connecting you to the access
concentrator cannot handle the larger packets (such asabridge or aswitch). For thisreason the default
MTU is 1492.

10.3.2.2. Service and ac-name

The PPPoE protocol allows multiple services to be offered, and the service setting can be used to select which
is available. Thisis rarely needed and should be ignored unless you know what you are doing. If specified,
even as an empty string, then only matching services will be selected.

The name specified viathe ac- name attribute is the name of the PPPoE endpoint (access controller). In some
cases there may be a choice of endpoints and setting this causes one to be selected by name. Again, thisis
rarely needed, and if specified will only match the name you specify. On some other carrier PPPOE lines, for
example, you could select a specific LAC by name if you wanted to.

10.3.2.3. Logging

The PPP connection status, and PPP negotiation can be logged by setting the | og attributeto avalid log target.

Thel og- debug will log the whole PPP negotiation which is particularly useful when debugging connection
problems.

10.3.2.4. Speed and graphs

As discussed in Chapter 9, graphs allow you to visualise connections, in terms of their state, traffic rates and
patterns etc. By setting the gr aph attribute, you can cause the state of the line, data transferred each way, and
current packet loss and latency to be recorded on a graph.

Once you are graphing the PPPOE connection, you can set traffic shaping to control speed (see Section 9.1.2).
Alternatively, aPPPOE connection is something you can set aspeed limit on directly - setting thespeed attribute
will control the speed of traffic sent to the Internet - thisis mainly used when bonding PPP links.

As uplink/egress speed can be very important to manage bonded lines, afurther setting of aut o- per cent can
be set to a percentage, e.g. 95. If set then the Firebrick looks for a connection info string in the final CHAPS
connect messagefor astring in theformat of digits/digits and assumesthe second sequence of digitsisan uplink
speed in bits/second. The percentage is then applied and the tx speed set. If the speed is also set, this acts
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as a cap not allowing speeds to be set higher by aut o- per cent . A silly low value for speed in the message
will beignored.

10.4. PPPoE BRAS

To configure the FireBrick as a PPPOE BRAS, you need to configure a PPPoE link (similar to configuring a
client) - either by defining appp top-level object in the XML config or by using the web user interface. PPPoE
links can be created from the " Interface" category icon under the section " PPPOE settings', where you can click
to "Add" anew link. The mode should be set to br as- | 2t p.

When the FireBrick is acting as a server, you should also configure the | 2t p object to contain a suitable
i ncomi ng configuration. Thisis because the PPPoE connections appear asif they've arrived viaL2TP, so they
have the same options of local |P termination or relay via L2TP onwards to another LNS. See Section 11.1.1
for more information about the handling of incoming L2TP tunnels.

Note

Since the BRAS uses these "virtual" L2TP connections, many of the options in the ppp object
are ignored or not used to configure the server. Instead you should configure the incoming PPPoE
connection using L2TP settings.

The BRAS can be associated with an L 2TP incoming section by matching the ac- nanme of the BRAS ppp entry
with ther enot e- host nanme of theincoming L2TP entry. Note that when ac- nane is specified on the BRAS,
the client must also be configured with a matching ac- name. To avoid this, it's also possible to use the nane
element of the BRAS ppp entry as thiswill be used for matching with the r enot e- host nane if no ac- nane
is specified. This makes it possible to associate BRAS ppp and L2TP incoming sections without needing to
specify an ac- nane on the client.

Note

If ar enpt e- host nane is not specified for an incoming section, then that configuration will match
with al remaining BRAS entries, so make sure that specific L2TP incoming sections occur first in
your config file.

L 2TP settings can be created from the web user interface by selecting the " Tunnels' category icon and selecting
"Edit L2TP settings'. Select "Add an incoming connection". Y ou can specify various options such as pppdns
and thel ocal - host nane (i.e. the hostname reported by the BRAS).

A simple configuration using local authentication might contain:

<ppp port="PPP_PORT" nopde="bras-|2tp" nane="bras-exanpl e"/>

<| 2t p>

<i ncom ng renot e- host nane="br as- exanpl e" | ocal - ppp-i p="..." pppdnsl="...">
<mat ch usernane="..." password="..." renote-ppp-ip="..." />
<mat ch usernane="..." password="..." renote-ppp-ip="..." />
</incom ng>
</l 2tp>

More complex configurations might typically use RADIUS to decide whether the session is accepted and what
settings should be applied, or might relay sessions down an L2TP tunnel.

10.4.1. Additional options

Just like for the PPPOE client, the BRAS mode supports baby jumbo frame negotiation to allow full 1500 byte
MTU operation (as described earlier).
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If aninterfaceis configured to work in PPPOE BRA S mode, then it can accept packetswith an additional VLAN
tag. Thisis passed asthe NAS PORT on RADIUS requests relating to the connection. The reply packets have
the same VLAN tag added. Where the interfaceis set up on VLAN 0 (untagged) then the additional VLAN tag
isonly processed where there is not an interface or ppp setting for that specific VLAN configured.

Note
TheFireBrick identifies TR-101 Agent Remote ID and Agent Circuit Id ascalled and calling identities.

It also picks up Downstream line rate. These are standard in BT GEA FTTC/FTTP services.
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Chapter 11. Tunnels

The FB6000 supports the following tunnelling protocols :-
e L2TP

L2TP client functionality enables tunnelled connections to be made to an L2TP server

11.1. L2TP tunnelling

Layer 2 tunnelling protocol is a standard way to pass | P packets viaatunnel. It was originally used for dialup
connections, connecting the RAS (Remote Access Server) to the LNS (L2TP Network Server), and is still
used today within Internet Service Providers for broadband connections. L2TP hasthe advantage that it isvery
standard and interacts with a variety of equipment.

The FireBrick provides a means to accept static L2TP connections with configured username, password, and
[P routing.

Note

Some systems may refer to L2TP when they actually mean L2TP over |Psec, which was used more
commonly before IKEv2 was available in IPsec, and is hot supported.

The FireBrick can act as full LNS, designed to allow thousands of connections to be handled by an ISP. See
Chapter 16 for more details.

L2TP is usually used by Internet Service Providers, but it can also be used to create point to point tunnels
connecting, say, two FireBricks together to pass | P traffic. The configuration for this can be alittle confusing
because L 2TPisdesigned for multiple connections over separate tunnel s between Access Controllersand L2TP
Network Controllers, so the protocol involves more than one layer and authentication, and a lot of detailed
Settings.

Once upon atime the Remote Access Server (RAS) would have had a bank of modems or ISDN links, but
these days it would be broadband connections over PPPoE. A RAS would create tunnel to an L2TP Network
Server (LNS). Once acall comesin, the RAS would then create a session over that tunnel connecting the LNS
to the end user. Each tunnel can hold multiple sessions all to the same LNS. The LNS then talks PPP over the
tunnel/session to the end user and negotiateslogin details and IP addressing and so on. It then uses PPP to pass
| P packets allowing a connection to the Internet.

If you make apoint to point link, oneend actsasthe RAS, and makes atunnel to the other end acting asan LNS,
and then it creates a session over that tunnel. The settings needed for this are often alot simpler than an ISP
would use, so thereisalot of the FireBrick configuration you can ignore. It is, however, useful to understand
some of the terms and settings, especially the authentication.

11.1.1. Incoming tunnel

The FireBrick uses a static configuration to decide if it will accept an incoming L2TP tunnel. This is the
Incoming L2TP configuration. An incoming tunnel has very few credentials - the main one being the hostname
it sends. Thisis matched against ther enot e- host nane (which allows awildcard, even). Y ou can aso match
to alow specific RAS IP addresses, as well as the routing table used. The secr et needs to be the same on
the RAS and LNS.

Once the first match is found, the L2TP tunnel can be accepted. Most of the remaining configuration settings
are not related to the tunnel as such, but define the default settings for any session that comesin over the tunnel.
These settings can normally be omitted as they will have sensible defaults anyway.

A single tunnel config allows multiple instances of that tunnel to be created. If you are making multiple
connections you may want to create different tunnel hostnames to allow fine control of specific features.
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Alternatively you may want to have one incoming tunnel configuration, even matching any hostname, and set
specific session details using RADIUS. Asan ISP, you will typically have an incoming tunnel config for each
carrier, or possibly service type.

11.1.2. Incoming session

Once the RAS has atunnel to the LNS it can create a session. The FireBrick acting as the LNS has to decide
to accept the session or not, and what settings to use for the session.

The FireBrick acting as an LNS can use a static configuration to accept a session, or use RADIUS. An ISP
would typically use RADIUS which allowes a separate authentication service to decide if to accept the session
and the settings that apply.

The static configuration consists of match settings. These are part of the relevant Incoming L2TP configuration
for the tunnel being used. The main criteriais user nane (which can be wildcard, even), but can also match
calling-station-id and call ed-station-id which would have once been phone numbers, but are
typically some sort of circuit ID and service ID in broadband. The passwor d has to be correct, if specified.
Making apoint to point L2TP link allows all of these to be set on the outgoing connection.

Having found the first match, there are afew settings which can be controlled. Thisisnot the full set of session
settings, but most can be set as a default in the Incoming L2TP tunnel configuraion if required on a point to
point static configuration. The main setting is r enot e- ppp- i p which defines the IPv4 endpoint for the far
end. If thisis set then the session is accepted and routing for this 1P is negotiated and routed. Additional routes
can also be set.

If the r enot e- ppp-i p is not defined, then relay settings can be defined to allow the session to be relayed
down another L2TP tunnel. These include the hostname, I P, and secret to use.

If not static match is made them RADIUS is used. As an ISP it will be unusual to have any static incoming
session matching apart from special test cases.

Note

The config makes use of prefixeslikel ocal - ...and r enot e- ... These are relative to the device you
are configuring. So aconfig to link two FireBrickswill havel ocal - host nane one end matching the
r enot e- host name the other. Similarly settings like t x- ...and r x- ...are relative, tx being transmit/
send from this device, and rx being receive to this device.

Note

Aswith other tunnels, it is often useful to set the payload table to a different routing table to the tunnel
traffic, to avoid sending tunnel traffic down the tunnel. Thisis particularly important for an outgoing
tunnel as the default is to route all traffic (i.e. 0.0.0.0/0 and ::/0) down the tunnel when connected.
Y ou can configure specific routes to be passed down the tunnel if you wish. Routing in to this tunnel
depends entirely on the configuration at the other end.

Tip

The debug level logging is idea for showing the details of the low level connection and PPP
negotiation. This is recommended when first setting up such tunnels, and should be checked at both
endsto identify any errors or problems.
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Chapter 12. System Services

A system service provides general functionality, and runs as a separate concurrent process alongside normal
traffic handling.

Table 12.1 lists the services that the FB6000 can provide :-

Table12.1. List of system services

Service Function

SNMP server provides clientswith accessto management information using the Simple Network
Management Protocol

NTP client automatically synchronises the FB6000's clock with an NTP time server (usually
using an Internet public NTP server)

Telnet server provides an administration command-line interface accessed over a network
connection

HTTP server serves the web user-interface files to a user's browser on a client machine

DNS relays DNS requests from either the FB6000 itself, or client machines to one or
more DNS resolvers

RADIUS Configuration of RADIUS service for platform RADIUSfor L2TP. Configuration

of RADIUS client accessing external RADIUS servers.

Services are configured under the " Setup™" category, under the heading "General system services', where there
isasingle services object (XML element : <ser vi ces>). The services object doesn't have any attributesitself,
all configuration is done via child objects, one per service. If a service object is not present, the service is
disabled. Clicking on the Edit link next to the services object will take you to the list of child objects. Where a
service object is not present, the table in that section will contain an "Add" link. A maximum of one instance
of each service object type can be present.

12.1. Protecting the FB6000

The FB6000 does not have a firewall as such. However, the design of the FB6000 is that it should be able to
protect itself sensibly without the need for a separate firewall.

Each service has specific access control settings, and these default to not allowing external access (i.e. traffic
not from locally Ethernet connected devices). Y ou can also lock down access to a specific routing table, and
restrict the source | P addresses from which connections are accepted.

In the case of the web interface, you can also define trusted | P addresses which are given priority access to the
login page even if thereisadenia of service attack against the web interface. When using the FB6000 as an
LNSyou may be allowing accessto CQM graphslinked from control systemsasan | SP and so haveto havethe
web interface open to the world. Y ou should make use of the trusted I P settings to ensure you still have access
even if thereisadenial of service attack against the web interface. Y ou should also set up access restrictions
for users (see Section 4.1.4 for details).

12.2. Common settings
Most system service have common access control attributes as follows.
Tip

Y ou can verify whether the access control performs asintended using the diagnostic facility described
in Section 13.1
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Table 12.2. List of system services

Attribute Function

tabl e If specified, then the service only accepts reguests/connections on the specified
routing table. If not specified then the service works on any routing table. Where
the service is also a client then this specifies the routing table to use (default 0).

| ocal -only This normally defaults to t r ue, but not in all cases. If true then access is only
allowed from machines on IPs on the local subnet? This restriction even applies
if the address happensto beintheal | owlist.

al l ow If specified then thisis alist of ranges of 1P addresses and ip group names from
which connections are allowed. If specified as an empty list then no access is
allowed. If omitted then access is allowed from everywhere. Note that if | ocal -
onl y is specified, the alow list allows access from addresses that are not local,
if they areintheal | owlist.

| og The standard | og, | og- error, and| og- debug settings can be used to specified
levels of logging for the service.

@A locally-attached subnet is one which can be directly reached via one of the defined interfaces, i.e. is not accessed via a gateway, and
not via an interface which has been marked wan="1tr ue" .

Tip

Address ranges in al | ow can be entered using either <first address>-<last_address> syntax, or
using CIDR notation : <start address>/<prefix length>. If a range entered using the first syntax
can be expressed using CIDR notation, it will be automatically converted to that format when the

configurationissaved. Y ou can also use name(s) of defined |P address group(s), which are pre-defined
ranges of IPs.

12.3. HTTP Server configuration

The HTTP server's purpose is to serve the HTML and supporting files that implement the web-based user-
interface for the FB600O. It is not a general-purpose web server that can be used to serve user documents, and
so thereislittle to configure.

12.3.1. Access control

Access can berestricted using al | owand | ocal - onl y controls aswith any service. If this allows access, then
auser can try and login. However, access can also be restricted on a per user basis to |P addresses and using
profiles, which block the login even if the password is correct.

By default, the FB6000 will only alow access from local interfaces. Thisislocked down by thel ocal - onl y
setting defaulting to t r ue. If you change this, it will alow access from anywhere and you may want to set up
IP ranges or groups in the al | ow setting to control access.

Note that a subnet can be marked as wan to indicate that even though directly connected, it is not considered
local. Thisismainly for cases where the external interface is awide DHCP subnet spanning other users of the
same | SP, and so should not be considered local.

Additionally, access to the HTTP server can be completely restricted (to al clients) under the control of a
profile. This can be used, for example, to alow access only during certain time periods.

There are a number of security related headers with sensible defaults. These can be changed in the config. If
you wish to remove a header simply make it an empty string to override the default.

12.3.1.1. Trusted addresses

Trusted addresses are those from which additional access to certain functions is available. They are specified
by setting the t r ust ed attribute using address ranges or |P address group names. This trusted access allows
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visibility of graphs without the need for a password, and is mandatory for packet dump access. The trusted
access list also has priorty over | ocal - onl y and al | ow, i.e. if the source IP is in the trusted access list, it
isaways allowed.

12.3.2. HTTPS access

The FireBrick provides a means to access the control pages using HTTPS rather than HTTP. When you first
use a FireBrick, if you access using HTTPS to its |P address or ny. fi rebri ck. uk you will get a warning
about the certificate being self signed. Y ou can bypass the warning or use HTTP as you prefer, though HTTPS
(even with awarning) prevents passive snooping, so is preferable. Ideally you want to set up HTTPS properly
for your normal access to your FireBrick in the long term.

In most cases, al that is needed to manage HTTPS access it to ensure the FireBrick can be accessed via port
80 on apublic IP address using a proper public hosthame. Once you have done this, simply add the hosthame
totheacme- host nane field, and your email addressintheacme- t er ns- agr eed- enui | field, inthe system
config. Thiswill cause an automatic ACME certificate issue using Let's Encrypt, adding private key pairs for
the letsencrypt.org account and the domain and then adding the certificate and any intermediate certificates
for HTTPS to work.

Note

By putting your email addressin theacne-t er ms- agr eed- emai | field you are indicating that you
agreeto the terms and conditions of the Certificate Authority being used. This may include publishing
alist of certified domain names, and sending emails for changes of terms, etc.

ACME is an automated system for the issuing of X.509 certificates for HTTPS (and other) use. The FireBrick
can work as an ACME client to obtain certificates and is preset to use Let's Encrypt's free certificate issuing
service, and automatically renew certificates. Y ou can change settings to use an alternate ACME server if you
pefer though you may have to upload root certificates for the aternate CA. Contact support if you have any
issues. Renewal happens automatically, but you can lock down when this happens (e.g. time of day) by setting
anacne-profile.

Note

Y ou do not need to allow port 80 (HTTP) accessin your network, but you can lock down HTTP and
HTTPSaccessusingtheal | owandt r ust ed settingsasnormal. By default, during the ACME update
process, port 80 is alowed generally at a TCP level (bypassing the al | ow settings) but only for the
special URL for ACME validation and only for the few seconds needed to validate your device. This
means access to the config pages aways respectsthe al | owand t r ust ed settings at all times, even
if accepting TCP port 80 briefly for one specific ACME URL. This can be disabled, but may stop the
automatic certificate renewal process. In addition, if aprofileis set up asacontrol switch, and named
asf b- followed by the certificate authority, e.g. f b- | et sencrypt . or g thenthisprofileis activated
at the start of the validation phase, and deactivated at the end. This can be used (with care) to alow
specific firewall rules during certificate renewal.

Note

If youwishtoload your own private keys, and allow ACME renewal of certificates, you can do so. The
keys need to have anamein the same way asthe automatically generated keys, i.e. onefor the account
withthe CA, e.g. | et sencr ypt . or g and one matching the hostname for the certificate name. If such
keys exist then they are used instead of making new keys when requesting a certificate. At present
these must be RSA keys. If you do not load your own keys, the FireBrick makes keysinternally. You
can disable automatic key generation by setting acne- keygen false.

Note

The HTTPS server uses SNI to find the matching certificate against its common or subject alt name.
This must therefore exactly match the name used to access the FireBrick or be awildcard for the first
level and match the rest, as per normal HTTPS certificates. If no match isfound then HTTPS will not
work. By default, if no certificate can be found for HTTPS, one is created, self signed (which will
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give abrowser warning). This can beturned off in the web config settingsfor sel f - si gn. Self signed
certificates have limited life, are removed on reboot or expiry, and only asmall number areretained in
the certificate store at onetime. If no SNI isprovided, aself signed certificate matching the | P address
literal is used on the assumption that this is what was used with the ht t ps: // protocol. Obviously
the automated ACME process creates, and renews, a verified CA signed certificate with the correct
name, so is recommended. Once set up, you may wish to turn off self signed certificates, and possibly
even HTTP access altogether.

By default accessispermitted usngHTTPand HTTPS (directing to HTTPS if an ACME certificate hasbeen set
up), but you canlock downtoHTTPonly, HTTPSonly, or redirectionfromHTTPtoHTTPS. It isrecommended
that HTTPS is used for security reasons. FireBrick HTTPS works with all modern browsers (e.g. IE 10 and
above, chrome, firefox, safari). It uses TLS1.2 only with TLS1.3 planned when appropriate.

Tip

There are many things that could stop ACME working. The status page (config/certificates) shows
the progress of the process. Thereisaso al og- acne- debug setting to allow more detailed logging
of the process. It is recommended you set | og- acne to email you so that you are made aware of any
problems automatically renewing certificates.

12.4. Telnet Server configuration

The Telnet server allows standard telnet-protocol clients (available for most client platforms) to connect to
the FB6000 and access a command-line interface (CLI). The CLI is documented in Chapter 17 and in the
Appendix H.

12.4.1. Access control

Access control can be restricted in the same way as the HTTP (web) service, including per user access
restrictions.

Note

By default, the FB6000 will only allow telnet access from machines that are on one of the locally-
attached Ethernet subnets® This default is used since the CLI offers a degree of system control that
is not available via the web interface - for example, software images stored in the on-board Flash
memory can be deleted viathe CLI.

The example XML below shows the telnet service configured this way :-

<telnet allow="10.0.0.0/24 10.1.0.3-98 10.100.100. 88 10.99. 99. 0/ 24"
comrent ="t el net service access restricted by |IP address”
| ocal -only="fal se"/>

12.5. DNS configuration

The DNS service provides name resolution service to other tasks within the app software, and can act
as a relay for requests received from client machines. DNS typically means converting a name, like
www. firebrick. co. uk to oneor more P addresses, but it can also be used for rever se DNSfinding the name
of an IP address. DNS serviceis normally provided by your ISP.

The DNS service on the FB6000 simply relays requests to external DNS servers and caches replies. Y ou can
configure a list of external DNS servers using the r esol ver s attribute. However, DNS resolvers are also
learned automatically via various systems such as DHCP and PPPOE. In most cases you do not need to set
the resolvers.
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12.5.1. Blocking DNS names

You can configure names such that the FB6000 issues an NXDOMAIN response making it appear that the
domain does not exist. This can be done using awildcard, e.g. you could block *. xxx.

Tip
Y ou can also restrict responses to certain |P addresses on your LAN, making it that some devices get
different responses. Y ou can also control when responses are given using a profile, e.g. time of day.

12.5.2. Local DNS responses

Instead of blocking names, you can also make some names return pre-defined responses. Thisis usually only
used for special cases, and there is a default for my. fi rebri ck. uk which returns the FireBrick's own IP.
Faking DNS responses will not always work, and new security measures such as DNSSEC will mean these
faked responses will not be accepted.

Note

You can leave the IP unset, and this will return the FireBrick's own IP (as used for
ny. firebrick. uk), but thiscan also return an | P based on the request if thematch isfor a*. name
intheright format. For example192- 168- 0- 1. ny. fi rebri ck. uk returnsA record 192. 168. 0. 1.

12.5.3. Auto DHCP DNS

The FB6000 can also look for specific matching names and |P addresses for forward and reverse DNS that
match machines on your LAN. Thisis done by telling the FireBrick the donai n for your local network. Any
name that iswithin that domain which matches a client name of a DHCP allocation that the FireBrick has made
will return the | P address assigned by DHCP. Thisis applied in reverse for reverse DNS mapping an | P address
back to aname. Y ou can enable this using the aut o- dhcp attribute.

12.6. NTP configuration

TheNTP serviceautomatically setsthe FB6000's real -time-clock using timeinformation provided by aNetwork
Time Protocol (NTP) server. There are public NTP servers available for use on the Internet, and a factory reset
configuration does not specify an NTP server which means a default of nt p. fi rebrick.Itd. uk. You can
set your preferred NTP servers instead.

The NTP service alows the FireBrick to be set accurately and act as an NTP server to machines on your
network. By default it will not serve time to non local |P addresses, but will, of course, handle the expected
replies from the servers being use to set the FireBrick clock. The status pages show the NTP servers being used
and NTP system status.

Generally no config is heeded to set the clock and allow the FireBrick to be an NTP server. The config can be
used to change to other local time zones and "daylight saving" settingsif required.

12.7. SNMP configuration

The SNMP service allows other devices to query the FB6000 for management related information, using the
Simple Network Management Protocol (SNMP).

Aswith the HTTP server, access can berestricted to :-
* gspecific client P addresses, and/or

« clients connecting from locally-attached Ethernet subnets only.
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See Section 12.3.1 for details. The SNMP service defaults to allowing access from anywhere.
The remaining SNMP service configuration attributes are :-
* conmuni ty : specifies the SNMP community name, with a default of publ i c

e port : specifies the port number that the SNMP service listens on - this typically does not need setting, as
the default is the standard SNMP port (161).

12.8. RADIUS configuration
12.8.1. RADIUS server (platform RADIUS)

Chapter 16 provides details of how the platform RADIUS service can be used to steer incoming sessions from
acarrier for L2TP.

12.8.2. RADIUS client

RADIUSisused for authentication and accounting for incoming L2TP connections. Chapter 16 provides details
of how RADIUS is used for L2TP. Appendix F provides details of the specific AVPs used with RADIUS for
L2TP.

12.8.2.1. RADIUS client settings

The system settings for a RADIUS client allow multiple different client settings to be created by name. L2TP
uses RADIUS by default, and if not set then the first settings found are used. However, you can set a named
RADIUS client setting to be used for each L2TP server setting. This then looks for the named client setting
for accounting and/or authentication.

The corresponding RADIUS servers are queried for the authenti cation or account messages. Each client setting
can list multiple servers. Normally the first matching setting is used, and al of the listed servers considered.
However, if al of the serverslisted are currently blacklisted then the next matching named entry (i.e. with same
name) is considered, and its listed servers considered. Y ou can see the status of each RADIUS server in the
Status/RADIUS menu. This includes the average response time, and the last 64 responses (good/bad).

The set of servers being considered are put in order based on their previous responses. The least recently failed
to respond are listed first and then the fastest responding serverslisted first. Only the last 64 responses of each
server aretaken into account. Thefirst 5 servers are then considered for answering the RADIUS query. If fewer
than5 areavailable, thenthelist isrepeated. Thisgive 5 requestsinarow totry, evenif that isone server 5times.

Each server is then given a timeout. The timeout is normally based on the scale-timeout multiplied by the
average response time of that server. If thisis more than one fifth of the max-timeout then that is used instead.
The final (5th) server is given atimeout to extent to at least the min-timeout as total since the first request is
sent. This creates a sequence of requests to be sent to one or more RADIUS servers.

If, within the overall timeout, any of the servers respond then thisis accepted. If none respond then al record
atimeout.

To alow serversto recognise duplicate requests, each request in the sequence that is to the same server hasthe
same content and I1D. This allows the server to simply resend the previous reply if it was dropped.

In addition to these timeouts, it is al so possible to set a maximum queue for the set of servers. This limits how
many concurrent requests can be waiting.

Tip
If your RADIUS serversare struggling, then set the queue lower, e.g. 8. If theresponsetimeshavealot
of jitter then consider setting the scale-timeout higher (the defaultisonly 2, sotry 3, 4, etc). For Vol P,
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you will want avery fast server to respond to authentication used for call routing. For accounting you
may want to allow alonger scale and max timeout to ensure accounting requests are not lost.

12.8.2.2. Server blacklisting

For each request to a server, alog is made of whether there was a response or a timeout, and thisis recorded
and shown on the server status page. Thislogs the last 64 requests.

If all of thelast 64 requests have failed then the server is blacklisted. This stopsit being considered when there
are other serversto consider. If all are blacklisted then the blacklisted servers are used anyway.

However, it isquite possible for aserver to go away when there are no current RADIUS requests, or even come
back when not being used for current requests. To alow for this the FireBrick sends status-server requests to
the server periodically, and records the most recent 64 responses to these requests. This means a blacklisted
server will berecorded as usable again onceit starts answering such requests. It also meansaserver can become
blacklisted if a server stops responding to such requests without actually losing any real RADIUS requests.

If aserver has never answered a status-server request, it isassumed not to be enabled. We strongly recommend
enabling this feature on your RADIUS servers. If not enabled then servers are provided with a dummy good
response periodically to take them out of blacklisted status and allow then to be tried occasionally in case they
are now working again.
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Various network diagnostic tools are provided by the FB6000, accessible through either the web user interface
or theCLI :-

» Packet dump : low level diagnostics to for detailed examination of network traffic passing through the
FB6000

» Ping : standard ICMP echo request/reply ping mechanism

» Traceroute : classica traceroute procedure - ICMP echo request packets with increasing TTL values,
soliciting "TTL expired" responses from routers along the path

e Access check : check whether a specific IP address is alowed to access the various network services
described in Chapter 12

Each tool produces atextual result, and can be accessed viathe CLI, where the same result text will be shown.

Caution

The diagnostic tools provided are not a substitute for external penetration testing - they are intended
to aid understanding of FB6000 configuration, assist in development of your configuration, and for
diagnosing problems with the behaviour of the FB6000 itself.

13.1. Access check

For each network serviceimplemented by the FB6000 (see Chapter 12), thiscommand showswhether aspecific
IPaddresswill be ableto access or utilisethe service, based on any accessrestrictions configured on the service.

For example, the following shows some service configurations (expressed in XML ), and the access check result
when checking access for an external address, 1. 2. 3. 4 :-

<http | ocal -only="fal se"/>

Web control page access via http:-
This address is allowed access to web control pages subject to
user nane/ password being al | owed.

<tel net all ow="adm n-i ps"
| ocal -only="fal se"/ >

Tel net access: -
This address is not allowed access due to the allow list on tel net
servi ce.

(in this example, admi n- i ps isthe name of an IP address group that does not include 1. 2. 3. 4)

<dns | ocal -onl y="true"/>

DNS resol ver access: -
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‘Thi s address is not on a |ocal Ethernet subnet and so not allowed access.

13.2. Packet Dumping

TheFireBrick includesthe ability to capture packet dumpsfor diagnostic purposes. Thismight typically be used
where the behaviour of the FB6000 is hot as expected, and can help identify whether other devices are correctly
implementing network protocols - if they are, then you should be able to determine whether the FB6000 is
responding appropriately. The packet dumping facility may also be of use to you to debug traffic (and thus
specific network protocols) between two hosts that the brick is routing traffic between.

This feature is provided via the FB6000's HTTP server and provides a download of a pcap format file (old
format) suitable for use with t cpdunp or Wireshark.

A packet dump can be performed by either of these methods :-

* viatheuser interface, using aweb-page form to set up the dump - once the capture data has been downloaded
it can be analysed using t cpdunp or Wireshark

e using an HTTP client on another machine (typically acommand-line client utility such ascurl)
The output is streamed so that, when used with cur | and t cpdunp, you can monitor traffic in real time.

Limited filtering is provided by the FB6000, so you will normally apply any additional filtering you need via
t cpdunp.

13.2.1. Dump parameters
Table 13.1 lists the parameters you can specify to control what gets dumped. The "Parameter name" column

shows the exact parameter name to specify when constructing a URL to use with an HTTP client. The "Web-
form field" column shows the label of the equivalent field on the user interface form.

Table 13.1. Packet dump parameters

Parameter name Web-form field Function

interface Interface One or more interfaces, as
the name of the interface. eg.
interface=WAN, also applies for
name of PPPoE on an interface

12tp L2TP session Where L2TP is available, one
or more sessions, using the
full hex accounting ID, can
be specified, eg.
12tp=002132D94AE297DFF51E01
or you can use 12tp=* followed by a
calingline D - this setsup logging
for asession based on calling lineid
when it next connects.

snaplen Snaplen The maximum capture length for a
packet can be specified, in bytes.
Default 0 (auto). See notes below.

timeout Timeout The maximum capture time can be
specified in seconds. Default 10.

ip | P address (2-off) Up to two IPs can be specified to
filter packets
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self Include this TCP session By default any TCP traffic to
or from the IP and ports of the
TCP session used for the dump is
excluded. You can opt to include
it, but that is usualy a bad
idea for obvious reasons as you
may be dumping the packet dump
itself. Note that if dumping tunnel
wrappers and dumping via that
tunnel then the dump traffic is not
normally detected/excluded.

13.2.2. Security settings required

The following criteria must be met in order to use the packet dump facility :-
* You must be accessing from an IP listed as trusted in the HT TP service configuration (see Section 12.3).

e You must use auser and password for a"DEBUG level" user - the user level is set with thel evel attribute
ontheuser object.

Note

These security requirements are the most likely thing to cause your attempts to packet dump to fail. If
you are getting asimple "404" error response, and think you have specified the correct URL (if using
an HTTP client), please check security settings are as described here.

13.2.3. IP address matching

Y ou may optionally specify up to two | P address to be checked for amatch in packets on the interface(s) and/or
L2TP session(s) specified. If you do not specify any I P addresses, then all packets are returned. If you specify
one | P address then all packets containing that | P address (as source or destination) are returned. If you specify
two IP addresses then only those packets containing both addresses (each address being either as source or
destination) are returned.

IP matching is only performed against ARP, IPv4 or IPv6 headers and not in encapsulated packets or ICMP
payloads.

If capturing too much, some packets may be lost.

13.2.4. Packet types

The capture can collect different types of packets depending on where the capture is performed. All of these
are presented as Ethernet frames, with faked Ethernet headers where the packet type is not Ethernet.

Table 13.2. Packet typesthat can be captured

Type Notes

Ethernet Interface based capture contains the full Ethernet
frame with any VLAN tag removed.

IP IP only, currently not possible to capture at this level.
An Ethernet header is faked.

PPP PPP from the protocol word (HDL C header isignored

if present). An Ethernet header is faked and also a
PPPoE header. The PPPoE header has the session
PPPoE ID that istheloca end L2TP session ID.
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The faked protocol header has target MAC of 00:00:00:00:00:00 and source MAC of 00:00:00:00:00:01 for
received packets, and these reversed for sent packets.

13.2.5. Snaplen specification

The snapl en argument specifies the maximum length captured, but this applies at the protocol level. As such
PPP packets will have up to the snapl en from the PPP protocol bytes and then have fake PPPoE and Ethernet
headers added.

A snapl en value of 0 has special meaning - it causeslogging of just IP, TCP, UDP and ICMP headers aswell
as headersin ICMP error payloads. Thisis primarily to avoid logging data carried by these protocoals.

13.2.6. Using the web interface

The web form is accessed by selecting the "Packet dump" item under the "Diagnostics' main-menu item. Set
up the dump parameters with reference to Table 13.1 and click the "Dump" button. Y our browser will ask you
to save afile, which will take time to save as per the timeout requested.

13.2.7. Using an HTTP client

To perform a packet dump using an HTTP client, you first construct an appropriate URL that contains standard
HTTP URL form-style parameters from the list shown in Table 13.1. Then you retrieve the dump from the
FB6000 using atool suchascurl .

The URL is http://<FB6000 IP addr ess or DNS name>/ pcap?
par anmet er _nanme=val ue[ &par anet er _nane=val ue ...]

The URL may include as many parameter name and value pairs as you heed to completely specify the dump
parameters.

Packet capturing stops if the output stream (HTTP transfer) fails. Thisis useful if you are unable to determine
a suitable timeout period, and would like to run an ongoing capture which you stop manually. Thisis achieved
by specifying avery long duration, and then interrupting execution of the HTTP client using Ctrl+C or similar.

Only one capture can operate at atime. The HTTP accessfailsif no valid interfaces or sessionsetc. are specified
or if acaptureiscurrently running.

13.2.7.1. Example using curl and tcpdump

An example of asimple real-time dump and analysis run on a Linux box is shown below :-

curl --silent --no-buffer --user nane:pass
"http://1.2. 3.4/ pcap?i nterface=LAN&t i neout =300&snapl en=1500"
| /usr/sbin/tcpdump -r - -n -v

Note

Linebreaks are shown in the example for clarity only - they must not be entered on the command-line

In this example we have used username name and password pass to log in to a FireBrick on address 1.2.3.4
- obviously you would change the IP address (or host name) and credentials to something suitable for your
FB6000.

We have asked for adump of theinterface named LAN, with a5 minute timeout and capturing 1500 byte packets.
We have then fed the output in real time (hence specifying - - no- buf f er onthecur| command) tot cpdunp,
and asked it to take capture data from the standard input stream (viathe-r - options). We have additionally
asked for no DNS resolution (- n) and verbose output (- v).
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Consult the documentation provided with the client (e.g. Linux box) system for details on the extensive range
of t cpdunyp options - these can be used to filter the dump to better locate the packets you are interested in.
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Chapter 14. VRRP

The FB6000 supports VRRP (Virtual Router Redundancy Protocol), which is a system that provides routing
redundancy, by enabling more than one hardware device on a network to act as a gateway for routing traffic.
Hardware redundancy means VRRP can provide resilience in the event of device failure, by allowing abackup
device to automatically assume the role of actively routing traffic.

14.1. Virtual Routers

VRRP abstracts a group of routers using the concept of avirtual router, which hasavirtual IP address. The IP
addressisvirtual in the sensethat it is associated with more than one hardware device, and can 'move’ between
devices automatically.

Thevirtual 1P address normally differs from the real 1P address of any of the group members, but it can be the
real address of the master router if you prefer (e.g. if short of |P addresses).

Y ou can have multiple virtual routers on the same LAN at the sametime, so thereisaVirtual Router Identifier
(VRID) that is used to distinguish them. The default VRID used by the FB6000 is42. Y ou must set al devices
that are part of the same group (virtual router) to the same VRID, and this VRID must differ from that used
by any other virtual routers on the same LAN. Typically you would only have one virtual router on any given
LAN, so the default of 42 does not normally need changing.

Note

Y ou can use the same VRID on different VLANswithout a clash in any way in the FB6000, however
you may find some switches and some operating systems do not work well and get confused about the
same MAC appearing on different interfacesand VLANS. Assuch it isgenerally agood ideato avoid
doing this unless you are sure your network will cope. i.e. use different VRIDs on different VLANS.

At any one time, one physical device isthe master and is handling all the traffic sent to the virtual 1P address.
If the master fails, a backup takes over, and this process is transparent to other devices, which do not need to
be aware of the change.

The members of the group communicate with each other using multicast | P packets.

The transparency to device failure is implemented by having group members all capable of receiving traffic
addressed to the same single MAC address. A special MAC addressis used, 00- 00- 5E- 00- 01- XX, where XX
isthe VRID or VRRPv2, and 00- 00- 5E- 00- 02- XX for VRRPV3.

The master device will reply with this MAC address when an ARP request is sent for the virtua router's IP
address.

Since the MAC address associated with the virtua |P address does not change, ARP cache entries in other
devicesremain valid throughout the master / backup switch-over, and other devices are not even aware that the
switch has happened, apart from a short 'black-hol€e' period until the backup starts routing.

When there is a switch-over, the VRRP packets that are multicast are sent from this special MAC, so

network switches will automatically modify internal MAC forwarding tables, and start switching traffic to the
appropriate physical ports for the physical router that is taking up the active routing role.

Note

Y ou can disable the use of the special MAC if you wish, and use anormal FireBrick MAC. However,
this can lead to problemsin some cases.
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14.2. Configuring VRRP

VRRP operates within a layer 2 broadcast domain, so VRRP configuration on the FB6000 comes under the
scope of ani nt er f ace definition. As such, to set-up your FB6000 to participate in a Virtual Router group,
you need to create avr r p object, as a child object of thei nt er f ace that isin the layer 2 domain where the
VRRP operates.

14.2.1. Advertisement Interval

A master indicates that it still ‘alive’ by periodically sending an advertisement multicast packet to the group
members. A failure to receive amulticast packet from the master router for a period longer than three timesthe
advertisement interval timer causes the backup routers to assume that the master router is down.

Theinterval is specified in multiples of 10ms, so avalue of 100 represents one second. The default value, if not
specified, is one second. If you set lower than one second then VRRP3 is used by default (see below). VRRP2
only does whole seconds, and must have the sasme interval for all devices. VRRP3 can have different intervals
on different devices, but typically you would set them all the same.

The shorter the advertisement interval, the shorter the 'black hole' period, but there will be more (multicast)
traffic in the network.

Note

For IPv6 VRRP3 is used by default, whereas for IPv4 VRRP2 is used by default. Devices have to
be using the same version. IPv4 and |Pv6 can co-exist with one using VRRP2 and the other VRRP3.
Setting the same config (apart from priority) on all devices ensures they have the same version.

14.2.2. Priority

Each device is assigned a priority, which determines which device becomes the master, and which devices
remain as backups. The (working) device with the highest priority becomes the master.

If using thereal IP of the master, then the master should have priority 255. Otherwise pick priorities from 1 to
254. It isusually sensible to space these out, e.g. using 100 and 200.

A VRRP setting can have a profile. Unlike most profiles, if the profileis off then VRRP continues to work, but
works with apriority forced to alow priority (usually 1, but can be configured). This means the VRRP will be
backup but this depends on the setting for low-priority and what priority other devices are set to.

14.3. Using a virtual router

A virtual router is used by another device simply by specifying the virtual-router's virtual |P address as the
gateway in aroute, rather than using arouter'sreal | P address. From an | P point-of-view, the upstream deviceis
completely unaware that the | P addressis associated with a group of physical devices, and will forward traffic
to the virtual |P address as required, exactly as it would with asingle physical gateway.

14.4. VRRP versions
14.4.1. VRRP version 2

VRRP version 2 works with 1Pv4 addresses only (i.e. does not support 1Pv6) and whole second advertisement
intervals only. The normal interval is one second - since the timeout is three times that, this means the fastest a
backup can take over isjust over 3 seconds. Y ou should configure all devicesin aVRRP group with the same
settings (apart from their priority).
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14.4.2. VRRP version 3

VRRP version 3worksin much the sameway, but allowsthe advertisement interval to be any multiple of 10ms
(1/100th of asecond). The default interval is still 1 second, but it can now be set much faster - so athough the
timeout is il 3 times the interval, this means the backup could take over in aslittle as 30ms.

VRRP3 also works with IPv6. Whilst IPv4 and IPv6 VRRP are completely independent, you can configure
both at oncein asinglevr r p object by listing one or more 1Pv4 addresses and one or more IPv6 addresses.

VRRP3 is used by default for any |Pv6 addresses or where an interval of below one second is selected. It can
also be specificaly set in the config by setting the attribute ver si on3 to the value "t r ue" .

Caution
If you have devices that are meant to work together as VRRP but oneisversion 2 and oneisversion 3

then they will typically not see each other and both become master. The FB6000's VRRP Status page
showsif VRRP2 or VRRP3 isin use, and whether the FireBrick is master or not.

14.5. Compatibility

VRRP2 and VRRP3 are standard protocols and so the FB6000 can work alongside other devices that support
VRRP2 or VRRP3.

Note that the FB6000 has non-standard support for some specific packets sent to the VRRP virtual addresses.
Thisincludes answering pings (configurable) and handling DNStraffic. Other VRRP devices may not operate
in the same way and so may not work in the same way if they take over from the FireBrick.
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Chapter 15. BGP
15.1. What is BGP?

BGP (Border Gateway Protocol) isthe protocol used between | SPs to advise peers of routes that are available.
Each ISP tellsits peers the routes it can see, being the routes it knows itself and those that it has been advised
by other peers.

In an ideal world everyone would tell everyone else the routes they can see; there would be almost no
configuration needed; all packets would find the best route accross the Internet automatically. To some extent
thisis what happens between major transit providersin the Internet backbone.

In practice things are not that simple and you will have some specific rel ationships with peers when using BGP.
For most people there will be transit providers with which you peer. Y ou can receive a full table from each
transit provider, containing routes to everywhere in the Internet via that provider. The FB6000 can then decide
which provider has the best route to any destination. Y ou can advise the transit provider of your own routes
for your own network so that they can route to you, and they tell their peersthat they can route to you via that
provider. Thisonly worksif you have | P address space of your own that you can announce to the world - unless
you are an | SP then thisis not commonly the case.

Even though 1Pv4 address space has already run out, it is possible to obtain IPv6 Pl address space and an AS
number to announce your own | Pv6 addresses to multiple providers for extraresilience.

You can use BGP purely as an internal routing protocol to ensure parts of your network know how to route to
other parts of your network, and can dynamically reroute via other links when necessary.

In most cases, unless you are an | SP of some sort, you are not likely to need BGP.

15.2. BGP Setup
15.2.1. Overview

The FB6000 series router provides BGP routing capabilities. The aim of the design is to make configuration
simple for asmall ISP or corporate BGP user - defining key types of BGP peer with pre-set rules to minimise
mistakes.

Caution

Misconfiguring BGP can have a serious impact on the Internet as awhole. In most cases your transit
providerswill have necessary filtering in placeto protect from mistakes, but that is not alwaysthe case.
If you are an ISP and connect to peering points you can cause havoc locally, or even internationally,
by misconfiguring your BGP. Take care and get professional advice if you are unsure.

Note

The FireBrick has some defaults and specific types of peer that set some of these defaults. These are
designed so that beginners do not make the more obvious mistakes with BGP and can be a good way
of working. However, if you are already familiar with BGP you may wish to set all peersto type peer
and define your own community tags and filters rather than using the defaults provided by FireBrick
peer types.

15.2.2. Standards

The key features supported are:-

» Simple pre-set configurations for typical 1SP/corporate setup
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» RFCA4271 Standard BGP capable of handling multiple full internet routing tables
» RFCA4893 32 bit AS number handling

» RFC2858 Multi protocol handling of 1Pv6

» RFC1997 Community tagging, with in-built support for well-known communities
» RFC2385 TCP MD5 protection

e RFC2796 Route reflector peers

* RFC3392 Capabilities negotiation

» RFC3065 Confederation peers

» RFC5082 TTL Security

» Multiple independent routing tables allowing independent BGP operations

e Multiple AS operation

15.2.3. Simple example setup

A typical installation may have transit connections from which a complete internet routing table is received,
peers which provide their own routes only, internal peers making an IBGP mesh, customers to which transit
is provided and customer routes may be accepted. To make this setup simple the <peer> definition contains a
type attribute. This allows simple BGP configuration such as:-

<bgp as="12345">
<peer as="666" name="transitl" type="transit" ip="1.2. 3.4"
<peer as="777" name="transit2" type="transit" ip="2.3.4.5
<peer type="internal" ip="5.6.7.8"/\>

</ bgp>

/>
2.3.4.6"/\>

This example hastwo transit providers, the second of which is actually two peer IP addresses, and one internal
connection. Note that the peer ASis optional and unnecessary on internal type asit has to match ours.

The exact elements that apply are defined in the XML/XSD documentation for your software release.

15.2.4. Peer type

The type attribute controls some of the behaviour of the session and some of the default settings as follows.

Table 15.1. Peer types

Type Meaning
normal Normal mode, no special treatment. Follows normal BGP rules.
transit Used when talking to a transit provider, or a peer that provides more than just their own

routes. Peers only with different AS. The community no-export is added to imported routes
unless explicitly de-tagged

peer Used when talking to a peer providing only their own routes. Peers only with different AS.
The community no-export is added to imported routes unless explicitly de-tagged allow-
only-their-as defaults to true

customer Used when talking to a customer's routers, expecting transit feed and providing their
own routes Peers only with different AS allow-only-their-as defaults to true allow-export
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defaults to true The community no-export is added to exported routes unless explicitly de-

tagged
internal For IBGP links. Peers only with same AS allow-own-as defaults to true
reflector For IBGP links that are a route-reflector. Route reflector rules apply Peers only with same

AS allow-own-as defaults to true

confederate For EBGPthat ispart of aconfederation. Confederation rulesapply Peersonly with different
AS

iXp Must be EBGP, and sets default of no-fib and not add-own-as. Routes from this peer are
marked as | XP routes which affects filtering on route announcements. Only announced on
EBGP not IBGP.

15.2.5. Route filtering

Each peer has a set of import and export rules which are applied to routes that are imported or exported from
the peer. There are a'so named bgp-filter which can be used as import-filters or export-filters.

The objectsimport and export work in exactly the same way, checking the routesimported or exported against a
set of rulesand then possibly making changesto the attributes of the routes or even choosing to discard theroute.

Each of these objects contain:-

» Cosmetic attributes such as name, comment, and source.

» Route matching attributes allowing specific routes to be selected
 Action attributes defining changes to the route

« A continuation attribute stop defining if the matching stops at thisrule (default) or continuesto check further
rules

Therulesare considered in order. Thefirst rule to match all of the matching attributesis used. If no rules match
then the default actions from the import/export object are used.

In addition, the top level import/export has a prefix list. If present then thiswill limit the prefixes processed at
atop level, dropping any that do not match the list without even considering the rules.

15.2.5.1. Matching attributes

The actual attributes are listed in the XML/XSD documentation for the software version. The main ones are:-
* A list of prefixesfilters defining which prefixes to match
* Itisaso possible to match by checking presence or absense of specific community tags.

* Itisalso possible to match by checking presence of specific ASin the AS-Path, or check the last ASin the
path (originator).

Y ou can have arulewith no matching attribute which will alwaysbe applied, but thisisgenerally pointlessasno
later ruleswill be considered. If you want to define defaults then set them in the top level import/export object.

15.2.5.2. Action attributes
The actual attributes are listed in the XML/XSD documentation for the software version. The main ones are:-
» Adding specific community tags

* Removing specific community tags, including defaults added by the peer type.
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Dropping the route completely

Changing the MED

Changing the local pref

Padding the ASlist

The logic works by creating a set of actions that are applied, and these are based on top level settingsin the
peer (such as set-med) followed by the list of import or export named filters from which one matching action
is picked, and then followed by the peersindivdiual import and export rules from which one mathcing action
is picked. The matching action causes each of the settings that are present to replace what is currently picked.
E.g.if aMED isset inthetop level and a named rule set the named rules set replaces the top level setting.

Important note - adding or removing community tags does not compound. For each setting (e.g. tag, untag,
med and local pref and any added in future) the latest that was found after checking top level peer settings, the
ordered list of filters, and then the local filters, is what applies. Multiple tag do not cause al the tags to be
added, just the latest listed tags in the action. There are plans to improve thisin the future to work step by step
and even alow MED and localpref adjustments to compound.

Y ou can have arule with no action attributes. If matched then this means none of the actions are taken and
communities, localpref, MED, etc., are all unchanged.

15.2.6. Well known community tags
Specific well known communities are supported natively. Some of these are set automatically based on peer
type and can be explicitly removed using the detag action. These rules are automatically checked for exporting

routes unless overridden on the peer attributes.

Table 15.2. Communities

Community |Name M eaning

FFFFFFO1 no-export Therouteis not announced on any EBGP session (other than confederation or
where allow-export is set).

FFFFFFO2 no-advertise | The route is not considered part of BGP. Whilst it is applied and used for
routing internally it is not announced at all or considered to have been received
for the purposes of BGP.

FFFFFFO3 local-as Theroute is only advertised on IBGP (same AS) sessions.
FFFFFFO4 no-peer Thistag is passed on to peers but does not have any special meaning internally

15.2.7. Announcing black hole routes

The FireBrick allows black hole routes to be defined using the the blackhol e object. Routing for such addresses
issimply dropped with no ICMP error. Such routes can be marked for BGP announcement just like any other
routes.

It is also possible for L2TP announced routes to be marked as black hole routes using the D filter. If L2TPis
marked to BGP announce such routes they are set to be bgp="true" rathed than the bgp setting defined.

In order to ensure that your internal BGP network sees such routes as a black hole, and not ssimply as a route
to the router than has the black hole defined (where the packets will be dropped), you can ensure all black hole
routes are announced using a suitable community tag. In many cases an EBGP peer will even alow you to
announce black hole routes to them with a suitable community tag.

The top level bgp object includes a blackhole-community attribute which can be set to a tag that is used to
mark routes as a black hole within your network. Any route received on a BGP peer within that config object
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which includes the specified community is treated as a black hole route. It isinstalled in the BGP routes and
propagated as normal but it isinternally set as forwarding to nowhere and packets dropped as a black hole.

Each peer object also has a blackhole-community tag. If set then this is added to any black hole routes
announced. If not set, then black holeroutesare not sent on EBGPlinks. On IBGPIinks, if not set, the blackhole-
community from the parent bgp is added if present. Black hole routes are always announced on IBGP (subject
to normal rules for announcement).

To use this, define a suitable blackhole-community for your network, such as YourAS;666 and set in all bgp
objects. For all EBGP peers, set the peer object blackhole-community attribute with the tag they expect for
black hole routes.

It is unlikely you would want to announce a black hole route to an EBGP peer without an agreed tag as you
will be drawing traffic from them only to be discarded. If you want to do this, you have to specify ablackhole-
community to add, but this could simply be your own community tag for black holes.

15.2.8. Grey holes

Sometimes you may want to inject a blackhole route into your network, but not actually blackhole within your
network, simply ensuring that the routes propagete via BGP until edge routers where they are announced to
transit/peering as blackhole community tagged routes (as above).

For this reason, blackhole route objects can be tagged no-fib which creates the routing in the routing table but
does not impact packet forwarding. By defining a greyhole-community on your bgp settings, this will be used
for IBGP to pass the route around as a blackhol e route but with no-fib set.

This is useful where injecting a black hole is needed, but you want to ensure internal routing to externally
blackholed routes.

15.2.9. Announcing dead end routes

Thetop level bgp object includes a dead-end-community attribute which can be set to atag that is used to mark
routes as a dead end within your network. Any route received on a BGP peer within that config object which
includes the specified community istreated asadead end route. It isinstalled in the BGP routes and propagated
as normal but it isinternaly set as forwarding to nowhere and icmp errors generated (rate limited as usual).
Any route installed as network are announced with this community. Note, this is not set automatically on a
nowhere route, allowing a route to be announced to get to this FireBrick to be propagated via IBGP.

The effect of this is that your network can include one (or more) source of top level network routes which,
within your network, are installed as dead ends at each point. Without this these would be announced to your
internal network so traffic is sent to the originating router and it has to handle al dead end traffic. Using this
system you can ensure dead end traffic is handled at your borders instead.

15.2.10. Bad optional path attributes

The BGP specification is clear that receipt of a path attribute that we understand but is in some way wrong
should cause the BGP session to be shut down. This has a problem if the attribute is one that is not known to
intermediate routersin the internet which means a bad content is propagated to multiple routers on the internet
and they will drop their session. This can cause a mgjor problem in the internet.

To work around this ignore-bad-optional-partial is set to true, by default. The effect isthat if a path attribute
we understand iswrong, and it is optional, and the router that sent it to us did not understand or check it (partial
bit is set), we ignore the specific route rather than dropping the whole BGP session.

15.2.11. <network> element

The network element defines a prefix that is to be announced by BGP by default, and tagged with any dead-
end-community, but otherwise treated the same as a nowhere route.
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Table 15.3. Network attributes

Attribute Meaning

ip One or more prefixes to be announced

as-path Optional AS pathto be used asif we had received this prefix from another ASwith this path

local pref Applicable localpref to announce

bgp The bgp mode, one of the well known community tags or true (the default) which is
announced by BGP with no extratags

15.2.12. <route>, <subnet> and other elements

Subnet and route elements used for normal set-up of internal routing can be announced by BGP using the bgp
attribute with the same values as the well known community tags, or with true meaning simply announce with
no tags, and fal se meaning the same as no-advertise.

Many other objects in the configuration which can cause routes to be inserted have a bgp attribute which can
be set to control whether the routes are announced, or not.

15.2.13. Route feasibility testing

The FB6000 has an aggressive route feasibility test that confirms not only routability of each next-hop but also
that it isanswering ARP/ND requests. Whenever anext-hop isinfeasible then all routes using that next-hop are
removed. When it becomes feasible the routes are re-applied. This goes beyond the normal BGP specification
and minimises any risk of announcing a black hole route.

Note

There is an option relating to imported routes r educe- r ecur si on which, when set, changes any
received next hop to the peer address unlessthe next hop relatesto alocally connected Ethernet subnet.
This helps reduce the recursion involved, and is important in some cases for route reflectors if they
pass recursive routes on to routers that do not handle BGP recursive routes properly (such as BIRD).

15.2.14. Diagnostics

Theweb control pages have diagnostics allowing routing to be shown, either for aspecific target I P (finding the
most specific route which applies), or for aspecified prefix. Thisliststhe routesthat exist in order, and indicates
if they are suppressed (e.g. route feasibility has removed the route). There are command line operationsto show
routing as well.

It is also possible to confirm what routes are imported from or exported to any peer.
The diagnostics also alow ping and traceroute which can be useful to confirm correct routing.

Routes that are rejected during import (either due to hitting the max prefix limit or due to configured filtering)
are logged to the debug target on the corresponding peer.

15.2.15. Router startup and shutdown

On router shutdown/reboot (e.g. for software |oad) all established BGP sessions are closed cleanly. Before the
sessions are closed all outgoing routes are announced with a lower priority (high MED, low localpref, prefix
stuffed) and then a delay allows these to propagate. This is a configurable option per peer and the maximum
delay of all active peersis used as the delay. Setting to zero will not do the low priority announcement. A
special case of setting this delay to anegative value on a peer causes routes to be specifically withdrawn before
the delay rather than announced low priority.
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On startup, each peer can be configured with a startup delay which will stop BGP announcments being sent
within a period of a reboot. This allows a FireBrick to connect BGP sessions and receive routes before
announcing routes to peers. This allows a cleaner startup when used as a pair of BGP routers.

15.2.16. TTL security

The FireBrick supports RFC5082 standard TTL security. Simply setting ttl-security="1" on the peer settings
causes all of the BGP control packets to have a TTL of 255 and expects all received packets to be TTL 255
aswell.

Y ou can configure multiple hops as well, setting ttl-security="2" for example still sends TTL 255 but accepts
254 or 255. Thisworks up to 127.

You can also configure a non standard forced TTL mode by setting a negative TTL security (-1 to -128)
which forces a specific TTL on sending packets but does not check received packets. For example, setting ttl-
security="-1" causes a TTL of 1 on outgoing packets. This simulates the behaviour of some other routersin
IBGP mode. Using -2, -3, etc, will simulate the behaviour of such routers in EBGP multi-hop mode. Thisis
non standard as RFCs recommend a much higher TTL and BGP does not require TTLs to be set differently.

Without ttl-security set (or set to 0) the RFC recommended default TTL us used on all sent packets and not
checked on received packets.




Chapter 16. Internet Service Providers

The FireBrick can be used by Internet Service Providers (ISPs) to provide Internet connectivity by acting as
a gateway between a carrier network (e.g. Broadband or mobile carrier) and the Internet. This chapter covers
the ISP use of aFireBrick including L2TP, and PPPoE.

L2TP can also be used on a smaller scale to create point to point tunnels.

16.1. Background
16.1.1. How it all began

Once upon atime end users would use a computer and a modem to dia a provider. The provider would have
amodem connected to a server and this would allow simple text access to a computer system. This was then
used to provide bulletin boards.

This moved on, and providers started to allow direct Internet Protocol (IP) access to end users. The modem
would connect and the computer would authenticate and pass | P packets using protocols such as SLIP and PPP.
This allowed the computer to authenticate and be allocated an | P address.

16.1.2. Point to Point Protocol

Point to Point Protocol (PPP) worked well and is still in use today in broadband access networks. The modem
at the provider would connect to the provider's network and the Internet. Typically there would be one device,
an Access Concentrator which connected |P on one side and modems on the other. The IPs would be fixed
for each modem (so dynamic for the end user as depends which port they hit) and routing could be static to
each Access Concentrator.

PPP is quite asimple protocol that allows packets to be marked with their type, but it also provides negotiation
protocols for Link Control (LCP), authentication (CHAP and PAP), and IP level negotiations (IPCP and
IPV6CP). Once negotiation is complete then | P packets can be passed using PPP.

As networks became more complex a separation of the Access Concentrator into a L2TP Access Concentrator
(LAC) which has the modems, and the L2TP Network Server (LNS) was sensible. The LAC accepted the call
on the modem and established aLayer 2 Tunnelling Protocol (L2TP) connection to the LNS. Thisallowed PPP
to be passed from the end user computer to the LNS. The LNS is responsible for the PPP negotiations and
passing | P packets to and from the Internet.

16.1.3. L2TP

L2TP provides a simple means for PPP packets to be passed over an IP network. It uses a small header and
UDP to pass packets between the LAC and LNS.

Sometimes it became sensible for the LAC to decide to which LNS it should connect by some means. A
good example iswhere a carrier with LACswill route connections to wholesale customers LNSs. Thiswould
allow | SPs to make use of providers that have modems. Thisis actually the way it works on broadband access
networks. For example, BT, O2, and TalkTak have LACs in their network which pass L2TP to their ISP
customers.

To achieve this, the LAC does some of the initial PPP negotiations. It handles the LCP and starts the
authentication. It then establishes the L 2TP connection passing these proxy details on to the LNS. The choice
of LNSisdone using the username, which iswhy it hasto start the authentication. Typically arealmisincluded
in the user name, using an @ and a string at the end of the username to steer the connection to the right LNS.
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16.1.4. Broadband

In atypical broadband network we don't have dialup modemsin the same sense. The modems are jumpered to
the phone line at the exchange and are part of an Access Node, usually called aDSLAM or MSAN. Thisthen
passes PPP packets on to a Remote Access Server, usually called aBRAS. Thelink from DSLAM to BRAS is
typically PPPoE. The BRAS acts asthe LAC and connectsto an ISPSLNSs.

PPPOoE is PPP over Ethernet. Some access hetworks use DSL to carry PPP packets directly (PPPoA), and some
use the ADSL as an Ethernet Bridge (PPPoE). There are access networks which provide Ethernet by some
means to the end user equi pment which then communicates via PPPOE to the BRAS. All of these work in much
the same way at the BRAS as it sees PPPOE connections.

Typically theBRAS providestheinitial proxy negotiation and then establishesan L 2T P connection, after which
itisnolonger involved in any negotiation, but just passes on PPP packets each way.

16.1.5. RADIUS

Remote AccessDia Up Server isasystem that all owsthe authenti cation decisionsand all ocation of | P addresses
to be passed on to separate serversrather than being configured into the various equipment. RADIUS uses UDP
to send arequest to a server and send areply back.

RADIUS s used within carrier networks so that the BRA S can check to whereit isto send an L2TP connection.
The RADIUS response can contain the tunnel details it needs, including the authentication within L2TP.

RADIUS is aso used between a carrier and an ISP. The carrier will send a RADIUS request to the | SP asking
the ISP for details of the LNS to which the connection is to be sent. This alows the ISP to steer sessions as
they need.

Once the LNS gets the L2TP connection, RADIUS is used to obtain the |P address details to be assigned to
the specific connection.

RADIUS is also used for accounting, to provide details of connections in progress and volumes of data
transferred.

Appendix F provides details of the specific AVPs used with RADIUS for L2TP.

16.1.6. BGP

Once a connection is made to an LNS, the end user is assigned IP addresses. Obvioudly there is a need to
ensure that the IP addresses are routed within the SPs network to the correct LNS. OSPF and BGP are the
main routing protocols used for this (though, back in dialup days, RIP and RIP2 were often used, and were a
bit slow). OSPF is not ideal for this as it means the whole OSPF network tracking every connection of every
user. The FireBrick supports use of BGP to announce connected | P addressesinto an I SPsinternal network as
connections are made viaL2TP.

16.2. Incoming L2TP connections

To alow aconnection to the FireBrick you have to decide on ahost nane. Thisisnot aDNS hostname and is
more like alogin or username. It can be anything you like. Y ou can pre-agree with your carrier the hostname
they will use and the I P address of your LNS. When the connection arrives the protocol includes the hostname
and asecr et (i.e. apassword. The hostname allows the FireBrick to check which connection details apply).
The secret is used so that the FireBrick can confirm its identity, at present it is not checked on incoming
connections by the FireBrick. Y ou should use al | owor other means to ensure connections are valid if needed.

The FireBrick can be configured with many hostnames, which would typically be used for different carriers
to connect. You can aso use the hostname to separate different types of connection - for example, in the UK,
BT have 20CN IPStream, and 21CN WBC connections which typically need separate monitoring and traffic
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shaping. You could even use the hostname to separate different grades of service, or, if the ISP is providing
wholesale connections, for different ISP customers.

Theincoming connection configuration includesthe password, the RADIUS serversto useto validate the users,
and various defaults that apply to the PPP connections. Most of these defaults can be set by the RADIUS server
aswell, but it can be useful to make the RADIUS configuration simple by the use of defaultsin the FireBrick
config.

Taking one step back, the choice of LNS and hostname that the carrier uses when sending the connection to
the ISP can either be pre-configured, or more usefully it can be based on a RADIUS request (sometimes called
platform RADIUS). This alows the ISP to decide on a per-connection basis the tunnel endpoint details and
steer sessions. The FireBrick can act as a platform RADIUS server, answering all queries to steer sessions to
the correct LNS and hostname.

16.3. The importance of CQM graphs

The FireBrick has Constant Quality Monitoring. When used with the FireBrick acting as an LNS the CQM
graphs play an important role.

Per connection monitoring. Each connection is assigned a CQM graph name. Thisis normally set based on the
circuit ID passed by the carrier, or if not present, the username used. A long graph name (over 20 characters) is
reduced to a hash. The name can also be set by RADIUS response (Chargeable User Identity attribute). Each
graph shows the send and receive throughput for each 100 seconds. The graph also shows the loss and latency
with minimum, average, and maximum per 100 seconds. Thisis based on an LCP echo sent every second on
every connection. The interval can be configured to be lower if you wish (either in the config or by RADIUS).

The per connection graphs also have a downlink speed setting. Thisis set based on the connection speed from
L2TP connection. This can also be set in the RADIUS response. Thislimitsthe speed of traffic to theline. This
is usually done so that the LNSisin control of the speed of the line as the FireBrick will drop larger packets
before smaller packets, which helps Vol P and many other protocols work well even on a full link. The speed
control can aso be used to provide slower services.

In addition to the per-connection graphs, there is also an aggregate graph based on the incoming L2TP
connection settings - e.g. typically for a whole carrier. This tracks the overall throughput for al of the lines.
Thisis useful simply for reporting and tracking, but the aggregate graph can also have a speed setting. This
allowsrate limiting to meet commit levelswith carriers, which can be very important where, for example, there
is 100th percentile billing.

This aso allows a damping setting to be used. Where the aggregate is hitting the limit, al lines within that
aggregate are reduced in their shaper settings by a percentage to damp the overall throughput. The continued
hitting of the aggregate increases the percentage level. Individua lines can be tagged high or low priority by
RADIUS which affects the level of damping applied, and so allows three grades of service when an aggregate
link isfull. At each stage, aggregate and per line, the shaping still drops larger packets first making for avery
effective way to manage overall traffic levels.

Itisalso possibleto set athird level of aggregation, where each connection can be placed in agroup which is,
itself, another CQM graph. This can be useful for tracking and shaping at a per wholesale customer or customer
grouping in some way.

16.4. Authentication

Normally an incoming connection uses RADIUS to obtain details of the IP addresses to use. It is also possible
for RADIUS to provide relay tunnel endpoint details to pass the connection on to another LNS.

In addition to RADIUS based authentication it is also possible to pre-set local authentication details based on
circuit ID and/or username and password. This bypasses RADIUS, and can be used to handle individual lines
or patterns of login - e.g. use of a @ eal mto steer to another LNS for a wholesale customer.
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In an ISP scenario thisis typically used for special cases, test lines, etc. The main use of this feature is for a
corporate LNS handling direct point to point tunnels, e.g. from other offices or roaming users.

16.5. Accounting

RADIUS can also be used for accounting. ThisinvolvesaRADIUS message at start and end of each connection,
and also interim accounting updates.

Interim accounting is done on a snapshot basis. Normally this is hourly. On the hour, within a second, the
details are recorded and then sent by RADIUS. The RADIUS updates may take many minutes to be sent and
confirmed by aRADIUS server, but the timestamp on the messagesis the hourly snapshot. Thisisuseful where
an ISP is charging differently at different times of day.

I nterim updates can al so be sent based on reaching apre-set time or datausagelevel defined inthe authentication
RADIUS response.

16.6. RADIUS Control messages

The FireBrick also supports RADIUS control messages. These can be used to disconnect a connection, or to
update the details of the connection including line speed, time or data limits, and routing (apart from the PPP
endpoint and DNS).

The update can aso include change of routing table. This can be useful to move an active connection into a
walled garden and back without ever dropping the PPP connection itself. This can be useful for credit control
systems.

16.7. PPPOE

In addition to working as a conventional LNS, the FireBrick can also be configured to operate as a PPPoE
endpoint as a BRAS. The PPPoE connections appear as if they have arrived via L2TP, so can have local 1P
termination or be relayed via L2TP to another LNS. See the section Section 10.4 for more details.

16.8. Typical configuration

The FB600O is very flexible, but atypical configuration for L2TP as an ISP connected to a carrier generaly
follows a standard setup. Some carriers need specific extra settings, and the FireBrick support team can provide
examplesif you require.

16.8.1. Interlink subnet

A carrier will normally have an interlink - this could be a dedicated port on the FB6000 or aVLAN perhapsvia
asuitable switch. In any casethisisani nt er f ace in the configuration. Some carriers use a/30 IPv4 interlink
per LNS, and some use alarger subnet covering several LNSs.

16.8.2. BGP with carrier

Thisinterlink isusually used solely for the purpose of aBGP link to the carrier, and all other IPsused by the ISP
or carrier are announced via that BGP connection. Y ou may want to configure filters on the BGP connection
to limit the prefixes accepted from the carrier or announced to the carrier.

An dternative approach isto configure the interlink interface on a separate routing table. The FB6000 can have
separate routing tables which act as completely separate internets. Using a separate table means you do not
have to worry about what prefixes are announced on the BGP link as they will only apply to that routing table.
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Whilst we would recommend using a BGP connection like this, if the carrier does not handle BGP then you
will need static routes. Using a separate routing table can make this much simpler asyou can set a default route
to the carrier gateway on the interlink subnet.

If using a separate routing table, you have to take care to correctly configure the routing table on the interface,
BGP, RADIUS, L2TP and loopback configuration elements.

16.8.3. RADIUS session steering

We recommend using RADIUS session steering with the carrier, if they support it. Session steering means
that the carrier sends a RADIUS request to the I SP before connecting each session by L2TP. The reply steers
the connection to a specific LNS. The connection details include the target (1P address) which will be one of
the FireBrick's address, and a pre-agreed hostname which identifies the tunnel level connection, along with a
secret to authentication the connection. Obvioudly these details have to match what the FireBrick is expecting
inits L2TP configuration. Session steering givesalot of control to the ISP, and isideal if you operate bonding
connections where multiple links need to use the same LNS.

The carrier will typically expect you to have two RADIUS endpoints to which they can send requests. One
for master and one for backup. Whilst the FB6000 will answer RADIUS on any of its | P addresses, we know
some carriers have issues using the interlink 1P addresses. We recommend you create two additional |oopback
addresses for session steering RADIUS.

These addresses are configured as a BGP announced |oopback address. Y ou can use MEDsto steer which IPis
on which LNSs. If you have more than two LNSs you can ensure that the same |Ps are announced from more
than one LNS, and let BGP decide which LNS gets the RADIUS requests. RADIUS is a simple question and
answer protocol so it does not matter which LNS gets the request.

The session steering configuration (Platform RADIUS) is very flexible. We suggest you use the same
configuration on each LNS so that the replies are consistent regardless of where the request goes. The reply
says where to connect the session (as well as hostname and password to use). The reply can be asingle LNS
or can be more than one reply with a priority tagging if the carrier supports this. The FB6000 can pick an LNS
randomly from a set, or pick one based on a hash of the username, part of the username, or circuit ID. Thiscan
be useful when multiple lines are in abonded arrangement where using the same prefix on a username ensures
al of the connections are steered to the same LNS for bonding.

If you have a lot of LNSs we recommend an N+1 arrangement. E.g. if you have 4 LNSs you may set your
RADIUS session steering to reply with one of three active LNSs as the first choice (perhaps using a hash) and
the 4th (backup) LNS as a second choice. This keeps one LNS as a hot standby for failure and also allows
maintenance on it, such as s'w updates. Y ou can then change which of the there LNSs are active and either
wait for lines to move when they reconnect or clear lines on the new backup LNS. This makes it easy to do
rolling upgrades on s/w or other maintenance.

Session steering al so allows specific configurations to be based on username, and circuit and so on, so allowing
different responsesfor different carriers and different end usersto be customised if necessary. Itisalso possible
to send a copy of the session steering RADIUS to your own RADIUS server for logging.

16.8.4. L2TP endpoints

The FB6000 will accept L2TP connections on any of its IP addresses, but again we recommend allocating a
loopback address or using the addressfrom the LAN rather than the interlink address as we know some carriers
cannot handle that.

Unlike RADIUS where any request can go to any LNS, the L2TP connections have a state, and so you will
want the address to stay with the particular LNS. Do not have a loopback that floats between LNSs via BGP
as this would mean existing connections trying to talk to another LNS. It is better for the a failure to cause a
clean timeout on the failed LNS and reconnect (via RADIUS session steering) than to have an active session’s
traffic go to adifferent LNS where the session I Ds could match an existing session (unlikely, but possible).
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TheL 2TP connectionismatched to anincoming L2TP configuration. The RADIUS session steering can be used
to specify the hostname and password that is sent so that the correct incoming configuration can be matched.
This can select the specific RADIUS servers to use at the | SP for authorising the connection (though typically
asingle set of RADIUS serversisused for all connections). It can also specify defaults for DNS, PPP endpoint
addresses and so on.

16.8.5. ISP RADIUS

Once the L2TP connection arrives you can use RADIUS in your own network to control the connection,
accepting it or rejecting it, and defining |P addressing, DNS, traffic speeds, routing table, and much more.
Appendix F provides details of the specific AVPs used with RADIUS for L2TP.

Y ou would normally have more than one RADIUS server. Y ou can set these in a priority order, a set of main
servers and a set of backup. The FB6000 will find a config line for RADIUS based on the named RADIUS
server inthe L2TPincoming configuration, or pick any if thisisnot set. It checksthesein order. Each RADIUS
configuration can have multiple servers. Only if al of the servicesin a configuration entry are blacklisted will
later configuration entries be considered.

Having picked aRADIUS configuration entry, the serverslisted are considered based on their previous response
time and reliability. The requests are then sent to serversin order, allowing enough time for a response based
on previous performance. There are settings to fine tune these timings. Once a response is received then the
L2TP connection can proceed.

The same process is followed for RADIUS accounting. Each config can say if it is used for authentication or
accounting or both.
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Chapter 17. Command Line Interface

The FB6000 provides atraditional command-line interface (CLI) environment that can be used to check status
information, and control some aspects of the unit's operation.

The CLI is accessed via the 'telnet' protocol - the FB6000 implements a telnet server, which you can connect
to using any common telnet client program. To learn how to enable the telnet server, and to set-up access
restrictions, please refer to Section 12.4.

The CLI is aso available viathe seria interface on the rear of the unit. Thisis normally set to 9k600 1N8. A
USB serial lead is supplied.

Note

The CLI is not normally used to change the configuration of the unit - that must be done via the web
interface. Whilst most commands can be carried out via the web interface, there are a few that can
only be performed viathe CLI.

The CLI has the following features :-

full line-editing capabilities - that cursor-keys, backspace key and delete key function as expected allowing
you to go back and insert/delete characters. Y ou can press Enter at any point in the command-line text, and
the full command text will be processed.

command history memory - the CLI remembers a number of previously typed commands, and these can be
recalled using the Up and Down cursor keys. Once you've located the required command, you can edit it if
needed, and then press Enter.

supports entering abbreviated commands - you only need to type sufficient characters to make the command
un-ambiguous ; for example, 'show dhcp' and 'show dns' can be abbreviated to 'sh dh' and 'sh dn' respectively
- 'show’' is the only command word that begins "sh", and two characters of the second command word are
sufficient to make it un-ambiguous.

built-in command help - you can list al the available commands, and the CL1 will also show the synopsis
for each command. Typing the ? character at the command-prompt immediately displays this list (you do
not have to press Enter). Alternatively, you can list al the possible completions of a part-typed command -
in this case, typing the ? character after typing part of a command will list only commands that begin with
the already-typed characters, for example, typingtr ? causesthe CLI to respond as shown below :-

marty> tr

tracerout e <l PNanmeAddr> [t abl e=<rout et abl e>] [source=<I PAddr >]
troff

tron

marty> tr

After listing the possible commands, the CLI re-displays the command line typed so far, which you can then
complete.

Please refer to Appendix H for command details.
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Appendix A. CIDR and CIDR Notation

Classless Inter-Domain Routing (CIDR) is a strategy for |P address assignment originally specified in 1993
that had the aims of "conserving the address space and limiting the growth rate of global routing state". The
current specification for CIDR isin RFC4632 [http://tools.ietf.org/html/rfc4632].

The pre-CIDR era

CIDR replaced the original class-based organisation of the IP address space, which had become wasteful of
address space, and did not permit aggregation of routing information.

In the original scheme, only three sizes of network were possible :
» Class A : 128 possible networks each with 16,777,216 addresses
 Class B : 16384 possible networks each with 65,536 addresses

* Class C: 2097152 possible networks each with 256 addresses

Every network, including any of the large number of possible Class C networks, required an entry in global
routing tables - those used by core Internet routers - since it was not possible to aggregate entries that had the
same routing information. The inability to aggregate routes meant global routing table size was growing fast,
which meant performance issues at core routers.

The position and size of the network ID and host ID hitfields were implied by the bit pattern of some of the
most significant address bits, which segmented the 32-bit 1Pv4 address space into three main blocks, one for
each class of network.

CIDR

The prefix notation introduced by CIDR was, in the simplest sense, "to make explicit which bits in a 32-bit
IPv4 address are interpreted as the network number (or prefix) associated with a site and which are the used
to number individual end systems within the site”. In this sense, the 'prefix’ is the N most significant bits that
comprise the network 1D bitfield.

CIDR notation is written as :-

IPv4 : Traditional 1Pv4 'dotted-quad’ number, followed by the "/* (slash) character, followed by a decimal
prefix-length value between 0 and 32 (inclusive)

IPv6 : IPv6 address, followed by the "/" (dlash) character, followed by a decimal prefix-length value between
0 and 128 (inclusive)

Where formerly only three network sizeswere available, CIDR prefixes may be defined to describe any power
of two-sized block of between one and 2*32 end system addresses, that begins at an address that is a multiple
of the block size. This provides for far less wasteful allocation of IP address space. The size of the range is
given by 2"M, where M = 32 - prefix_length

Routing destinations

As well as being used to define a network (subnet), the CIDR notation is used to define the destination in
a routing table entry, which may encompass multiple networks (with longer prefixes) that are reachable by
using the associated routing information. This, therefore, provides the ability to create aggregated routing table
entries.

For example, arouting table entry with a destination of 10. 1. 2. 0/ 23 specifies the addressrange 10. 1. 2. 0
to 10. 1. 3. 255 inclusive. As an example, it might be that in practice two /24 subnets are reachable via this

92


http://tools.ietf.org/html/rfc4632
http://tools.ietf.org/html/rfc4632

CIDR and CIDR Notation

routing table entry - 10.1.2.0/24 and 10.1.3.0/24 - routing table entries for these subnets would appear in a
downstream router.

Note that in either anetwork/subnet or routing destination specification, the address will be the starting address
of the IP address range being expressed, such that there will be M least significant bits of the address set to
zero, where M = 32 - prefix_length

Combined interface IP address and subnet definitions

Another common use of the CIDR notation is to combine the definition of a network with the specification of
the IP address of an end system on that network - this form is used in subnet definitions on the FB6000, and
in many popular operating systems.

For example, the default IPv4 subnet on the LAN interface after factory reset is 10. 0. 0. 1/ 24 - the address
of the FB6000 on this subnet is therefore 10. 0. 0. 1, and the prefix length is 24 bits, leaving 8 bits for host
addresses on the subnet. The subnet address range istherefore 10. 0. 0. 0 t0 10. 0. 0. 255

A prefix-length of 32 is possible, and specifies ablock size of just one address, equivalent to aplain |P address
specification with no prefix notation. This is not the same as a combined subnet and interface-I P-address
definition, asit only specifiesasingle IP address.

General IP address range specifications

CIDR notation can also be used in the FB6000 to express genera 1P address ranges, such asin session-rules,
trusted IP lists, access control lists etc. In these cases, the notation is the same as for routing destinations or
subnets, i.e. the address specified is the starting address of the range, and the prefix-length determines the size
of therange.
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Appendix B. MAC Addresses usage

Ethernet networks use 48 bit MAC addresses. These are globally unique and allocated by the equipment
manufacturer from a pool of addresses that is defined by the first three octets (bytes), which identify the
organization, and are known as the Organizationally Unique Identifier (OUI). OUls are issued by the IEEE -
moreinformation, and a searchable database of existing OUlIsare available at http://standards.ieee.org/devel op/
regauth/oui/

MAC addresses are commonly written as six groups of two hexadecimal digits, separated by colonsor hyphens.
FB6000s currently ship with an OUI value of 00:03:97.

In principle the FireBrick could have a single MAC address for all operations. However, practical experience
hasled to the use of multiple MAC addresses on the FireBrick. A unique block of addressesis assigned to each
FireBrick, with the size of the block dependent on the model.

Most of the time, FB6000 users do not need to know what MAC addresses the product uses. However, there
are occasions where this information is useful, such as when trying to identify what | P address a DHCP server
has allocated to a specific FB6000. The subnet status page shows the MAC addresses currently in use on the
Ethernet interfaces.

B.1. Multiple MAC addresses?

A MAC address does have to be unique on an Ethernet LAN segment, but typically a device will have one
MAC address, or one for each physical interface, preset by the network card in use. However, the FireBrick
makes use of multiple MAC addresses. There are two key reasons for this.

» The FireBrick can operate as a DHCP client device multiple times on the same LAN segment, obtaining
several separate |P addresses. This is useful on some cable modem type installations where multiple 1Ps
are only available if the FireBrick appears to be multiple devices at once. Whilst DHCP theoretically does
not need separate MAC addresses, experience suggests this is by far the most practical approach. If you
have more than one DHCP client subnets in your configuration they will automatically get separate MAC
addresses.

* In theory the scope of a MAC address is a single LAN segment. The fact that they are globally unique
is simply to avoid any clashes on a LAN segment. However, once again, practical experience shows that
some network devices and some network switches do not handle the concept of the same MAC address
appearing on different ports or VLANs within the network. This can lead to broken networks or traffic leaks
between VLANS, neither of which is good. For this reason the FireBrick uses distinct MAC addresses on
each interface.

B.1. Using the same MAC address

There are cases where it is sensible or required to use the same MAC address for more than one thing. For a
start, the FireBrick does not have unlimited MAC addresses, but there are other reasons, for example:-

 Distinct subnets on the same LAN segment do not cause any switch/MAC issues as the FireBrick appears
to simply be one device on the LAN segment with multiple IPs. This is quite a normal configuration for
network devices. In these cases the FireBrick can use the same MAC address for multiple IPs on the same
LAN segment.

» There can be MAC restrictions on some devices - thisis mainly at the ISP level where peering points and
network connections may be set up with limited MAC addresses. In such cases any packet with a different
MA C address seen on a port can cause the port to shut down, or the additional MA C addressesto be blocked.
For this reason there are cases where multiple subnets need to be restricted to exactly one MAC address.
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Tip

The interface settings in the configuration have ar est ri ct - mac setting which, when settot r ue
causes the same MAC to be used for all subnets and operations on that specific interface (port
group / VLAN combination).

B.2. Changing MAC address

There is no reason for any network device to maintain the same MAC address for ever. It is normal for the
MAC address to change if the network card is changed on a PC, for example.

However, it is inconvenient if MAC addresses change simply because a device is power cycled or a new
configuration is loaded. This can cause delays accessing the device if other devices have the MAC cached. It
isalso aserious problem for ISP links as above where ports are locked to only accept one MAC.

The way the FireBrick manages MAC addresses is designed to be a bit sticky so that a config change will not
usually cause aMAC address assigned to a subnet or interface to change.

B.2. How the FireBrick allocates MAC
addresses

To meet these requirements the FireBrick allocates MAC addresses so specific aspects of the configuration
when it is loaded, and stores this separately in persistent data. If the config is then changed, such as changing
the order of interface definitions, then the allocated MAC stayswith the config object based on some key aspect
(such as port group and VLAN tag for interfaces, or IP for subnets).

B.2.1. Interface

Each interface object isalocated aMAC, keyed by the port group and VLAN tag of theinterface. Thisisused
for dynamic |Pv6 allocation on the interface using router announcements (RA) and any other interface specific
uses that are not related to a subnet.

B.2.2. Subnet

Each subnet object is allocated a MAC, which isused for all of the IPslisted in that subnet object. Thisalows
many IPs to have the same MAC by listing them in the same subnet object. The MAC alocation is keyed on
the port group and VLAN tag and thefirst listed IP addressin the subnet. If alater subnet has the samefirst IP
listed then this is allocated a separate MAC (i.e. the key for the MAC is aso based on which instance of this
specificfirst IPitis, 1st, 2nd, 3rd, within the interface).

DCHP client subnets work in much the same way - they are based on the port group and VLAN tag and which
instance of DHCP client they are (1st, 2nd, 3rd, etc) within the interface. The special case for DHCP clientsis
that the first of these within an interface is given the same MAC as the interface itself.

B.2.3. PPPoE

Each PPPoE object is given aMAC. Thisis keyed on the port group and VLAN and works in the same way
asif it was a DHCP client subnet in a corresponding interface. i.e. where there is an interface with same port
group and VLAN the PPPoE object gets the interface MAC.

B.2.4. Base MAC

Thefactory default config hasinterfaceslisted left to right, and aDHCP client on thefirst interface. Thismeans
the base MAC address of the FireBrick isallocated to the left hand interface and DHCP client on that interface.
Thisisthe same MAC address used by the boot |oader which transmits on the left most port on power up.
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B.2.5. Running out of MACs

The alocations are recorded in persistent data, so if an object is removed from the config and later put back
it should get the same MAC address. If however there are not enough MA C addresses when loading a config,
then previous assignments are re-used. |f there are too many interface, subnet and ppp objects within the config
to allocate MA C addresses (even reusing old alocations) then an error is given and the config cannot be loaded.

Tip
Using restri ct - mac on an interfaces restricts that interface (port group/VLAN) to only use one
MAC and not one per subnet.

B.3. MAC address on label

Thelabel attached to the bottom of the FB6000 shows what MAC address range that unit uses, using acompact
notation, as highlighted in Figure B.1 :-

Figure B.1. Product label showing MAC addressrange

" CE higs [l

mmmm  110-240V-~ 50/60Hz 0.25-015A

E-3E B Fla;fs,zozk (00:03:97:42:0-3X:XX)

A FireBri

s [ =3 o, 6000-0094-0110
The X in the MAC address shows that that point could be any value 0 to F.

B.4. Using with a DHCP server

If your DHCP server shows the name of the client (FB6000) that issued the DHCP request, then you will
see a value that depends on whether the system name is set on the FB6000, as shown in Table B.1. Refer to
Section 4.2.1 for details on setting the system name.

TableB.1. DHCP client names used

System name Client name used
not set (e.g. factory reset configuration) FB6000
set Main application software running

If the FB6000's system name is set, and your DHCP server shows client names, then this is likely to be the
preferred way to locate the relevant DHCP alocation in alist, rather than trying to locate it by MAC address.
If the FB600O is in a factory-reset state, then the system name will not be set, and you will have to locate it
by MAC address.
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Appendix C. Scripted access

The web interface for the FireBrick is mainly intended to be used from a web browser, however, there are a
number of cases where the use from scripts or tools can be useful. This appendix covers some of the ways the
FireBrick web interface can be used. Some of these are already mentioned in other sections, such as customised
CQM archiving URLS, and so not repeated here. We also do not cover loading and saving a new config.

C.1. Tools

Thereareagreat many toolsfor accessing web pages, in avariety of languages. Pleasefeel freeto usewhichever
tools you are happy with.

In this section we suggest the use of thelinux command linetool cur | , and all of the examplesarebased onthis.

C.2. Access control

Y ouwill need to consider access control carefully if using scriptsto accessthe FireBrick. In particular you need
to ensure that someone that has access to the scripts, or simply a copy of the script, could not gain unfettered
access to your FireBrick(s).

C.2.1. Username and password

You will probably want to create a separate user for the script access, with a separate password. Y ou can then
make use of thiswith acommand likecur | using the - - user argument in the script.

Note

We do not recommend simply hard coding the password, and it may be better to have passwords stored
in adatabase of some sort. Thiswill depend on your own security procedures.

C.2.2. OTP

You could, if you have the tools to manage OTP codes, make use of an OTP seed for your script user.
Remember that the authentication system allows the OTP code to be pre-pended to the password, e.g. - - user
name: 123456passwor d. Thisis recommended if using HTTP access which can be snooped upon.

C.2.3. Allow list

We strongly recommend you have additional allow list access controls on your script user to lock down to
machines which will be accessing the FireBrick. You may even want different users for different scripts,
machines running scripts, and FireBricks depending on your own security policies.

C.2.4. Allowed access

It is likely that scripts, as described in this appendix, will not need to access or change the configuration on
your FireBricks, and so you can lock down access for the user to restrict access to the config.

Note

If you do have scripts that update configuration, you may want to use a different user for security
reasons.

C.3. XML data for common functions

When using the web interface you will encounter a number of cases where there is an XM link shown. For
example, in Satus/Subnets. Thishasan XML link to/ st at us/ subnet s/ xn .
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Thisisan example of one of the many placesthat an XML version of some user data can be accessed. We have
not listed all of these in the manual as you can see them in the web pages that include the XML link.

C.4. XML data from diagnostics and tests

Many of the diagnostic tools also include an XML link or check box, for example Diagnostics/Ping.

C.4.1. Cross site scripting security

When using the web page, the page expects that you will post back a special code that wasincluded as ahidden
field. Thisisto prevent the use of cross site scripting where aform on a separate web page will attempt to post
to your FireBrick with arguments that do something on your FireBrick, hoping you happen to be logged in to
the FireBrick still on your browser.

However, where an Authentication header is used, such as the - - user option on cur | this requirement is
dropped, and so you can make scripts work with asingle cur | command with authentication and arguments.

C.4.2. Arguments to scripts

Most tools (e.g. ping) require some arguments. The simplest way to identify these isto see what isin the form
on the web site. In some cases the field names are actually taken from the command line, which means that in
some cases the field name is just a number. For example, ping needs 1 as afield with the IP address to ping,
and count asthe ping count. Typically all arguments are in fact optional, so do not need to be included.

The arguments need to be supplied as if sent from aform. In most cases these can be passed as a query string
style, or as posted form data.

For example:-

curl http://ny.firebrick.uk/diag/ping/p --user adrian:237426 --data 1=8.8.8.8 --
data xm

Theresult being:-

<?xm version="1.0" encodi ng="UTF-8"?>
<status xm ns="http://firebrick.ltd.uk/xm/statusvl"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schemaLocation="http://firebrick.ltd.uk/xm/statusvl http://
firebrick.ltd.uk/xm/statusvl. xsd"
firmnare-versi on="TEST Macl eod (V1.59. 000 2022-04-13T11: 33: 06)"
gener at ed="2022- 03- 10T13: 50: 102" >
<not e>Pi ngi ng 8.8.8.8 from 90. 155. 42. 98</ not e><pi ng>
<ping nunber="1" tinme="3.848" ip='8.8.8.8" note=' Reply' nane=' googl e-public-dns-
a. google.com />
<ping nunber="'2" tinme="3.985" ip='8.8.8.8" note=' Reply' nane='googl e-public-dns-
a. google.com />
<ping nunber='3" tinme='3.724" ip='8.8.8.8" note=' Reply' nane=' googl e-public-dns-
a. google.com />
<pi ng nunber="4" tinme="3.848" ip='8.8.8.8" note=' Reply' nane=' googl e-public-dns-
a. google.com />
<ping nunber='5" tinme="3.911" ip='8.8.8.8" note=' Reply' nane=' googl e-public-dns-
a. google.com />
<pi ng nunber='6" tinme='"4.298" ip='8.8.8.8" note='Reply' nane='googl e-public-dns-
a. google.com />
<ping nunber="7" tinme="3.839" ip='8.8.8.8" note='Reply' nane='googl e-public-dns-
a. google.com />
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<pi ng nunber='8" tinme='3.748" ip='8.8.8.8" note=' Reply' nanme=' googl e-public-dns-
a. google.com />
<pi ng nunber="9" tinme='"3.796"' ip='8.8.8.8" note='Reply' nanme=' googl e-public-dns-
a. google.com />
<pi ng nunber='10" tine='3.722' ip='8.8.8.8 note='Reply' nane=' googl e-public-dns-
a. google.com />
<summary sent='10" received="10" |oss='0.00" m ni num=' 3.722' average='3.871'

maxi mune' 4. 298' / >
</ pi ng>
</ status>

Note

The form will typically include an XML check box, hencethe use of - - dat a xm in the example so
astoincludethisasafield that is sent in the query string.

C.5. Special URLs

A number of special URLs exist purely for script use. These can be accessed under / confi g/ asfollows :-

Table C.1. Special URLSs

URL Type Function

reboot HTML Simple reboot

reboot-when-free HTML Reboot when free

reboot-cancel HTML Cancel the reboot when freeif possible

reboot-hard HTML Forced hard reboot now

capability XML Return XML capability

schema XML Return XML that isthe internal format config edit schema

timestamp Text Timestamp of config

uptime Text Uptime

ip Text Your |P address as seen by the FireBrick

version Text Current software version

et Text Current software version, or an HTTP level error with text
explaining why, such as Upgrade required.

C.6. Web sockets

There are some web socket feeds available, generally these are used internally for config edit, status page, and
logging, etc. However, we may add additional specific URLsfor script usein due course. The general principle
isthat the websocket feed provides a stream of JSON objectsin real time.

The status page uses/ st at us/ but an additional port usage page/ st at us/ st at s provides per second byte
counts for all ports.

Note that you can defineaj s- ur| to beloaded at the end of pages to make use of these within the web user
interface. This only works when logged in and from a trusted |P address, and not on pages where passwords
can be entered.
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Appendix D. VLANSs : A primer

An Ethernet (Layer 2) broadcast domain consists of a group of Ethernet devices that are interconnected,
typically via switches, such that an Ethernet broadcast packet (which specifies areserved broadcast address as
the destination Ethernet address of the packet) sent by one of the devices is always received by all the other
devicesin the group. A broadcast domain defines the boundaries of asingle 'Local Area Network'.

When Virtual LANs (VLANS) are not in use, abroadcast domain consist of devices (such as PCs and routers),
physical cables, switches (or hubs) and possibly bridges. In this case, creating a distinct Layer 2 broadcast
domain requires a distinct set of switch/hub/bridge hardware, not physically interconnected with switch/hub/
bridge hardware in any other domain.

A network using Virtual LANs is capable of implementing multiple distinct Layer 2 broadcast domains with
shared physical switch hardware. The switch(es) used must support VLANS, and thisis now common in cost-
effective commodity Ethernet switches. Inter-working of VLAN switch hardware requires that all hardware
support the same VLAN standard, the dominant standard being |EEE 802.1Q.

Such switches can segregate physical switch ports into user-defined groups - with one VLAN associated with
each group. Switching of traffic only occurs between the physical portsin a group, thus isolating each group
from the others. Where more than one switch is used, with an 'uplink’ connection between switches, VLAN
tagging is used to multiplex packets from different VLANS across these single physical connections.

A IEEE 802.1Q VLAN tagisasmall header prefixed to the normal Ethernet packet payload, includes a 12-bit
number (range 1-4095) that identifies the tagged packet as belonging to a specific VLAN.

When a tagged packet arrives at another switch, the tag specifies which VLAN it isin, and switching to the
appropriate physical port(s) occurs.

In addition to VLAN support in switches, some end devicesincorporate VLAN support, allowing them to send
and receive tagged packets from VLAN switch infrastructure, and usethe VLAN ID to map packetsto multiple
logical interfaces, whilst only using a single physical interface. Such VLAN support is typicaly present in
devices that are able to be multi-homed (have more than one IP interface), such as routers and firewalls, and
genera purpose network-capable operating systems such as Linux.

The FB6000 supports | EEE 802.1Q VLANS, and will accept (and send) packetswith 802.1Q VLAN tags. It can
therefore work with any Ethernet switch (or other) equipment that also supports 802.1Q VLANS, and therefore
allows multiple logical interfaces to be implemented on asingle physical port.

VLAN tagged switching is now also used in Wide-Area Layer 2 Ethernet networks, where a Layer 2 'circuit’
is provided by a carrier over shared physical infrastructure. The conventional concept of a LAN occupying a
small geographic areais thus no longer necessarily true.
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Appendix E. Supported L2TP
Attribute/Value Pairs

This appendix details the L2TP protocol messages supported, and the attribute/value pairs (AVPs) which are
sent and expected for each message.

E.1. Start-Control-Connection-Request

Table E.1. SCCRQ

connections for inbound calls

AVP No.|Incoming Outgoing
Message Type O|Valuel Vauel
Protocol Version 2|Mandatory, value 1 expected Vauel
Framing Capabilities 3|Ignored Vaue3
Bearer Capabilities 4|Ignored Not sent
Tie Breaker 5|Ignored as FireBrick only accepts|Not sent

Firmware Revision

6|lgnored

FireBrick s/w version string

lessthan 4 is specified

Host Name 7|Used to select which incoming L2TP|As per config/RADIUS request
configuration applies.

Vendor Name 8|Ignored FireBrick Ltd

Assigned Tunnel ID 9|Mandatory Mandatory, our tunnel 1D

Receive Window Size | 10|Accepted, assumed 4 if not present or|Vaue4

Challenge

11

Accepted if a configured secret is
defined, a response is sent in the
SCCRP

Not sent at present

E.2. Start-Control-Connection-Reply

Table E.2. SCCRP

AVP No.|Incoming Outgoing

Message Type 0|Value2 Value 2

Protocol Version 2|Vaue 1 expected Vauel

Framing Capabilities 3|Ignored Value 3

Bearer Capabilities 4|lgnored Not sent

Firmware Revision 6|lgnored FireBrick s'w 1D number

Host Name 7|Logged as hostname for tunnel Configured hostname, if defined

Vendor Name 8|Ignored FireBrick Ltd

Assigned Tunnel ID 9|Expected asfar end ID Mandatory, our tunnel 1D

Receive Window Size | 10|Accepted, assimed 4 if not present or|Not sent, assume 4
lessthan 4
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Challenge 11|Accepted if a configured secret is|Not sent at present
defined, a response is sent in the
SCCCN
Challenge Response 13| Not expected at present Sent if SCCRQ contained a challenge

and we have a secret defined

E.3. Start-Control-Connection-Connected

TableE.3. SCCCN

AVP No. |Incoming Outgoing
Message Type O|Vvalue3 Value 3
Challenge Response 13| Not expected Sent if was challenged

E.4. Stop-Control-Connection-Notification

Table E.4. StopCCN

AVP No.|Incoming Outgoing

Message Type 0|Value4 Value4

Result Code 1|Ignored (logged) Sent as appropriate for tunnel close
Assigned Tunnel 1D 9| Expected, see note Sent if atunnel has been alocated

Note that a StopCCN may not have a zero tunnel ID in the header. If thisis the case the source IP, port and
assigned tunnel are used to identify the tunnel.

If an unknown tunnel ID isreceived on any any incoming packet a StopCCN is generated (once per 10 seconds)
with header tunnel 1D 0 and specified assigned tunnel ID.

E.5. Hello

TableE.5.HELLO

AVP No. |Incoming Outgoing

Message Type 0|Value 6 Vaue6
Always responded to. Sent periodically if no other messages sent.

E.6. Incoming-Call-Request

TableE.6. ICRQ

AVP No.|Incoming Outgoing

Message Type 0|Value 10 Vaue 10

Assigned Session ID 14| Mandatory Mandatory, our session ID
Call Seria Number 15| Accepted and passed on if relaying Passed on incoming value
Bearer Type 18|Ignored Not sent

Called Number 21| Accepted, used in RADIUS and passed | Passed on incoming value

onif relaying
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Calling Number 22| Accepted, used in RADIUS and passed| Passed on incoming value
onif relaying

Sub-Address 23| Ignored Not sent

Physical Channel ID 25| Ignored Not sent

E.7. Incoming-Call-Reply

TableE.7. ICRP

AVP No.|Incoming Outgoing

Message Type O|Vaue1l Value 1l

Assigned Session ID 14| Mandatory Mandatory

E.8. Incoming-Call-Connected

TableE.8. ICCN

AVP No. |Incoming Outgoing

Message Type 0|Vaue12 Value 12

Framing Type 19|Ignored 1

Tx Connect Speed 24| Accepted, used in RADIUS and passed | Passed on incoming value
onif relaying

Initial Received LCP| 26|Ignored Not sent

CONFREQ

Last Sent LCP| 27|Accepted, used in RADIUS and passed | Passed on incoming value

CONFREQ on if relaying

Last Received LCP
CONFREQ

28

Accepted, used in RADIUS and passed
onif relaying

Passed on incoming value

Proxy Authen Type

29

Accepted, used in RADIUS and passed
onif relaying

Passed on incoming value

Proxy Authen Name

30

Accepted, used in RADIUS and passed
onif relaying

Passed on incoming value

Proxy Authen

Challenge

31

Accepted, used in RADIUS and passed
onif relaying

Passed on incoming value

Proxy Authen ID

32

Accepted, used in RADIUS and passed
onif relaying

Passed on incoming value

Proxy Authen Response| 33| Accepted, used in RADIUS and passed | Passed on incoming value
onif relaying

Private Group ID 37|lgnored Not sent

Rx Connect Speed 38| Accepted, used in RADIUS and passed| Passed on incoming value
onif relaying

Sequencing Required 39| Accepted on honoured Not sent

E.9. Outgoing-Call-Request
Table E.9. OCRQ
‘AVP ‘ No. ‘ Incoming |Outgoing
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‘MmgeType ‘ O‘Value? |Va|ue7
Not supported, ignored.

E.10. Outgoing-Call-Reply
Table E.10. OCRP
AVP No. |Incoming Outgoing
Message Type 0|Value8 Vaue8

Not supported, ignored.

E.11. Outgoing-Call-Connected

TableE.11. OCCN

AVP No. |Incoming Outgoing
Message Type 0|Vvalue9 Value9
Not supported, ignored.
E.12. Call-Disconnect-Notify
TableE.12. CDN
AVP No.|Incoming Outgoing
Message Type 0|Value 14 Value 14
Result Code 1|Ignored (logged) Sent as appropriate for tunnel close
Q.931 Cause Code 12|Ignored Not sent
Assigned Session ID 14| Expected, see note Sent if assigned

Note that a CDN may have a zero session ID in the header. If thisisthe case the tunnel ID and assigned session
ID are used to identify the session.

If an unknown session ID on a known tunnel ID is received on any any incoming packet a CDN is generated
with header session ID 0 and specified assigned session ID.

E.13. WAN-

Table E.13. WEN

Error-Notify

AVP No.|Incoming Outgoing
Message Type O|Vaue15 Value 15
Not supported, ignored.

E.14. Set-Link-Info
TableE.14. SL1
‘AVP ‘ No. ‘ Incoming Outgoing
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‘MmgeType ‘ O‘Value 16 Value 16

Not supported, ignored.

E.15. Notes
E.15.1. BT specific notes

The L2TP and PPP specifications are clear that the HDLC framing bytes are not sent or received within the
L2TP packet. However, BT send type bytes (FF0O3) on the start of al PPP frames. Thisis silently discarded.
Also, BT will not process packets if these type bytes are not included in outgoing packets. Sending the HDLC
framing can be controlled in the config and on a per session basis using a Filter-ld in RADIUS authentication
response.

BT sometimes negotiate incorrect MRUs on behalf of the LNS. Where the L2TP proxy details indicate and
incorrect MRU has been negotiated then LCP negotiation is restarted and the correct MRU negotiates. This
helps avoid various issues with fragmentation on some services on the internet when the broadband fully
supports 1500 byte MTU. Thisis also relevant where the FB600O0 is deliberately configured to use a smaller
MRU for example when the L2TP connection is remote viaa 1500 MTU link.

There are options using Filter-1d from RADIUS to force LCP restart. However this does confuse some ppp
implementations as it is after authentication is complete. This can be useful where BT have provided an
incorrect MRU for the end user (another bug). Thereis also an option to forward 1500 byte packets rather than
fragmenting them. When enabled ICMP is still generated for DF and I1Pv6.

E.15.2. IP over LCP

IPover LCPisanon standard coding of PPP packets for |Pv4 and IPv6. The coding uses the L CP code (C021)
instead of the IPv4 (0021) or IPv6 (0057) code. The first byte which would normally be the LCP typeis Ox4X
(IPv4) or 0x6X (IPv6). The FireBrick assumes any such LCP codes are |Pv4/IPv6 when received, and using a
RADIUS response can send | P packetsusing L CP. Thisis specifically to bypass any carrier | P specific shaping
or DPI.
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RADIUS is used for authentication and accounting of L2TP connections. If no authentication servers are
configured then authentication is not performed. If no accounting servers are configured then no accounting
is generated. Multiple servers can be configured and they are processed in order. Each can have multiple IP
addresses. The IP addresses are tried based on the previous performance (response time, etc). If a server does
not respond a number of times as configured then it is blacklisted for a configurable period.

It is possible to configure local configurations which are checked before any RADIUS authentication.

It is possible to configure L2TP so that RADIUS accounting must respond, and if not then the sessions are
disconnected.

F.1. Authentication request

Table F.1. Accessrequest

AVP No.|Usage

Message- 80| Message signature as per RFC2869

Authenticator

User-Name 1| Username from authentication (PAP/CHAP) or proxy authentication received
onL2TP

Called-Station-Id 30| Called number as received on L2TP

Calling-Station-Id 31|Calling number as received on L2TP

Acct-Session-1d 44| Unique ID for session as used on al following accounting records

NAS-Identifier 32| Configured hostname of FireBrick

NAS-IP-Address 4/NAS IPv4 addressif using IPv4

NAS-IPv6-Address 95| NAS IPv6 addressif using IPv6

NAS-Port 5/L2TP session ID

NAS-Port-1d 87| For PPPoE "port{ :vlan}/MAC"

Service-Type 6|Framed

Framed-Protocol 7| PPP

CHAP-Password 3|CHAP ID and response

CHAP-Challenge 60| CHAP challenge (only present if not the same as RADIUS authenticator)

Framed-MTU 12|MTU requested by PPP, if one was requested (even if 1500)

Connect-Info 77| Text Tx speed/Rx speed from L2TP connection if known

Tunnel-Client- 66 | Indicatesthe L2TPtunnel configured name attribute, allowing connectionsvia

Endpoint different L2TP incoming configurations to be identified

Proxy-State 33| Added to session steering RADIUS requests (i.e. previous RADIUS returned
type Stunnel)

Note that the NAS-1P-Address is normally the local end of the L2TP connection for the incoming connection.
However, there is a configuration option to pass the remote end of the L2TP asthe NAS-IP-Address as thisis
often more useful. If the remote Ip is used the NAS-Port is set to the far end L2TP session ID rather than the
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local end session ID. The NAS-Identified remains the name of the FB6000. This option is separately available
for accounting messages.

Notethat the Calling-Station-ld isincluded even if not present in L2TP connection if acache platform RADIUS
request matched the L2TP connection and had a Calling-Station-1d.

F.2. Authentication response

F.2.1. Accepted authentication

Table F.2. Access-Accept

AVP

No.

Usage

Reply-Message

18

Reply message sent on PPP authentication response

MS-Primary-DNS-
Server

311/28

Primary DNS address used in PPP IPCP (Vendor 311 specific)

MS-Secondary-DNS-
Server

311/29

Secondary DNS address used in PPP IPCP (Vendor 311 specific)

Framed-Interface-ID

96

Peer |Pv6 Interface ID expected in PPP IPV6CP

Framed-|P-Address

Peer |Pv4 address expected in PPP |PCP (does not support 255.255.255.255
or 255.255.255.254 yet). Maximum local pref used.

NAS-IP-Address

Our end I1Pv4 address to use in IPCP negotiation. Does not add loopback
route. Thisis non standard.

Framed-Route

22

May appear more than once. Text format is |Pv4-Address/Bits 0.0.0.0 metric.
Thetarget IPisignored but must be valid IPv4 syntax. The metric is used as
localpref in routing.

Delegated-1Pv6- 123|IPv6 prefix to be routed to line. Maximum local pref used.

Prefix

Framed-1Pv6-Prefix 97 |1Pv6 prefix to be routed to line. Maximum localpref used.

Framed-1 Pv6-Route 99(May appear more than once. Text format is IPv6-Address/Bits :: metric.

The target 1P isignored but must be valid I1Pv6 syntax. The metric is used
as localpref in routing. Alternative format IPv6/Bits IPv4-Address metric
defines that prefix is to be protocol 41 1Pv4 tunneled to specified target via
thislink.

Framed-1Pv6- 168|Adds a/128 |Pv6 route.
Address
User-Name 1| Username may be specified - this replaces the username aready present and

isthen used on accounting start and relay L2TP.

CHAP-Challenge

60

Overwrite relay details: If no length then forces PAP, else forces CHAP and
sets challenge. Send before CHAP-Password or User-Password in packet.

CHAP-Password 3|Overwrite relay details: This replaces the CHAP ID and CHAP response

User-Password 2|Overwrite relay details: (not, plain text, not encoded). If CHAP, sets a
response based on this, else forces PAP using this password.

Called-Station-1d 30| Called number may be specified - this replaces the number aready present

Calling-Station-Id 31| Calling number may be specified - this replaces the number already present

Chargeable-User- 89| Thisisused asthe preferred CQM graph name.

| dentity

Class 25| Secondary CQM graph name to group sessions allowing group logging or

shaping.
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Session-Timeout 27| Absolute limit on session, in seconds

Filter-1d 11| Seefilter ID section

Framed-MTU 12|Set MTU for session

Connect-Info 77| Text tx/rx speed limit to apply to session (see below)

Tunnel-Type 64|If specified must be 3 (L2TP), L2TP is assumed. Also alows special 'R' and
'S types, see below.

Tunnel-Medium- 65|If specified must be 1 (IPv4) or 2 (IPv6), syntax of endpoint is used if this

Type is not specified

Tunnel-Server- 67| Text IPv4 or IPv6 address of endpoint (FQDN is not accepted)

Endpoint

Tunnel-Client-Auth- 90| Hostname to quote on outgoing tunnel, if omitted then configured FireBrick

ID hostname is used

Tunnel-Password 69| Shared secret to use on outgoing tunnel (encrypted), if omitted then assumed
no secret

Tunnel-Assignment- 81|Name of outgoing tunnel shaper/graph. Also groups sessions together in a

ID tunnel as per RFC. Only use valid text graph names.

Tunnel-Preference 83| Specifies preference order when multiple tagged endpoints sent

Note that whilst a RADIUS response is normally relatively small in can get larger when multiple tunnel
endpoints are included. Fragmented responses are handled but there is an internal limit to the size of response
that can be processed - as such we recommend keeping the response to a single un-fragmented packet of up to
1500 bytes. Y ou can use tag 0 for common settings such as Tunnel-Client-Auth-1D or Tunnel-Password when
using multiple endpoints in order to reduce the size of the response.

The Tunnel-Type can be special, non-RFC vaues: 'R' (0x52)or 'S’ (0x53) to indicate that the Tunnel-Server-
EndPoint is the name or IP of a further RADIUS server to be interrorgated. For 'R’ this may respond with any
valid authentication response. For 'S' the response will have al |P assignments filtered, and also not allow a
Tunnel-Type'S response. Only one, tag 0 (untagged), RADIUSreferral responsewill be accepted. The endpoint
specified is server name or IP, and can have a number of numeric values appended (#port, >mintimeout,
<maxtimeout, *scale, ?maxqueue).

The Connect-1nfo response can be a simple number (bits/second) tx rate, or a number followed by a % where
this sets a speed based on a percentage of connection line speed. This can be followed by a slash (/) and the
samefor rx rateif required (default isrx isnot limited). It isalso possible to set long term shapers, thisinvolves
anumber of additional parametersin the string prefixed with characters: > min, < max, _ minburst, and \ step.
Y ou need to include the Chargeable-User-Identity in the request for speedsto be set.

Some of the response fields are somewhat unconventional, such as User-Name and User-Password, allowing
existing entries to be overwritten. These impact any details passed in a RADIUS accounting start and also
impact relayed L 2TP connections. Note that these can also impact if asecondary RADIUS request isdone (e.g.
if far end sends a new CHAP response, for example).

F.2.1.1. Prefix Delegation

The RADIUS authentication response can include Delegated-1Pv6-Prefix, Framed-IPv6-Prefix, and Framed-
IPv6-Route in order to route native IPv6 prefixesto the line. If there are any native IPv6 routes, or the Framed-
| Pv6-Interface attribute was specified, then IPV6CP negotiation is started. Framed-1Pv6-Route can al so be used
to added | Pv4 tunneled routesto the line. The FE80Q::/10 link local address negotiated with IPV6CPisnot added
to the routing for the line.

The client can send a Router solicitation to which the FireBrick will reply advising to use DHCPv6 for
addressing. Once arouter solicitation is sent, periodic Router Advertisementswill then be sent on the connection
by the Firebrick.
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The client can use DHCPv6 to request an |A_NA (/128 link address), IA_TA (/128 temp link address), IA_PD
(Prefic delegation) and DNS servers. Prefixes are del egated based on the order in the DHCPv6 request and the
order of Delegated-1Pv6-Prefix, Framed-1Pv6-Prefix, and then Framed-I Pv6-Route, with multiple such entries
in the order that they appeared in the RADIUS response. Such prefixes are not split up if a smaller prefix is
requested, but the first part of a prefix is delegated.

Asyou can see, it ispossibleto send back CHAP-Challenge and CHAP-Password or User-Password to override
those received by proxy or negotiation. Thisis mainly used when relaying the L2TP onwards and changes the
proxy authentication field sent. This also overrides the Last LCP Tx proxy setting to show PAP/CHAP or no
authentication as having been negotiated.

F.2.2. Rejected authentication

Table F.3. Access-Regject

AVP No. | Usage
Reply-Message 18| Reply message sent on PPP authentication response

Note that an authentication reject will normally cause the reply message to be sent as an authentication reject
message. The reply "Try another" causes the L2TP session to be closed with result/error 2/7 (Try another)
without sending an authentication reply on PPP.

F.3. Accounting Start

Table F.4. Accounting-Start

AVP No.|Usage

Acct-Status-Type 40|1 Start

User-Name 1| Username from authentication (PAP/CHAP) or proxy authentication received
on L2TP or received in authentication response

Class 25| From authentication response if present

Chargeable-User- 89| Graph name that applies, sanitised to comply with CQM graph name rules..

| dentity

Called-Station-1d 30| Called number asreceived on L2TP

Calling-Station-1d 31| Calling number as received on L2TP

Service-Type 6|Framed

Framed-Protocol 7|PPP

Framed-MTU 12|Final MTU being used for session

Filter-1d 11|Filtersin use

Session-Timeout 27| Absolute limit on session, in seconds, if specified in authentication reply

Framed-Interface-1D 96| Peer |Pv6 Interface ID from PPP IPV6CP

Framed-IP-Address 8| Peer 1Pv4 address negotiated in PPP (normally from authentication response)

Connect-Info 77| Text Tx speed/Rx speed in use

Acct-Delay-Time 41| Seconds since session started

Acct-Event- 55| Session start time (unix timestamp)

Timestamp

Acct-Session-1d 44/Unique ID for session

NAS-Identifier 32| Configured hostname of FireBrick

NAS-IP-Address 4/NAS IPv4 addressif using IPv4

109



Supported RADIUS Attribute/

Value Pairs for L2TP operation
NAS-IPv6-Address 95|NAS IPv6 addressiif using |Pv6
NAS-Port 5|L2TPsession ID
Tunnel-Type 64| Present for relayed L2TP sessions, L2TP
Tunnel-Medium-Type 65 | Present for relayed L2TP, 1 (IPv4) or 2 (IPv6)
Tunnel-Client- 66 | Present for relayed L2TP, text IPv4 or IPv6 address of our address on the
Endpoint outbound tunnel
Tunnel-Server- 67| Present for relayed L2TP, text I1Pv4 or IPv6 address of the far end address of
Endpoint the outbound tunnel
Tunnel-Assignment- 82| Present for relayed L2TP, text local L2TP tunnel ID
ID
Tunnel-Client-Auth- 90| Present for relayed L2TP, local end hostname quoted by outgoing tunnel
ID
Tunnel-Server-Auth- 91| Present for relayed L2TP, far end hostname quoted by outgoing tunnel
ID

Note that most parameters are not included in interim and stop accounting records. The acct-session-id should
be used by accounting serversto correlate interim and stop records with the start record. The graph name could
be used, but is only available where there isagraph. If too many different graphs then that is not present. Some
exceptions apply asthey can be changed by a change of authorisation RADIUS request, such as Connect-Info.

F.4. Accounting Interim

Table F.5. Accounting-Interim

AVP No. | Usage

Acct-Status-Type 40| 3 Interim-Update

Acct-Delay-Time 41 | Seconds since accounting data collected
Acct-Event- 55| Data collected time (unix timestamp)
Timestamp

Acct-Session-Id 44| Unique ID for session
Chargeable-User- 89| Graph name that applies, sanitised to comply with CQM graph name rules..
| dentity

Connect-Info 77| Text Tx speed/Rx speed in use
Framed-IP-Address 8| Peer 1Pv4 address negotiated in PPP (normally from authentication response)
NAS-Identifier 32| Configured hostname of FireBrick
NAS-IP-Address 4/NAS IPv4 addressiif using IPv4
NAS-IPv6-Address 95| NAS IPv6 addressif using IPv6
NAS-Port 5/L2TP session ID

Acct-1nput-Octets 42| Rx byte count

Acct-Input- 52| Rx byte count (high 4 bytes)
Gigawords

Acct-Output-Octets 43| Tx byte count

Acct-Output- 53| Tx byte count (high 4 bytes)

Gigawords

Acct-1nput-Packets 47| Rx packet count

Acct-Output-Packets 48| Tx packet count

110



Supported RADIUS Attribute/

Value Pairs for L2TP operation
Tunnel-Type 64| Present for relayed L2TP sessions, L2TP
Tunnel-Medium-Type 65| Present for relayed L2TP, 1 (IPv4) or 2 (IPv6)
Tunnel-Client- 66| Present for relayed L2TP, text IPv4 or IPv6 address of our address on the
Endpoint outbound tunnel
Tunnel-Server- 67| Present for relayed L2TP, text IPv4 or |Pv6 address of the far end address of
Endpoint the outbound tunnel

Tunnel-Assignment-
ID

82

Present for relayed L2TP, text local L2TP tunnel 1D

Tunnel-Client-Auth-
ID

90

Present for relayed L2TP, local end hostname quoted by outgoing tunnel

Tunnel-Server-Auth-
ID

91

Present for relayed L2TP, far end hosthame quoted by outgoing tunnel

F.5. Accounting Stop

As accounting interim update plus

Table F.6. Accounting-Stop

AVP No. | Usage
Acct-Terminate- 49| Cause code as appropriate
Cause

Cause codesof noteare 2(Lost-Carrier) whichissent if LCP echosdo not reply for several seconds, and 14(Port-
Suspended) which is sent if the dos-limit is exceeded on a session. For DOS handling is is recommended that
subsequent authentication requests are rejected for several minutes or a fake accept is and session-timeout is
used as DOS attacks usually continue until the customer is off-line.

F.6. Disconnect

A disconnect message is accepted as per RFC5176, if the session can be disconnected, and ACK is sent, else

aNAK

TableF.7. Disconnect

AVP No. | Usage

Acct-Session-Id 44| Unique ID for session

Chargeable-User- 89| Thisisused as CQM graph name.

| dentity

Acct-Terminate- 49| Cause code as appropriate to be used in accounting stop message
Cause

The session is identified by Acct-Session-ld if present, else by Chargeable-User-ldentity. No other
identification parameters are supported. If sent then they are ignored.

F.7. Change of Authorisation

A change of authorisation message is accepted as per RFC5176

Table F.8. Change-of-Authorisation

AVP

‘ No. ‘ Usage
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Acct-Session-1d 44| Unique ID for session

Chargeable-User- 89| Thisisused as CQM graph name.

Identity

Framed-Route 22| May appear more than once. Text format is |Pv4-Address/Bits 0.0.0.0 metric.
Thetarget IPisignored but must be valid |Pv4 syntax. The metric is used as
localpref in routing.

Delegated-1Pv6- 123 IPv6 prefix to be routed to line. Maximum local pref used.

Prefix

Framed-1Pv6-Prefix 97 |1Pv6 prefix to be routed to line. Maximum locapref used.

Framed-1 Pv6-Route 99| May appear more than once. Text format is |Pv6-Address/Bits :: metric. The
target IP is ignored but must be valid IPv6 syntax. The metric is used as
localpref in routing. Alternative format 1Pv6/Bits | Pv4-Address metric defines
that prefix isto be protocol 41 1Pv4 tunneled to specified target viathis link.

Session-Timeout 27|Absolute limit on session, in seconds

Terminate-Action 29|1f not specified, or 0, then terminate on Session-Timeout or Quota reached,
else send RADIUS Interim accounting update (not an Access Request)

Connect-Info 77| Text tx speed limit to apply to session (see below)

Filter-1d 11| Seefilter ID section

The session is identified by Acct-Session-ld if present, else by Chargeable-User-ldentity. No other
identification parameters are supported. If sent then they are ignored.

Parameters are left unchanged if not specified.

« If any route entries (1Pv4 or | Pv6) are present then the existing routing (apart from the PPP endpoint address)
are all removed and replaced with what has been sent. To clear al routes send a framed route with a blank
string. The Framed-1P-Address cannot be changed.

* To clear the session timeout send a value of 0.
» To clear remove shaping send a Connect-Info of "0".
No other parameters are supported, and if sent then they are ignored

The Connect-Info response can be a ssimple number (bits/second) tx rate, or a number followed by a % where
this sets a speed based on a percentage of current line speed. It is also possible to set long term shaperswhere a
Chargeable-User-ldentity isalso included, thisinvolvesanumber of additional parametersinthe string prefixed
with characters: > min, < max, _ minburst, and \ step.

F.8. Filter ID

The Filter-ID can be set in authentication response and change of authorisation. There can be many records.
Each can have many filters. Each filter is of the form of a letter possibly followed by number digits. The
accounting start lists relevant filters that have been set, each in a separate filter-id AVP. Unknown filters are
ignored.

TableF.9. Filter-ID

Filter [meaning

Tn| Set routing table for payload traffic. This can be used for private routing, and for walled garden /
credit control

An| Specify this connection is a member of a closed user group n (1-32767) but has normal |P access
aswell. This connection is not filtered by traffic can go to/from connections that are filtered in the
same CUG
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Rn| Specify this connection is amember of aclosed user group n (1-32767) and is restricted to sending
traffic to/from connections in the same CUG.

H | Sets the connection to send HDLC framing headers on all PPP packets. This adds 2 extra byte to
the packet. Thisis the default setting.

h| Sets the connection not to send HDL C framing headers on all PPP packets. Thisis in accordance
with the L2TP/PPP RFCs. This does not work on BT 21CN BRASs.

F|Sets TCP MTU fix flag which causes the MTU option in TCP SY N to be adjusted if necessary to
fitMTU.

f|Setsno TCP MTU fix

M | Sets the connection to ignore the MRU. Actually, the MRU is used to generate ICMP errors for
IPv6 and I Pv4 with DF set, but otherwise full size packets are sent on the connection even if alower
MRU was advised. This is in accordance with the PPP RFC but breaks some routers that do not
accept 1500 byte packets (e.g. PPPOE)

m | Sets the connection to fragment | Pv4 packets with DF not set that are too big for the advised MRU.
Thisisthe default

L |This is not a filter and not confirmed back on accounting start and not valid on Change of
Authorisation. It forcesarestart of LCP negotiation. Thisisuseful when BRA Sslie about negotiated
LCP (such asBTs 21CN BRASS)

This is not a filter and not confirmed back on accounting start and not valid on Change of
Authorisation. It stopsan L CP negotiation restart that may be planned, e.g. dueto an MRU mismatch.

X | Pad packetsto 74 bytesif length fields appears to be less - needed to work around bug in BT 20CN
BRASfor IPv6 in IP over LCP mode

C|Send all IPv4 and IPv6 using the LCP type code (only worksif FireBrick doing PPP at far end)

I|Mark session isolated from other L2TP sessions (no direct packets from other L2TP sessions
allowed)

Mark session for latency adjust on bonding (adds half round trip latency to bonding calculations)

Mark session as low-priority (see shaper and damping)

Mark session as premium (see shaper and damping)

O u|O|

Mark session as blackhole (Normal |Pv4/IPv6 routes are announced as black hole routes, and any
BGP isnot restricted to local-as, etc. Does not apply to 6over4 routes)

Mark session as not blackhole

d
b| Disable anti-spoofing source filtering
Sn| Set LCP echo rate to n seconds (default 1)

sn| Set LCP timeout rate to n seconds (default 10)
g[+]n|Specify [or add to] quotafor tx bytes. Use either g or Q. Action depends on Terminate-Action.
Q[+]n|Specify [or add to] quotafor total (tx+rx) bytes.

For change of authorisation the absence of afilter has no effect. To set normal routing table O zero, send TO.
To set not amember of a CUG send AO.

F.9. Notes
F.O9.1. L2TP relay

L2TP relay means that an incoming call (ICRQ) is relayed to another L2TP endpoint. The decision of which
callsto relay to what endpoint can be made in one of two ways:-

» Configured pattern match based on calling number, called number, or login.
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» RADIUS responseto initial authentication request advising new endpoint for connection.

A test is made against the config on the initial connection based on known data. This is calling number (if
present), called number (if present) and login (proxy_auth_name if present). If a match is found the call is
relayed with no additional PPP packets exchanged.

If there is no proxy LCP provided, or the provided negotiation conflicts with the configuration, then LCP
negotiation is completed.

If thereis no proxy authentication, PPP authentication is start until aresponse/login is received from the peer
(assuming authentication is required in the config).

At this point a further check is made for a configured relay which can now be based on alogin if one was
not present before.

RADIUS authentication is completed, and if the response indicates arelay then the call is relayed.

The relayed call includes the incoming call parameters, and any LCP and authentication parameters that may
have been negotiated at that point.

The Filter ID T which would normally set the payload table when terminating traffic is instead used to set the
routing table for the outgoing relay tunnel.

F.9.2. LCP echo and CQM graphs

Each session getsa CQM graph which uses one second L CP requests and produces detailed |oss/latency graphs
for the session. The graph name is picked based on the first available of :-

» Chargeable-User-Identity sent in the RADIUS authentication response.
 Cadling-Station-l1d from L2TP.

» User-name in RADIUS athentication response.

» Proxy-Auth-Name from L2TP.

» Negotiated user name from PAP/CHAP.

If a second session starts with the same graph name as an existing session then the existing session is cleared
with cause 13(Preempted). It isrecommended that auniquecircuit I D is passed asthe Chargeable-User-1dentity
in the authentication response to allow simple location of graphs.

Normally the FireBrick sends regular L CP echos and generates aloss/latency graph. Where thisis not enabled
(LCP Rate 0 or no graph set at all) then graphs are created but with no loss/latency. On a relayed L2TP
connection the LCP echosare normally generated by thefar ends and passed through by the FireBrick. However,
if aRADIUS reply sets the LCP rate/timeout and provides tunnel relay, then the incoming side of the relayed
connection will use LCP echos from the FireBrick in the middle of the connection and not pass these through
- this means on the o/g connection the FireBrick answers L CP echos from the relayed LNS.

F.9.3.IP over LCP

IP over LCPisanon standard coding of PPP packetsfor |1Pv4 and IPv6. The coding uses the LCP code (C021)
instead of the IPv4 (0021) or IPv6 (0057) code. The first byte which would normally be the LCP type is Ox4X
(IPv4) or 0x6X (IPv6). The FireBrick assumes any such LCP codes are |Pv4/IPv6 when received, and using a
RADIUS response can send | P packets using LCP. Thisis specifically to bypass any carrier | P specific shaping
or DPI.
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F.9.4. Closed User Group

Each session can have a CUG defined (1-32768) which may be allow or restrict. Interfaces (port/VLAN) may
aso be defined in the same way. A packet from an interface/session with a CUG is tagged with that packet. If
the source is restricted that packet can only leave via an interface/session with the same CUG. Similarly if the
target interface/session is restricted than only a packet tagged with the same CUG can be sent to it.

F.9.5. Routing table

The FireBrick operates independent routing cores allowing a totally independent routing table to be used for
L2TPwrapper traffic and payload traffic. It is also possible to set the payl oad table in use on a per session basis
from RADIUS thus alowing awalled garden to be set up, or aprivate network, or ssmple an unusable session.
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Appendix G. FireBrick specific SNMP
objects

This appendix details the SNMP objects that are specific to the FireBrick.

G.1. Monitoring information

General monitoring information.

Table G.1.is0.3.6.1.4.1.24693.1

..OID |Type Meaning

11 Integer (mV) |Voltage: "A" power supply. Should be around 12V. May show afew volts when no
power connected

12 Integer (mV) |Voltage: "B" power supply. Should be around 12V. May show afew volts when no
power connected

13 Integer (mV) | Voltage: Combined 12V supply. Will be dlightly lower than highest of "A" and "B"
due to diode drop

14 Integer (mV) |Voltage: 3.3V reference

15 Integer (mV) |Voltage: 1.8V reference

1.6 Integer (mV) |Voltage: 1.2V reference

17 Integer (mV) |Voltage: 1.1V reference

18 Integer (mV) | Voltage: 3.3V fan power, if present

19 Integer (mV) |Voltage: 1.2V fan power, if present

21 Integer (MC) | Temperature: Fan controller

22 Integer (MC) | Temperature: CPU

23 Integer (MC) | Temperature: RTC

31 Integer (rpm) | Speed: Fan 1

32 Integer (rpm) | Speed: Fan 2

G.2. BGP information

Information about specific BGP peers.

Note

The OID contains the IP. Thisis coded as either 4.a.b.c.d for IPv4 address a.b.c.d, or 16 followed by
16 entries each 0 to 255 for the bytes in the |Pv6 address when represented in net byte order. The IP
isthe IP of the BGP peer you wish to check.

Table G.2.150.3.6.1.4.1.24693.179

...OID |Type Meaning

1IP  |String Name of BGP peer from config

21P  |Integer State of BGP peer (O=idle, 1=active, 2=openwait, 3=opensent, 4=openconfig,
5=established, 6=closed, 7=free)

3.IP  |Integer Remote AS
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4.1P  |Integer Received |Pv4 prefixes
5.IP |Integer Seconds since last state change
6.IP  |Integer Received IPv6 prefixes

G.3. L2TP information

Information about specific L2TP peers.

Note

Some OIDs contains an |P. Thisis coded as either 4.a.b.c.d for IPv4 address a.b.c.d, or 16 followed
by 16 entries each 0 to 255 for the bytes in the |Pv6 address when represented in net byte order. The

IPisthe IP of the L2TP peer you wish to check.

Table G.3.150.3.6.1.4.1.24693.1701

..OID |Type Meaning

0.1.0 |Integer Number of tunnelsin FREE state

0.1.1 |Integer Number of tunnelsin OPENING state

0.1.2 |Integer Number of tunnelsin LIVE (incoming) state
0.1.3 |Integer Number of tunnelsin LIVE (outgoing) state
0.1.4 |Integer Number of tunnelsin CLOSING state

0.1.5 |Integer Number of tunnelsin FAILED state

0.1.6 |Integer Number of tunnelsin CLOSED state

0.20 |Integer Number of sessionsin FREE state

021 |Integer Number of sessionsin WAITING state

0.2.2 |Integer Number of sessionsin OPENING state

0.2.3 |Integer Number of sessionsin NEGOTIATING state
0.24 |Integer Number of sessionsin AUTH-PENDING state
0.25 |Integer Number of sessionsin STARTED state

0.2.6 |Integer Number of sessionsin LIVE state

0.2.7 |Integer Number of sessionsin ACCT-PENDING state
0.2.8 |Integer Number of sessionsin CLOSING state

0.29 |Integer Number of sessionsin CLOSED state

0.2.10 |Integer Number of session negotiation slots free

1IP |String Thelogin name

21P  |String The host name

3P |Integer Number of incoming tunnels

4.1P  |Integer Number of outgoing tunnels

5IP  |Integer Seconds since oldest live tunnel connected
6.1P  |Integer Number of live tunnels

7P  |Integer Number of sessions

G.4. CPU usage information

Peak and average percentage usage of CPU cores.

117



FireBrick specific SNMP objects

Note
In the OIDs below, cpu specifies the cpu core to be monitored, starting from zero. On units with only
one core this should be zero. On units with two CPU cores 0 signifies the CORE cpu and 1 the NET
cpu. m specifies the number of minutes over which the quantity asked for should be examined or
averaged - range 1 to 30.

Table G.4.is0.3.6.1.4.1.24693.2

..OID  |Type M eaning

0.cpu.0 |Gauge32 Percentage of CPU used for interrupts in previous second

O.cpu.l |Gauge32 Percentage of CPU fully used (non-idl€) in previous second

O.cpu.2 |Gauge32 Peak percentage of CPU used for interrupts so far in current minute
0.cpu.3 |Gauge32 Peak percentage of CPU fully used (non-idle) so far in current minute
m.cpu.0 |Gauge32 Average percentage of CPU used for interruptsin previous m minutes
m.cpu.l |Gauge32 Average percentage of CPU fully used (non-idl€) in previous m minutes
m.cpu.2 |Gauge32 Peak percentage of CPU used for interruptsin previous m minutes
m.cpu.3 |Gauge32 Peak percentage of CPU fully used (non-idle) in previous m minutes

G.5. Running Statistics

Various run-time statistics which can be useful for monitoring system behaviour.

Note

In the OIDs below, cpu specifies the cpu core to be monitored, starting from zero. On units with only
onecorethisshould bezero. On unitswithtwo CPU cores0 signifiesthe CORE cpu and 1theNET cpu.

Table G.5.150.3.6.1.4.1.24693.3

..OID

Type

Meaning

l.cpu

Gauge32

Count of internal buffers currently available (free) on this CPU
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Appendix H. Command line reference

H.1. General commands
H.1.1. Trace off

troff

Stop interactive logging to this CLI session, lasts until logout or tron.

H.1.2. Trace on

‘tron

Restart interactive logging to this CLI session. Some types of logging can be set to log to console which shows
on the CLI.

H.1.3. Uptime

upti me
show upti me

Shows how long since the FB6000 restarted.

H.1.4. General status

‘show st at us

Shows general statusinformation, including uptime, who ownsthe FireBrick, etc. Thisisthe same asthe Status
on the web control pages.

H.1.5. Memory usage

‘show nenory

Shows memory usage summary.

H.1.6. Process/task usage

‘show t asks

Shows internal task list. Thisis mainly for diagnostics purposes.

H.1.7. Login

‘Iogin

Normally when you connect you are prompted for a username and password. If this is incorrect you can use
thelogin to try again.
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H.1.8. Logout

| ogout
qui t
exit

You can aso use Ctrl-D to exit, or close the connection (if using telnet)

H.1.9. See XML configuration

show run
show configuration

Dumps the full XML configuration to the screen

H.1.10. Load XML configuration

i mport configuration

Y ou then send the XML configuration, ending with ablank line. Y ou would not normally import aconfiguration
using this command, as you can use the web interface, and toolslike curl to load configtations. This command
isprovided as alast resort for emergency use, so use with care.

H.1.11. Show profile status

‘show profiles

Shows profiles and current status.

H.1.12. Enable profile control switch

‘enable profile <string>

Turns a named profile control switch on.

H.1.13. Disable profile control switch

‘di sable profile <string>

Turns a named profile control switch off.

H.1.14. Show RADIUS servers

show radi us
show radi us <| PAddr >

Shows details of RADIUS servers currently in use

H.1.15. Show DNS resolvers

‘show dns
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Shows current DNS resolver list and status.

H.2. Networking commands
H.2.1. Subnets

show subnet s
show subnet <integer>

You can list al current subnets, or details of a specific subnet. This shows the same information as the web
status pages for subnets.

H.2.2. Renegotiate DHCP for a subnet

‘dhcpc renegot i at e subnet =<i nt eger >

When the Firebrick is getting its own IP address(es) from an external DHCP source, you may sometimes want
it to renegotiate this address (e.g. if you have disconnected and connected to a different DHCP server). This
command will force the DHCP client to renegotiate for a particular subnet ID. Y ou can find the ID number of
your subnets with the show subnets command.

NB This is separate from the Firebrick's own DHCP server, which can allocate addresses to machines on a
LAN (see the dhcp commands below).

Thiscommand isonly availableto ADMIN (and DEBUG) user levels. It should be used with caution asit will

interrupt your connection to the external network, and it is very possible that you may be allocated a different
IP address.

H.2.3. Ping and trace

pi ng <l PNameAddr > [t abl e=<rout et abl e>] [ sour ce=<| PAddr >]
[ gat eway=<I PAddr>] [fl ow=<unsi gnedShort>] [count=<positivelnteger>]
[tt] =<unsi gnedByte>] [size=<unsignedShort>] [xm =<bool ean>]
traceroute <l PNameAddr> [t abl e=<rout et abl e>] [source=<| PAddr>]
[ gat eway=<I PAddr>] [fl ow=<unsi gnedShort>] [count=<positivelnteger>]
[tt] =<unsi gnedByte>] [size=<unsignedShort>] [xm =<bool ean>]

This sends a series of ICMP echo requests (ping) to a specified destination and confirms aresponse is received
and the round trip time. For the tracer oute variant, the TTL/Hopcount is increased by one each time to show
a series of response hops. There are a number of controls allowing you to fine tune what is sent. Obviously
you should only send from a source address that will return to the FB6000 correctly. You can also ask for the
results to be presented in an XML format.

Where possible, the reverse DNS name is shown next to replies, but there is (deliberately) no delay waiting

for DNS responses, so you may find it useful to run atrace a second time as results from the first attempt will
be cached.

H.2.4. Show a route from the routing table

‘show route <IPPrefix> [tabl e=<routetabl e>]

Shows details of aroute in the routing table. Where an individual IP is used, the route that would be used is
shown, but if a specifiy prefix is used then that specific route is shown even if there may be more specific
routesin use.
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H.2.5. List routes

‘show routes [<IPFilter>] [tabl e=<routetable>]

Lists routes in the routing table, limited to those that match the filter if specified.

H.2.6. List routing next hops

show rout e nexthop [<IPAddr>]

List the next hop addresses currently in use and their status.

H.2.7. See DHCP allocations

‘show dhcp [ <I PAAddr>] [tabl e=<rout et abl e>]

Shows DHCP allocations, with option to show details for specific allocation.

H.2.8. Clear DHCP allocations

cl ear dhcp [ip=<IP4Range>] [t abl e=<rout et abl e>]

Allows you to remove one or more DHCP allocations.

H.2.9. Lock DHCP allocations

‘I ock dhcp i p=<IP4Addr> [t abl e=<rout et abl e>]

LocksaDHCP alocation. This stopsthe allocation being used for any other MAC addressevenif long expired.

H.2.10. Unlock DHCP allocations

unl ock dhcp i p=<I P4Addr> [t abl e=<rout et abl e>]

Unlocks a DHCP alocation, allowing the address to be re-used if the expired.

H.2.11. Name DHCP allocations

‘narre dhcp i p=<I P4Addr > [ name=<string>] [tabl e=<routetabl e>]

Allows you to set a name for a DHCP allocation, overridding the clientname that was sent.

H.2.12. Show ARP/ND status

show arp
show arp <I| PAddr >

Shows details of ARP and Neighbour discovery cache.

H.2.13. Show VRRP status

‘show vrrp
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Listsall VRRP in use and current status.

H.2.14. Send Wake-on-LAN packet

‘wol i nterface=<string> mac=<hexBi nary>

Send awake-on-LAN packet to a specific interface.

H.2.15. Check access to services

‘check access <I| PAddr> [tabl e=<rout et abl e>]

Reports access control checks for a source address to various internal services. This is separate from any
firewalling.

H.3. L2TP commands

Note

This command summary is not yet complete, please see www.firebrick.co.uk for details

H.4. BGP commands

Note

This command summary is not yet complete, please see www.firebrick.co.uk for details

H.5. PPPOE commands

Note

This command summary is not yet complete, please see www.firebrick.co.uk for details

H.6. Advanced commands

Some commands are only available when logged in as a user set with DEBUG level access.

H.6.1. Panic

panic [<string>] [confirme<string>]

This causes the FB6000 to crash, causing a panic event with a specified message. You need to specify
confirm=yesfor the command to work. This can be useful to test fallback scenarios by simulating afatal error.
Note that panic crash logs are emailed to the FireBrick support by default, so please use a meaningful string.
e.g. panic "testing fallback" confirm=yes

H.6.2. Reboot

‘reboot [ <unsignedl nt>] [hard] [confirme<string>]

A reboot is a more controlled shutdown and restart, unlike the panic command. The first argument is a block
number (see show flash contents) and forces reboot to run a specific software stored in flash. Normally the
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reboot will run the latest valid code. The hard option forces the reboot to clear the Ethernet ports and other
hardware so takes a couple of seconds. Y ou must specify confirm=yes for this to work.

H.6.3. Screen width

‘set comrand screen w dth <unsi gnedl nt >

This allows you to set the screen width.

H.6.4. Make outbound command session

‘start command sessi on <I| PAddr> [ port=<unsi gnedShort>] [tabl e=<routetabl e>]

This alows a reverse telnet connection to be made. A TCP connection is made to the IP address (and port)
where auser can login. This can be useful where afirewall policy preventsincoming access to allow someone
to have access from outside, e.g. the FireBrick support team.

H.6.5. Show command sessions

‘show command sessi ons

The FB6000 can have multiple telnet connections at the same time. Thislists all of the current connections.

H.6.6. Kill command session

‘ki Il command sessi on <l PAddr >

You can kill acommand session by IP address. This is useful if you know you have left a telnet connected
from somewhere else. Telnet sessions usually have a timeout, but this can be overridden in the configuration
for each user.

H.6.7. Flash memory list

‘show flash contents

Lists the content of flash memory - this includes various files such as software releases, configuration, and
so on. Multiple copies are usually stored allowing you to delete a later version if needed, and roll-back to an
older version.

H.6.8. Delete block from flash

del ete config <unsignedlnt> [confirnr<string>]
del et e data <unsignedlnt> [confirme<string>]
del ete i mage <unsignedlnt> [confirnr<string>]

Delete a block from flash memory. This cannot be undone. Y ou have to specify the correct type of block, and
specify confirm=yes for the command to work.

H.6.9. Boot log

‘show boot | og [ <unsignedl nt>]

Show log of recent boots. Y ou can specify the number of bytes of recent log to show.
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H.6.10. Flash log

‘show flash | og [ <unsignedl nt >]

Thelogging system can log to flash for a permanent record. Thisis done automatically for some system events
and when booting. Y ou can specify the number of bytes of recent log to show..
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Appendix |I. Constant Quality
Monitoring - technical details

The FireBrick provides constant quality monitoring. The main purpose of this is to provide a graphical
representation of the performance of an interface or traffic shaper - typically used for broadband lineson L2TP.

» 100 second interval statistics available graphically as svg or png and in text as csv covering at least the last
25 hours (one day)

 Losslatency stats where available (e.g. LCP echos on L2TP broadband lines) including minimum, average,
and maximum latency for the 100 second sample, and percentage packet loss.

» Throughput stats where available (e.g. interfaces, shapers, L2TP broadband lines) including average tx and
rx rate for 100 second sample

Graphs can be loss/latency or throughput of both. A ping only system would only have loss/latency. An L2TP
broadband line has both. An interface or shaper normally has only throughput data.

|.1. Broadband back-haul providers

When using the FB6000 as an LNS the CQM graphs are invaluable for diagnosing line faults. They are useful
to the ISP but also useful to the back-haul provider which is often a separate company (e.g. BT or Be). We
recommend that you consider providing access to graphs for live circuits and archived data to your back-
haul provider when discussing faults with them. FireBrick are working with several 1SPs to ensure back-haul
providers are aware of the CQM graphs and how to use them to assist in diagnosis.

|.2. Access to graphs and csvs

Graphs can be accessed via HTTP using the normal web management interface. This can be used as a direct
link from aweb browser, or using common tools such as curl and wget.

Theweb management interface (services/http) definesthe port, allowed user list and also atrusted | P accesslist.
The CQM config defines a secret which is used to authorise untrusted access using an SHA1 hash in the URL.

All CQM URLsarein the /cgm/ path.

[.2.1. Trusted access

To access a graph you simply need to request the URL that is the graph name, followed by the file extension.
E.g. http://host:port/cgm/circuit.png.

Tablel.l. Filetypes

Extn For mat
svg SVGimage

png PNG image

csv COMMA separated values list
tsv TAB separated values list

txt SPACE separated values list
xml XML data
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|.2.2. Dated information

Without any date the data returned is the latest. Thisincludes the last 24 to 25 hours.

Y ou can display data for a specific date. This only makes sense for today, and during the first couple of hours
of the day you can get yesterday in full.

The syntax is that of a date first in the form YYYY-MM-DD/, eg. http://host:port/cgm/YYYY-MM-DD/
circuit.png.

1.2.3. Authenticated access

Authenticated access requires a prefix of ahex SHAL string. e.g. http://host:port/cgm/longhexshal/circuit.png
or http://host:port/cqgm/longhexshal/Y Y Y'Y -MM-DD/circuit.png.

The SHA1is 40 character hex of the SHA1 hash made from the graph name, the date, and the http-secret. The
dateisintheform YYYY-MM-DD, and is today's date for undated access (based on local time).

This means a graph URL can be composed that is valid for a specific graph name for a specific day.

Note that an M D5 hash (32 character hex) can also be used instead, but SHA1 is the preferred method.

|.3. Graph display options

The graphs can have a number of options which define the colours, text and layout. These are defined asHTTP
form GET attributes on the URL, e.g. http://host:port/cgm/circuit.png?H=at+heading.

Note that they can a so be included in the path before the graph name, e.g. http://host:port/cqm/H=a+heading/
circuit.png in which case they can be separated by / rather than &.

The attributes are processed in order.

Note

These attributes apply to both png and svg output, however it is also possible to override the svg style
and use a CSS style sheet from a URL instead. In such cases none of the colour settings from the
config or the graph URL will apply. See an actual svg output for classes that are used in the graphs.

1.3.1. Scaleable Vector Graphics

The graphs are available in PNG and SV G. We recommend using SV G graphs.

The SVG version is usually alot quicker to load, and has a lot more detail. It works well on high resolution
monitors and devices that allow scaling (such as maobile phones).

The SVG is designed to allow some post processing or manipulation with specific paths for each part of the
graph, such as "tx", "rx", "min", "ave", "max", etc. These data paths are also presented using a fixed scale,
and then scaled and cropped by a wrapping group. This allows tools to merge graphs from different sources
and maintain scales, or allow scales to be changed later. If you actually want access to the raw data, then you

should use the XML output.

There is an option for an external CSS to be referenced, rather than local style based on the config settings.
This allows even more control and flexibility for display.

Thereis also an option to include an overlay providing tool tip (title) information for each 100 second sample.
This makes for much larger files though.
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1.3.2. Data points

The data point controls can be included as either fieldname or fieldname=colour. To make avalid URL either
escape the # prefix or omit it. If any of these are included, then only those that are included are shown. If just
fieldname is specified then the default colour is applied. The text on the right shows what fields are included
and their colour key.

Tablel.2. Colours

~
2

Colour

Defines colour for minimum latency

Defines colour for average latency

Defines colour for max latency

Defines colour for upload rate

Defines colour for download rate

Defines colour for sent echos

Defines colour for rejected echos

Defines colour for failed (no response) echos

O« go|lCc| X »

Defines colour for off-line

1.3.3. Additional text

Additional text is shown on the graph based on the valuesin the configuration if not specified. Thereare 4 lines
on the top left in small text and two heading lines top right in large text.

Tablel.3. Text

Key Text

z Clean output, clears all additional text fields

z Clean and clear, as z but also sets inside background and off-line colours to transparent so graphs
are easy to merge with those of other LNSs

C Line 1 top left text, default if not set in config is system name

c Line 2 top left text

N Line 3 top left text

n Line 4 top left text

H Main heading text, default if not set in config is graph name

h Sub heading text

Note that Z and z do not normally have any arguments, but if they do, then it sets the SVG CSSto usg, e.g.
z(mystyl e. css) but an empty string, e.g. z() , will use the standard config based style. Setting Z forces no
style and no CSS so parent document can set styles.

1.3.4. Other colours and spacing

Colours can be in the form of RGB, RRGGBB, RGBA, RRGGBBAA defining red/green/blue/alpha, or some
simple colour names.

Tablel.4. Text

Ko

‘Meaning
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L Defines a number of pixelsto be provided on the left of the graph. Bandwidth and scale axis shown
based on space provided left and right.

R Defines a number of pixels to be provided on the right of the graph. Bandwidth and scale axis is
shown based on space provided |eft and right.

T Defines a number of pixels to be provided on the top of the graph. Time axes is show based on
space at top and bottom.

B Defines a number of pixels to be provided on the bottom of the graph. Time axes is show based
on space at top and bottom.

Y Defines Y bandwidth scale starting point (0 is lowest, 1 is next, etc).
Defines Y ms scale max level (in ms).

- <

Defines colour for graticule

Defines colour for axis lines

Defines colour for background within axis

Defines colour for background outside axis

Defines colour for writing (text)

m s O«

Mouseover title text in svg (depending on browser, this may only work if you embed the svg in a
page rather than asimg tag)

e No mouseover title text in svg

l.4. Overnight archiving

The system is designed to make it easy to archive al graphs or svg, png, xml, etc files overnight. The graphs
hold 1000 data points, which is 27 hours 46 minutes. Thismeansyou can accessafull day'sdatafor the previous
day in the first 3 hours 46 minutes of the new day (2 hours 46 or 4 hours 46 when clocks change in previous
day). Assuch it is recommended that overnight archiving of the previous day is done just after midnight.

Therecommended commandto runjust after midnightiswget - - qui et --no-parent --mirror http://

host: port/cqm "date +% -dyesterday'/z/ asthiswill create a directory for the server, cgm, date,
and z, and then thefiles. The use of lowercase z clearstext off the graphs to make them clean. Using uppercase
Z does SV G with no style included, so expecting to be used with a separate style sheet when presented.

The above wget command to fetch multiple files can only be used with trusted access. If you don't have any
trusted | P addresses, then individual graphs must be requested separately, with each using a hash made from
the graph name.

1.4.1. Full URL format

The full URL format alows several variations. These are mainly to allow sensible directory structures in
overnight archiving.

Tablel.5. URL formats

URL M eaning

/cgm/ All CQM URLs start with this

40-hex- Optional authentication string needed for untrusted access. Can be used with trusted access

characters/ to test the authentication is right

YYYY-MM- Optional dateto restrict output. Can also beintheform YYYY/MM/DD, YYYY-MM/DD,

DD/ YYYY/MM-DD if preferred. Can aso have /HH or -HH on the end to get data for just
one hour, and /HH-HH, or -HH-HH on the end for a specific range of hours. Can end /
HH:MM:SS or -MM:MM:SS for datafor one hour from a specific time.
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options/ Optional graph colour control options. Useful when extracting a list of images as they all
must have the same options, since the list is just graphname.png as a relative link thereby
ensuring al graphs appear in this directory. The options list can include / separators rather
than & separators to make apparent subdirectories.

ext/ The file extension can be included on the end of the options, this is used only for making
theindex of all graphsfor that type (see below).

graphname Graph name. For XML thiscan bejust * to produce one XML filewith al graphs. If omitted,
an index will be served (see below).

.ext Extension for the file type required. Optional if no graph nameis supplied.

?options Options can alternatively beincluded asaHTML form GET field list

Where no graph name or ext are provided (i.e. the index page of a directory) then an html pageis served. An
ext/ can beincluded after any options to make alist of files of that type. Otherwise the index is an html page
explaining the options.

If agraph name is specified, then an extension must also be given.

A blank graph is available by accessing simply . png (i.e. an extension with no graph name).
Anxml list of al graphsisavailableas. xn .

A csv list of graph name and scoreisavailable as. csv and similarly fort xt andt sv.

A special case exists for extracting the xml filesfor all graphsin one request, using the name *. xni .

1.4.2. load handling

The graphs and csv files are generated on the fly, and only one is generated at a time. Connection requests
are queued. As part of the normal web management system, the trusted IPs queue is aways processed first
S0 constant access from untrusted sources will not stop access from trusted sources. If the queue is full the
connection is not accepted. The most load applies when archiving, but tools like wget fetch one linked file at
atimewhichisideal.

1.5. Graph scores

Graphs are scored based on settings in the config. Each 100 second sample has a score which isincluded in
the csv and xml lists for any graph. The score is aso totalled for a graph as a whole and included in the csv
and xml list of al graphs. Thistota is done by multiplying the last score by 864, the previous by 863, and so
on for the previous 24 hours.

1.6. Creating graphs, and graph names

Graph namesaretext and up to 20 characters. Only letters, numbers, @, -, and . are allowed. All other characters
areremoved. It isrecommended that names complying with this are used. Any graph name that you try and use
that is too long will be replaced with one that uses part of the name and a hash to try and ensure a consistent
unique graph nameis applied.

Graphs can be defined in some configuration settings such as interface names.

Graphs can also be created dynamically in some cases, e.g. L2TP based graphs are made based on the
Chargeable-User-1d, Calling-Station-Id or User-Name for a connected line, and so can be defined from the
RADIUS authentication response. It is recommended that the circuit ID is used where available, e.g. from BT
platform RADIUS.
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- technical details

The number of graphsislimited depending on memory, but the designisto allow for 100,000 distinctly named
graphs. Dynamic circuits simply do not have graphs on them if this number is exceeded. Graphs not used for
more than the data retention time are discarded automatically.
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The configuration XML includes passwords and OTP seeds encoded using hashes, this makes it impossible to
extract the password from the config.

Caution

It is still important to keep the configuration hashes safe, as someone could use the hashes to try
millions of passwords off-line beforetrying to log in to aFireBrick. For thisreason it is also important
to use good passwords that cannot be guessed, and are not simply made from normal dictionary words.

J.1. Password hashing

Theuser section of the configuration hasapasswor d field. You will notethat isit mostly alot of hexadecimal
data, the hash, as described below.

It is possible to put a new password into the configuration directly in the passwor d field and save the config.
It will be hashed automatically so when you access the configuration you will see the hashed version in the
passwor d field. However, thisisnot possibleif you also have an ot p- seed defined, unless also setting a new
ot p- seed field or removing it. For thisreason thereis also aweb pageto allow auser to changetheir password.

Tip
We recommend you use the web page to change the password for a user, and in fact, that the user
themselves do this, so as the administrator does not know the password.

Note

Entering a password directly in the config does have alimit on the length of the password that can be
accepted, though it is over 100 characters.

The FireBrick supports a number of hash functions for passwords, but on any successful login may change
the config to use the current preferred password hash function. This alows FireBrick to move to more secure
password hash functions in future whilst maintaining backward compatibility.

If making a configuration fileindependantly you can generate the hashes yourself in most cases. The supported
hash codings are as follows. For salted hashes, the salt is the additional bytes after the number of bytes for
the hash.

» FB105#{10 bytesof hex]: A legacy for the old FB105 password hashing, used by the FB105 conversion tool.

» MD5#[16 to 19 bytes of hex]: The first 16 bytes are an MD5 hash of the password appended with up to 3
bytes of salt.

» SHA1#[20 to 31 bytes of hex]: The first 20 bytes are an SHA1 hash of the password appended with up to
11 bytes of salt.

» SHA256#32 to 47 bytes of hex]: The first 32 bytes are an SHA256 hash of the password appended with
up to 15 bytes of salt.

The preferred hash is SHA256 with 15 bytes of salt. However, this may change in the future to more robust
password functions.

J.1.1. Salt

A hash function simply takes some data, and generates a hash from it - as a one-way process. This ensures that,
given the hash, you cannot work out the original string (normally a password).
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However, a particular string (e.g. password) always generates the same hash. As such it is possible for people
to have huge tables of pre-calculated hashes for common passwords and dictionary words. This allows such
(poor) passwords to simply be looked up from a hash.

Thereis aso the problem that two people using the same password end up with the same hash, and so can see
that the other person is using the same password.

To solve this, we use salt. Salt is simply a number of random bytes. These are appended to the end of the
origina data before making a hash. This means the hash is not just of a password, but of a password and a
random string (the salt).

The salt is stored, along with the hash. Thismeansit is possible to check a password by appending the salt and
calculating the hash and checking it matches the stored hash.

The password hashes al have an option of salt. If making your own password we recommend the latest hash
method and as much salt as allowed. The salt should be random.

The OTP seed is scrambled using a separate salt on the same password, €lse the encryption would simply be
using the hash you see in the passwor d field, which would not be very secure!

J.2. One Time Password seed hashing

The configuration aso holds the OTP seed used for One Time Password authenticator codes. However, thisis
stored in an encrypted format so that the seed cannot be accessed. Thisis especially important asthe OTP seed
allows the OTP sequence to be generated, not simply checked (as is the case with a password hash).

Theissue with encrypting the OTP seed is that the FireBrick hasto be able to decrypt it so asto check the OTP
sequence used. To ensure that no secret encryption key is embedded in the FireBrick firmware, the encryption
is done using the users password. Once again, this means that it is important to have a good password. This
system means that the password hash and encrypted OTP seed can be saved, and restored and even moved to
another FireBrick configuration if needed without ever having to know the seed or password itself.

Caution

Thismeansthat if someone knows (or finds out) the password and has access to the configuration file
then they could extract the OTP seed and useit tolog in, even though they do not have the OTP device/
app. For thisreason it isimportant to keep the password and OTP seed data in the configuration safe.

Y ou can enter anew OTP seed into the ot p- seed field in the config, if you wish. This should be a BASE32
string (which is the common format for usch strings). If the seed is for 60 second periods not the default 30
then append /60. If the seed is not for 6 digit codes, you can add atime (/30 or /60) and then /N where N isthe
number of digits (4-8). Once saved you will see the seed changes to a base64 coded string. If you do this you
should immediately test the authenticator by having the user log in. Until then, the seed is not encrypted in the
configuration and could be recovered. Once you have logged in, if you normally save/ archive the config, this
would be agood time to ensure you have the encrypted version saved.

Note

The old OTP system used thisfield (called just ot p) asthe serial number of a separately stored OTP
seed that was not held in the config. Thisis no longer supported, but if you have such a configuration
you may see simply the serial number in this field until the user first logs in and it is replaced with
the encrypted OTP seed.

Once encoded the format is a# followed by base64 coding of a series of bytes. If making a configuration file
independantly then you can generate the seed data directly if you wish. The format is as follows.

» 1 byte: total length of dataincluding this byte

» 1 byte: seed type OXDT where D=digits and T is time in 10 seconds, so 0x63 is normal for 6 digits every
30 seconds.
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1 byte: hash type, 0-15 means not encrypted but space for up to 15 bytes of salt. 32-47 means SHA 256 hash
encrypted with up to 15 bytes of salt.

N bytes: The OTP seed XOR with the hash made from the password with salt appended. If seed is longer
than hash then only initial hash length bytes are XOR'd.

Sbytes: Seed bytes, should be random.

1 byte: 2's complement checksum making sum of all bytes 0x00.
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Appendix K. Configuration Objects

This appendix defines the object definitions used in the FireBrick FB6202 L2TP configuration. Copyright ©
2008-2022 FireBrick Ltd.

K.1. Top level

K.1.1. config: Top level config

The top level config element contains al of the FireBrick configuration data.

TableK.1. config: Attributes

Attribute Type Default Description

ip IPAddr - Config store IP address

patch integer - Internal use, for s’'w updates that change
config syntax

serial string - Serial number

timestamp dateTime - Config store time, set automatically when
config is saved

version string - Code version

who string - Config store username

Table K.2. config: Elements

Element Type Instances Description

bgp bgp Optional, up to 100 |BGP config

bgp-filter namedbgpmap Optional, unlimited |Mapping and filtering rules for use with
BGP peers

blackhole blackhole Optional, unlimited |Black hole (dropped packets) networks

cgm cgm Optional Constant Quality Monitoring config

dhcp-relay dhcp-relay Optional, unlimited |DHCP server settings for remote / relayed
requests

eap eap Optional, unlimited |User access control via EAP

ethernet ethernet Optional, unlimited | Ethernet port settings

interface interface Optional, up to 8192 | Ethernet interface (port-group/vlan) and
subnets

ip-group ip-group Optional, unlimited |Named IP groups

12tp 12tp Optional L2TP settings

log log Optional, upto 50 |Log target controls

loopback loopback Optional, unlimited |Extralocal addresses

network network Optional, unlimited |Locally originated networks

nowhere blackhole Optional, unlimited |Dead end (icmp error) networks

port portdef Optional, up to 2 Port grouping and naming

pPp pppoe Optional, upto 10 | PPPOE settings

profile profile Optional, unlimited |Control profiles
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route route Optional, unlimited | Static routes
routing-tables routing-table Optional, unlimited |Routing table settings
services services Optional General system services
shaper shaper Optional, unlimited |Named traffic shapers
system system Optional System settings

user user Optional, unlimited |Admin users

K.2. Objects

K.2.1. system: System settings

The system settings are the top level attributes of the system which apply globally.

Table K.3. system: Attributes

Attribute Type Default Description
acme-directory string https.//acme- ACME server directory
v02.api.letsencrypt.org/
directory

acme-hostname List of string - Public hostname(s) for FireBrick for
HTTPS

acme-keygen boolean true Automatically obtain private keys as
needed

acme-profile NMTOKEN - Profile for when to do ACME renewals

acme-renew positivel nteger 30 Renewal before expiry (days)

acme-source-ip | PAGAddr - Source | P for ACME renewal

acme-terms-agreed- |string - Put your email if you agree CA terms

email

busy-threshold unsignedint 200 Max non-idle time before damping eth rx
(millisec)

comment string - Comment

contact string - Contact name

cpu-int-reserved (unsignedByte 95 Min percentage of CPU earmarked for int

0-100) percentage processing

email string - Contact email

eth-rx-batch unsignedint 20 Max packets serviced on one port before
rechecking other port for idle

eth-rx-gsize unsignedint 2000 Size of eth driver Rx queue

eth-tx-gsize unsignedint 2000 Size of eth driver Tx queue

intro string - Home page text

location string - L ocation description

log NMTOKEN Web/console Log system events

log-acme NMTOKEN - Log ACME

log-acme-debug NMTOKEN - Log ACME debug

log-acme-error NMTOKEN - Log ACME errors
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fb-sw-update-delay

log-config NMTOKEN Web/Flash/console |Log config load

log-debug NMTOKEN Not logging L og system debug messages

log-diagnostic NMTOKEN Not logging Log system diagnostic messages

log-error NMTOKEN Web/Flash/console |Log system errors

log-eth NMTOKEN Web/console Log Ethernet messages

log-eth-debug NMTOKEN Not logging Log Ethernet debug

log-eth-error NMTOKEN Web/Flash/console |Log Ethernet errors

log-ppp-dump ppp-dump - PPP dump format

log-route-nexthop  |NMTOKEN Not logged Log next hop changes

log-stats NMTOKEN Not logging Log one second stats

|og-support NMTOKEN Web logs L og support messages (e.g. stack trace)

log-tcp-debug NMTOKEN Not logging Log TCP/TLS debug messages

login-intro string - Login page text

name string - System hostname

pre-reboot-url string - URL to GET prior to s/w reboot (typically
to warn nagios)

source string - Source of data, used in automated config
management

sw-update autol oadtype false L oad new software automatically

Ssw-update-delay (unsignedByte 0-30) |0 Number of days after release to wait before

automatically upgrading

sw-update-profile

NMTOKEN

Profile name for when to load new s/w

table

(unsignedByte 0-99)
routetable

0

Routing table number for system functions
(s'w updates, etc)

TableK.4. system: Elements

Element Type I nstances Description
link link Optional, unlimited |Intro links
K.2.2. link: Web links

Linksto other web pages

Table K.5. link: Attributes

Attribute Type Default Description

comment string - Comment

level user-level GUEST Login level required

name string - Link name

profile NMTOKEN - Profile name

source string - Source of data, used in automated config
management

text string - Link text

url string - Link address
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K.2.3. routing-table: Default source IP for services
using a given table

Default source | P for traffic originated by this FireBrick

Table K.6. routing-table: Attributes

Attribute Type Default Description

name string - Name

source-ip IP46Addr - Default source IP for services

table (unsignedByte 0-99) | Not optional Routing table number
routetable

K.2.4. user: Admin users

User names, passwords and abilities for admin users

TableK.7. user: Attributes

Attribute Type Default Description
alow List of |- Restrict logins to be from specific IP
IPNameRange addresses
comment string - Comment
config config-access full Config access level
full-name string - Full name
level user-level ADMIN Login level
local-only boolean false Restrict access to locally connected
Ethernet subnets only
name (NMTOKEN) Not optional User name
username
otp-seed oTP - OTP seed (do not edit by hand)
password Password Not optional User password
profile NMTOKEN - Profile name
source string - Source of data, used in automated config
management
table (unsignedByte 0-99) |0 Restrict login to specific routing table
routetable
timeout duration 5:00 Login idle timeout (zero to stay logged in,
not recommended)

K.2.5. eap: User access controlled by EAP

| dentities, passwords and access methods for access controlled with EAP

TableK.8. eap: Attributes

Attribute Type Default Description
comment string - Comment
full-name string - Full name
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methods Set of eap-method | Not optional Allowed methods

name string Not optional User or account name

password Secret Not optional User password

profile NMTOKEN - Profile name

source string - Source of data, used in automated config
management

subsystem eap-subsystem Not optional Access controlled subsystem

K.2.6.log: Log target controls

Named logging target

TableK.9. log: Attributes

Attribute Type Default Description

colour Colour - Colour used in web display

comment string - Comment

console boolean - Log immediately to console

flash boolean - Log immediately to dow flash memory
(use with care)

jtag boolean - Log immediately jtag (development use
only)

name NMTOKEN Not optional Log target name

profile NMTOKEN - Profile name

source string - Source of data, used in automated config
management

system boolean - Include system logs on web/cli view

TableK.10. log: Elements

Element Type I nstances Description

email log-email Optional, unlimited |Email settings

syslog log-syslog Optional, unlimited |Syslog settings

K.2.7.1og-syslog: Syslog logger settings

Logging to asyslog server

TableK.11. log-syslog: Attributes

Attribute Type Default Description
comment string - Comment
facility sydog-facility LOCALO Facility setting
port unsignedShort 514 Server port
profile NMTOKEN - Profile name
server IPNameAddr Not optional Syslog server
severity syslog-severity NOTICE Severity setting
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source string - Source of data, used in automated config
management
source-ip IPAddr - Use specific source IP
system-logs boolean - Include generic system log messages as
well
table (unsignedByte 0-99) |0 Routing table number for sending syslogs
routetable

K.2.8. log-email: Email logger settings
Logging to email

TableK.12. log-email: Attributes

Attribute Type Default Description
comment string - Comment
delay duration 1:00 Delay before sending, since first event to
send
from string One made up using|Source email address
serial number
hol d-off duration 1:00:00 Delay before sending, since last email
log NMTOKEN Not logging Log emailing process
log-debug NMTOKEN Not logging Log emailing debug
log-error NMTOKEN Not logging Log emailing errors
port unsignedshort 25 Server port
profile NMTOKEN - Profile name
retry duration 10:00 Delay before sending, since failed send
server IPNameAddr - Smart host to use rather than MX
source string - Source of data, used in automated config
management
subject string From first line being | Subject
logged
table (unsignedByte 0-99) |0 Routing table number for sending email
routetable
to string Not optional Target email address

K.2.9. services: System services
System services are various generic servicesthat the system provides, and all ows access control sand settingsfor
these to be specified. The serviceis only active if the corresponding element isincluded in services, otherwise
itisdisabled.

TableK.13. services: Elements

Element Type Instances Description

dns dns-service Optional DNS service settings

http http-service Optional Web server settings

radius radius-service Optional RADIUS server/proxy settings
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snmp snmp-service Optional SNMP server settings
telnet telnet-service Optional Telnet server settings
time time-service Optional System time server settings

K.2.10. http-service: Web service settings

Web management pages

TableK.14. http-service: Attributes

Attribute Type Default Description
access-control- string - Additional HTTP header
allow-origin
alow List of |Allow from|List of 1P rangesfrom which service can be
IPNameRange anywhere accessed
alow-acme boolean true Allow limited port 80 HTTP access for
ACME during renewal
certlist List of NMTOKEN |use any suitable Certificate(s) to be used for HTTPS
sessions
comment string - Comment
content-security- string - Additional HTTP header
policy
css-url string - Additional CSS for web control pages
https-port unsignedShort 443 Service port for HTTPS access
js-url string - Additional javascript for web control pages
(logged in/trusted-ip)
local-only boolean true Restrict access to locally connected
Ethernet subnets only
log NMTOKEN Not logging Log events
log-client NMTOKEN Not logging Log client accesses
log-client-debug NMTOKEN Not logging Log client accesses (debug)
log-debug NMTOKEN Not logging Log debug
log-error NMTOKEN Log as event Log errors
mode http-mode redirect-to-https-if- | Security mode
acme
port unsignedShort 80 Service port for HTTP access
profile NMTOKEN - Profile name
referrer-policy string no-referrer Additional HTTP header
self-sign boolean true Create self signed certificate for HTTPS
when necessary
source string - Source of data, used in automated config
management
table (unsignedByte 0-99) |All Routing table number for access to service
routetable
trusted List of |- List of allowed IP ranges from which
IPNameRange additional access to certain functions is

available
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X-content-type- string nosniff Additional HTTP header
options

x-frame-options string SAMEORIGIN Additional HTTP header
X-XSS-protection string 1; mode=block Additional HTTP header

K.2.11. dns-service: DNS service settings

DNS forwarding resolver service

TableK.15. dns-service: Attributes

Attribute Type Default Description
alow List of |Allow from|List of IP ranges from which service can be
IPNameRange anywhere accessed
auto-dhcp boolean - Forward and reverse DNS for names in
DHCP using this domain
caching boolean true Cache relayed DNS entries locally
comment string - Comment
domain string - Our domain
fallback boolean true For incoming requests, if no server in
required table, relay to any DNS available
fallback-table (unsignedByte 0-99) | Don't fallback For incoming requests, if no server
routetable in requesting table, relay to any DNS
availablein thistable
local-only boolean true Restrict access to locally connected
Ethernet subnets only
log NMTOKEN Not logging Log events
log-debug NMTOKEN Not logging Log debug
log-error NMTOKEN Log as event Log errors
log-interface List of NMTOKEN |All interfaces Only do normal log for specific interface(s)
profile NMTOKEN - Profile name
resolvers List of IPAddr - Recursive DNS resolversto use
resolvers-table (unsignedByte 0-99) |astable/ 0 Routing table for specified resolvers
routetable
source string - Source of data, used in automated config
management
table (unsignedByte 0-99) |All Routing table number for access to service
routetable

TableK.16. dns-service: Elements

Element Type Instances Description
block dns-block Optional, unlimited |Fixed local DNS host blocks
host dns-host Optional, unlimited |Fixed local DNS host entries

K.2.12. dns-host: Fixed local DNS host settings

DNS forwarding resolver service
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TableK.17. dns-host: Attributes

Attribute Type Default Description
comment string - Comment
ip List of 1PAddr Our IP IP addresses to serve (or our IP if omitted)
name List of string Not optional Host names(canuse* asapart of adomain)
profile NMTOKEN - Profile name
restrict-interface List of NMTOKEN |- Only apply on certain interface(s)
restrict-to List of |- List of IPrangesto which thisis served
IPNameRange
reverse boolean - Map reverse DNS as well
source string - Source of data, used in automated config
management
table (unsignedByte 0-99) |any Routing table applicable
routetable
ttl unsignedint 60 Timeto live
K.2.13. dns-block: Fixed local DNS blocks
DNS forwarding resolver service
Table K.18. dns-block: Attributes
Attribute Type Default Description
comment string - Comment
name List of string Not optional Host names(canuse* asapart of adomain)
profile NMTOKEN - Profile name
restrict-interface List of NMTOKEN |- Only apply on certain interface(s)
restrict-to List of |- List of IPrangesto which thisis served
IPNameRange
source string - Source of data, used in automated config
management
table (unsignedByte 0-99) |any Routing table applicable
routetable
ttl unsignedint 60 Timetolive

K.2.14. radius-service:

RADIUS server and proxy definitions

RADIUS service definition

Table K.19. radius-service: Attributes

Attribute Type Default Description
acct-port unsignedShort 1813 Accounting UDP port
aruba-vlan (unsignedShort Don't send ArubaVLAN
0-4095) vlan
auth-port unsignedshort 1812 Authentication UDP port
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authenticator boolean - Require message authenticator

backup-ip List of IPNameAddr |- Target 1P(s) or hostname for backup L2TP
connection

class string - Classfield to send

comment string - Comment

control-port unsignedShort 3799 Control UDP port (CoA/DM)

dummy-ip boolean true Send dummy framed | P response

erx-tunnel-switch- | string - Juniper attribute 91

profile

erx-tunnel-virtual- |string - Juniper attribute 8

router

erx-virtual-router-  |string - Juniper attribute 1 (Also SIN502 Context-

name Name)

log NMTOKEN Not logging Log events

log-debug NMTOKEN - Log debug

log-error NMTOKEN Log as event Log errors

nsn-conditional boolean - Only send NSN settings if username is not
same as calling station id

nsn-tunnel-override- | unsignedByte - Additional response for GGSN usage

username

nsn-tunnel-user- unsignedint - Additional response for GGSN usage

auth-method

order radiuspriority - Priority tagging of endpoints sent

profile NMTOKEN - Profile name

reject boolean - Reject request (rarely what you want)

relay-ip List of IPAddr - Address to copy RADIUS request

relay-port unsignedShort 1812 Authentication UDP port for copy
RADIUS request

relay-table (unsignedByte 0-99) |- Routing table number for copy of RADIUS

routetable request

secret Secret - Shared secret for RADIUS requests
(needed for replies)

source string - Source of data, used in automated config
management

tagged boolean - Tag al attributes that can be

target-hostname string - Hostname for L2TP connection

target-ip List of IPNameAddr |- Target IP(s) or hostname for primary L2TP
connection

target-secret Secret - Shared secret for L2TP connection

tunnel-assignment- | string - Tunnel Assignment ID to send

id

tunnel-client-return |boolean - Return tunnel client asradius IP

TableK.20. radius-service: Elements

Element

Type Instances

Description
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match radius-service- Optional, unlimited |Matching rules for specific responses
match
server radius-server Optional, unlimited |RADIUS server settings

K.2.15. radius-service-match: Matching rules for
RADIUS service

Rules for matching incoming RADIUS requests

TableK.21. radius-service-match: Attributes
Attribute Type Default Description
allow List of |- Match source IP address of RADIUS
IPNameRange request
ap-group List of string - One or more patterns to match AP Group
aruba-vlan (unsignedshort Don't send ArubaVLAN
0-4095) vlan
authenticator boolean - Require message authenticator
backup-ip List of IPNameAddr |- Target IP(s) or hostname for backup L2TP
connection
called-station-id List of string - One or more patterns to match called-
station-id
calling-station-id List of string - One or more patterns to match calling-
station-id
class string - Classfield to send
comment string - Comment
device-type List of string - Oneor more patternsto match Device Type
dummy-ip boolean true Send dummy framed | P response
erx-tunnel-switch- | string - Juniper attribute 91
profile
erx-tunnel-virtual-  |string - Juniper attribute 8
router
erx-virtual-router- | string - Juniper attribute 1 (Also SIN502 Context-
name Name)
essid-name List of string - One or more patterns to match ESSID
Name
ip List of |- Match target IP address of RADIUS
IPNameRange request
location-id List of string - One or more patterns to match Location 1D
mac-local boolean - Match only local or non loca MAC
addressesif usernameisaMAC
name string - Name
nas-ip List of |- Match NAS-IPaddressin RADIUS reguest
IPNameRange
nsn-conditional boolean - Only send NSN settings if username is not

same as calling station id
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nsn-tunnel-override- | unsignedByte - Additional response for GGSN usage

username

nsn-tunnel-user- unsignedint - Additional response for GGSN usage

auth-method

order radiuspriority - Priority tagging of endpoints sent

profile NMTOKEN - Profile name

reject boolean - Reject request (rarely what you want)

relay-ip List of 1PAddr - Address to copy RADIUS request

relay-port unsignedShort 1812 Authentication UDP port for copy
RADIUS request

relay-table (unsignedByte 0-99) |- Routing table number for copy of RADIUS

routetable regquest

secret Secret - Shared secret for RADIUS requests
(needed for replies)

source string - Source of data, used in automated config
management

stop boolean true Stop checking if this matches

tagged boolean - Tag al attributes that can be

target-hostname string - Hostname for L2TP connection

target-ip List of IPNameAddr |- Target IP(s) or hostname for primary L2TP
connection

target-secret Secret - Shared secret for L2TP connection

tunnel-assignment- | string - Tunnel Assignment ID to send

id

tunnel-client-return |boolean - Return tunnel client asradius IP

username List of string - One or more patterns to match username

K.2.16. radius-server: RADIUS server settings

Server settings for outgoing RADIUS

TableK.22. radius-server: Attributes

Attribute Type Default Description

comment string - Comment

host List of IPNameAddr|Not optional One or more hostname/IPs of RADIUS
servers

max-timeout duration 10 Maximum final timeout

min-timeout duration 2 Minimum final timeout

name string - Name

port unsignedShort From services/radius| UDP port

settings

profile NMTOKEN - Profile name

queue unsignedint - Concurrent requests over all of these
servers (per type)

scale-timeout unsignedByte 2 Timeout scaling factor
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secret Secret Not optional Shared secret for RADIUS requests
source string - Source of data, used in automated config
management
source-ip IPAddr - Fix source IP
table (unsignedByte 0-99) |- Routing table number
routetable
type Set of radiustype  |All Server type

K.2.17. telnet-service: Telnet service settings

Telnet control interface

Table K.23. telnet-service: Attributes

Attribute Type Default Description
alow List of | Allow from|List of 1P ranges from which service can be
IPNameRange anywhere accessed
comment string - Comment
local-only boolean true Restrict access to locally connected
Ethernet subnets only
log NMTOKEN Not logging Log events
log-debug NMTOKEN Not logging Log debug
log-error NMTOKEN Log as event Log errors
port unsignedShort 23 Service port
profile NMTOKEN - Profile name
prompt string system name Prompt
source string - Source of data, used in automated config
management
table (unsignedByte 0-99) | All Routing table number for access to service
routetable

K.2.18. snmp-service: SNMP service settings

The SNMP service has general service settings and also specific attributes for SNM P such as community

TableK.24. snmp-service: Attributes

Attribute Type Default Description

alow List of |Allow from|List of 1P rangesfrom which service can be
IPNameRange anywhere accessed

comment string - Comment

community Secret public Community string

local-only boolean fase Restrict access to locally connected

Ethernet subnets only

log NMTOKEN Not logging Log events

log-debug NMTOKEN Not logging Log debug

log-error NMTOKEN Log as event Log errors
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port unsignedShort 161 Service port
profile NMTOKEN - Profile name
source string - Source of data, used in automated config
management
table (unsignedByte 0-99) | All Routing table number for access to service
routetable

K.2.19. time-service: System time server settings

The time settings define which NTP servers to synchronize the system clock from, and provide controls for
daylight saving (summer time). The defaults are those that apply to the EU

TableK.25. time-service: Attributes

Attribute Type Default Description
alow List of |Allow from|List of IPrangesfrom which service can be
IPNameRange anywhere accessed
comment string - Comment
legacy-timeserver | boolean true Servelegacy TIME service on UDP port 37
local-only boolean true Restrict access to locally connected
Ethernet subnets only
log NMTOKEN Not logging Log events
log-debug NMTOKEN Not logging Log debug
log-error NMTOKEN Log as event Log errors
maxpoll duration 1024 NTP maximum poll rate
minpoll duration 64 NTP minimum poll rate
ntp-control-allow | List of |Allow from|List of 1P ranges from which control (ntpq)
IPNameRange anywhere reguests can be accessed
ntp-control-local- | boolean true Restrict control (ntpg) access to locally
only connected Ethernet subnets only
ntp-control-table (unsignedByte 0-99) |All Routing table number for incoming control
routetable (ntpq) requests
ntp-peer-table (unsignedByte 0-99) |0 Routing table number used for outgoing ntp
routetable peer requests
ntp-servers List of IPNameAddr |ntp.firebrick.ltd.uk |List of NTP time servers (IP or hostname)
from which time may be synchronized and
served by ntp (Null list disables NTP)
profile NMTOKEN - Profile name
source string - Source of data, used in automated config
management
table (unsignedByte 0-99) |All Routing table number for access to service
routetable
tz1-name string GMT Timezone 1 name
tz1-offset duration 0 Timezone 1 offset from UTC
tz12-date (unsignedByte 1-31)|25 Timezone 1 to 2 earliest date in month
datenum
tz12-day day Sun Timezone 1 to 2 day of week of change
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tz12-month month Mar Timezone 1 to 2 month

tz12-time time 01:00:00 Timezone 1 to 2 local time of change

tz2-name string BST Timezone 2 name

tz2-of fset duration 1:00:00 Timezone 2 offset from UTC

tz21-date (unsignedByte 1-31)|25 Timezone 2 to 1 earliest date in month
datenum

tz21-day day Sun Timezone 2 to 1 day of week of change

tz21-month month Oct Timezone 2 to 1 month

tz21-time time 02:00:00 Timezone 2 to 1 local time of change

K.2.20. ethernet: Physical port controls

Physical port attributes

TableK.26. ethernet: Attributes

Attribute Type Default Description

autoneg boolean true Perform link auto-negotiation
clocking LinkClock prefer-slave Gigabit clock setting
crossover Crossover auto Port crossover configuration
flow LinkFlow none Flow control setting

green LinkLED-g Link/Activity Green LED setting

lacp boolean Auto Send LACP packets

Ildp boolean true Send LLDP packets
optimise boolean true enable PHY optimisations
port port Not optional Physical port

power-saving LinkPower full enable PHY power saving
profile NMTOKEN - Profile name

send-fault LinkFault - Send fault status

yellow LinkLED-y TX Yellow LED setting

K.2.21. portdef: Port grouping and naming

Port grouping and naming

TableK.27. portdef: Attributes

Attribute Type Default Description

comment string - Comment

name NMTOKEN Not optional Name

ports Set of port Not optional Physical port(s)

source string - Source of data, used in automated config
management

trunk trunk-mode 12-hash Trunk ports
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K.2.22. interface: Port-group/VLAN interface settings

Theinterface definition relates to a specific physical port group and VLAN. It includes subnets and VRRP that

apply to that interface.

TableK.28. interface: Attributes

Attribute Type Default Description
alow-6ind boolean false Handle 6in4 (protocol 41) packets
bgp bgpmode Auto BGP announce mode for routes
comment string - Comment
cug (unsignedShort - Closed user group ID
1-32767) cug
cug-restrict boolean - Closed user group restricted traffic (only to/
from same CUG ID)
dhcp-relay IP4Addr - Relay any unresolved requests to external
server
fast-12tp boolean - Set on interffaces that are mainly
terminating L2TP traffic
graph (token) graphname |- Graph name
link NMTOKEN - Interface to which thisislinked at layer 2
log NMTOKEN Not logging Log events including DHCP and related
events
log-debug NMTOKEN Not logging Log debug
log-error NMTOKEN Log as event Log errors
mtu (unsignedshort 1500 MTU for thisinterface
576-2000) mtu
name NMTOKEN - Name
ping IPAddr - Ping address to add loss/latency to graph
for interface
port NMTOKEN Not optional Port group name
profile NMTOKEN - Profile name
ra-client boolean true Accept IPv6 RA and create auto config
subnets and routes
restrict-mac boolean - Use only one MAC on thisinterface
source string - Source of data, used in automated config
management
source-filter sfoption - Source filter traffic received via this
interface
source-filter-table | (unsignedByte 0-99) |interface table Routing table to use for source filtering
routetable checks
table (unsignedByte 0-99)|0 Routing table applicable
routetable
vlan (unsignedShort 0 VLAN ID (0=untagged)
0-4095) vlan
wan boolean - Do not consider this interface 'local' for
'local-only' checks
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TableK.29. interface: Elements

Element Type Instances Description

dhcp dhcps Optional, unlimited |DHCP server settings
subnet subnet Optional, unlimited |IP subnet on the interface
vITp vIrp Optional, unlimited |VRRP settings

K.2.23. subnet: Subnet settings

Subnet settings define the | P address(es) of the FireBrick, and also allow default routes to be set.

TableK.30. subnet: Attributes

Attribute Type Default Description
accept-dns boolean true Accept DNS servers specified by DHCP
arp-timeout unsignedShort 60 Max lifetime on ARP and ND
bgp bgpmode Auto BGP announce mode for routes
broadcast boolean fase If broadcast address allowed
comment string - Comment
dhcp-class string FB-type DHCP client option 60 (Class)
dhcp-client-id string MAC DHCP client option 61 (Client-Identifier)
gateway List of IPAddr - One or more gatewaysto install
ip List of 1PSubnet Automatic by DHCP|One or more |P/len
local pref unsignedint 4294967295 Localpref for subnet (highest wins)
mtu (unsignedShort Asinterface MTU for subnet
576-2000) mtu
name string - Name
profile NMTOKEN - Profile name
proxy-arp boolean fase Answer ARP/ND by proxy if we have
routing
ra ramode false If to announce IPv6 RA for this subnet
ra-dns List of IP6Addr Our IP List of recursive DNS servers in route
announcements
ra-dnssl List of string - List of DNS search domains in route
announcements
ra-managed dhcpvécontrol - RA 'M' (managed) flag
ra-max (unsignedShort 600 Max RA send interval
4-1800) ra-max
ramin (unsignedShort ramax/3 Min RA send interval
3-1350) ra-min
ramtu unsignedShort As subnet MTU to useon RA
ra-other dhcpvécontrol - RA 'O’ (other) flag
ra-profile NMTOKEN - Profile, if inactive then forces low priority
RA
source string - Source of data, used in automated config
management
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test

IPAddr

Test link state using ARP/ND for this 1P

ttl

unsignedByte

64

TTL for originating traffic via subnet

K.2.24. vrrp: VRRP settings

VRRP settings provide virtual router redundancy for the FireBrick. Profile inactive does not disable vrrp but
forces vrrp low priority.

TableK.31. vrrp: Attributes

Attribute Type Default Description

answer-ping boolean true Whether to answer PING to VRRP IPs
when master

comment string - Comment

delay unsignedint 60 Delay after routing established before
priority returns to normal

interval unsignedShort 100 Transit interval (centiseconds)

ip List of IPAddr Not optional One or more | P addresses to announce

log NMTOKEN Not logging Log events

log-error NMTOKEN log as event Log errors

low-priority unsignedByte 1 Lower priority applicable until routing
established

name NMTOKEN - Name

preempt boolean true Whether pre-empt allowed

priority unsignedByte 100 Normal priority

profile NMTOKEN - Profile name

source string - Source of data, used in automated config
management

use-vmac boolean true Whether to use the special VMAC or use
norma MAC

version3 boolean v2 for IPv4, v3 for|Useonly version 3

IPv6
vrid unsignedByte 42 VRID

K.2.25. dhcps: DHCP server settings

Settings for DHCP server

Table K.32. dhcps: Attributes

Attribute Type Default Description

boot IPAAddr - Next/boot server

boot-file string - Boot filename

broadcast boolean - Broadcast replies even if not requested
circuit string - Agent info circuit match

class string - Vendor class match
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client-name string - Client name match

comment string - Comment

dns List of IP4Addr Our IP DNS resolvers

domain string From system settings| DNS domain

domain-search string - DNS domain search list (list will be
truncated to fit one attribute)

force boolean - Send all options even if not requested

gateway IP4Subnet Our IP Gateway

ip List of IPARange |0.0.0.0/0 Address pool

lease duration 2:00:00 Lease length

log NMTOKEN Not logging Log events (allocations)

mac List up to|- Partial or full client hardware (MAC)

12 (hexBinary) addresses (or client-id MAC if specified)
macprefix

mac-local boolean - Match only local or non loca MAC
addresses

name string - Name

ntp List of 1P4Addr Our IP NTP server

profile NMTOKEN - Profile name

source string - Source of data, used in automated config
management

syslog List of IP4Addr - Syslog server

time List of 1P4Addr Our IP Time server

TableK.33. dhcps: Elements

Element Type Instances Description

send dhcp-attr-hex Optional, unlimited |Additional attributes to send (hex)
send-ip dhcp-attr-ip Optional, unlimited |Additional attributes to send (1P)
send-number dhcp-attr-number | Optional, unlimited | Additional attributes to send (numeric)
send-string dhcp-attr-string Optional, unlimited |Additional attributes to send (string)

K.2.26. dhcp-attr-nex: DHCP server attributes (hex)

Additional DHCP server attributes (hex)

Table K.34. dhcp-attr-hex: Attributes

Attribute Type Default Description

comment string - Comment

force boolean - Send even if not requested

id unsignedByte Not optional Attribute type code/tag

name string - Name

value hexBinary Not optional Value

vendor boolean - Add as vendor specific option (under
option 43)
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K.2.27. dhcp-attr-string: DHCP server attributes

(string)

Additional DHCP server attributes (string)

Table K.35. dhcp-attr-string: Attributes

Attribute Type Default Description

comment string - Comment

force boolean - Send even if not requested

id unsignedByte Not optional Attribute type code/tag

name string - Name

value string Not optional Vaue

vendor boolean - Add as vendor specific option (under
option 43)

K.2.28. dhcp-attr-number: DHCP server attributes

(numeric)

Additional DHCP server attributes (numeric)

Table K.36. dhcp-attr-number: Attributes

Attribute Type Default Description

comment string - Comment

force boolean - Send even if not requested

id unsignedByte Not optional Attribute type code/tag

name string - Name

value unsignedint Not optional Value

vendor boolean - Add as vendor specific option (under
option 43)

K.2.29. dhcp-attr-ip: DHCP server

Additional DHCP server attributes (1P)

Table K.37. dhcp-attr-ip: Attributes

attributes (IP)

Attribute Type Default Description

comment string - Comment

force boolean - Send even if not requested

id unsignedByte Not optional Attribute type code/tag

name string - Name

value IPAAddr Not optional Value

vendor boolean - Add as vendor specific option (under
option 43)

154




Configuration Objects

K.2.30. pppoe: PPPoOE settings

PPPoE endpoint settings

Table K.38. pppoe: Attributes

Attribute Type Default Description
ac-name string Any ac name as|Accessconcentrator name
client, else same as
'name’
accept-dns boolean true Accept DNS servers specified by far end
auto-percent unsignedByte N/A Try to set egress based on connect message,
percentage
bgp bgpmode Auto BGP announce mode for routes
caling-id pppoe-calling - Add mac and/or vlan after prefix
calling-prefix string - Prefix on calling number (BRAS mode)
comment string - Comment
cug (unsignedShort - Closed user group ID
1-32767) cug
cug-restrict boolean - Closed user group restricted traffic (only to/
from same CUG ID)
eth port - Physical port connected to modem (for port
reset)
fast-retry boolean - Aggressive re-connect
graph (token) graphname |- Graph name
ip-over-lcp boolean auto Sends all IP packetsas LCP
Icp-rate unsignedByte 10 LCPinterva (seconds)
Icp-timeout unsignedByte 61 L CP timeout (seconds)
local IP4Addr - Local IPv4 address
local pref unsignedint 4294967295 Localpref for route (highest wins)
log NMTOKEN Not logging Log events
log-debug NMTOKEN Not logging Log debug
log-error NMTOKEN Not logging Log as events
mode pppoe-mode client PPPoE server/client mode
mtu (unsignedShort 1492 MTU for link
576-2000) mtu
name NMTOKEN - Name
password Secret - User password
pd-interface List of NMTOKEN |Auto Interfaces for I1Pv6 prefix delegation
port NMTOKEN - Port group name
profile NMTOKEN - Profile name
remote IPAAddr - Remote IPv4 address
rfc4638 boolean If over 1492 MTU | Send RFC4638 PPP-Max-Payload
routes List of I1PPrefix Default gateway Routes when link up
service string Any service Service name
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source string - Source of data, used in automated config
management
Speed unsignedint - Default egress rate limit (b/s)
table (unsignedByte 0-99) |- Routing table number for payload
routetable
tep-mss-fix boolean true Adjust MSS option in TCP SYN to fix
session MSS
username string - User name
vlian (unsignedShort 0 VLAN ID (O=untagged)
0-4095) vlan
Table K.39. pppoe: Elements
Element Type Instances Description
route ppp-route Optional, unlimited |Routesto apply when ppp link isup

K.2.31. ppp-route: PPP routes

Routes that apply when link isup

TableK.40. ppp-route: Attributes

Attribute Type Default Description

bgp bgpmode Auto BGP announce mode for routes

comment string - Comment

ip List of IPPrefix Not optional One or more network prefixes

local pref unsignedint 4294967295 Localpref of network (highest wins)

name string - Name

profile NMTOKEN - Profile name

source string - Source of data, used in automated config

management

K.2.32. route: Static routes

Static routes define prefixes which are permanently in the routing table, and whether these should be announced
by routing protocols or not.

TableK .41. route: Attributes

Attribute Type Default Description

as-path Lis up to 10|- Custom AS path asif network received
unsignedint

bgp bgpmode Auto BGP announce mode for routes

comment string - Comment

gateway List of IPAddr Not optional One or more target gateway |Ps

graph (token) graphname |- Graph name

ip List of IPPrefix Not optional One or more network prefixes

local pref unsignedint 4294967295 Localpref of network (highest wins)

name string - Name
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profile NMTOKEN - Profile name
source string - Source of data, used in automated config
management
speed unsignedint - Egressrate limit (b/s)
table (unsignedByte 0-99) |0 Routing table number
routetable
tag List of Community |- List of community tags

K.2.33. network: Locally originated networks

Network blocks that are announced but not actually added to internal routes - note that blackhole and nowhere
objects can also announce but not add routing.

Table K .42. network: Attributes

Attribute Type Default Description

as-path Lis up to 10|- Custom AS path asif network received
unsignedint

bgp bgpmode true BGP announce mode for routes

comment string - Comment

ip List of IPPrefix Not optional One or more network prefixes

local pref unsignedint 4294967295 Localpref of network (highest wins)

name string - Name

profile NMTOKEN - Profile name

source string - Source of data, used in automated config

management

table (unsignedByte 0-99) |0 Routing table number
routetable

tag List of Community |- List of community tags

K.2.34. blackhole: Dead end networks
Networks that go nowhere

TableK .43. blackhole: Attributes

Attribute Type Default Description
as-path Lis up to 10|- Custom AS path asif network received
unsignedint

bgp bgpmode false BGP announce mode for routes

comment string - Comment

ip List of 1PPrefix Not optional One or more network prefixes

local pref unsignedint 4294967295 Localpref of network (highest wins)

name string - Name

no-fib boolean - Route not in forwarding, only for EBGP

profile NMTOKEN - Profile name

source string - Source of data, used in automated config
management

157



Configuration Objects

table (unsignedByte 0-99) |0 Routing table number
routetable
tag List of Community |- List of community tags

K.2.35. loopback: Locally originated networks

L oopback addresses define local 1P addresses

TableK.44. loopback: Attributes

Attribute Type Default Description
as-path Liss up to 10|- Custom AS path asif network received
unsignedint
bgp bgpmode Auto BGP announce mode for routes
comment string - Comment
ip List of IPAddr Not optional One or more local network addresses
local pref unsignedint 4294967295 Localpref of network (highest wins)
name string - Name
profile NMTOKEN - Profile name
source string - Source of data, used in automated config
management
table (unsignedByte 0-99) |0 Routing table number
routetable
tag List of Community |- List of community tags

K.2.36. namedbgpmap: Mapping and filtering rules of
BGP prefixes

This defines a set of named rules for mapping and filtering of prefixes to/from a BGP peer.

Table K.45. namedbgpmap: Attributes

Attribute Type Default Description

comment string - Comment

name NMTOKEN Not optional Name

source string - Source of data, used in automated config
management

Table K.46. namedbgpmap: Elements

Element

Type

I nstances

Description

match

bgprule

Optional, unlimited

List rules, in order of checking

K.2.37. bgprule: Individual mapping/filtering rule

Anindividual rule for BGP mapping/filtering

TableK.47. bgprule: Attributes

Attribute

Type

‘Default

Description
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as-origin unsignedint - ASthat must be last in path to match

as-present unsignedint - ASthat must be present in path to match

comment string - Comment

community Community - Community that must be present to match

detag List of Community |- List of community tags to remove

drop boolean - Do not import/export this prefix

local pref unsignedint - Set localpref (highest wins)

med unsignedint - Set MED

name string - Name

no-community Community - Community that must not be present to
match

pad unsignedByte - Pad (prefix stuff) our AS on export by this
many, can be zero to not send our AS

prefix List of IPFilter - Prefixes that thisrule appliesto

source string - Source of data, used in automated config
management

tag List of Community |- List of community tagsto add

K.2.38. bgp: Overall BGP settings

The BGP element defines general BGP settings and a list of peer definitions for the individual BGP peers.

TableK.48. bgp: Attributes

Attribute Type Default Description

as unsignedint - Our AS

blackhole- Community - Community tag to mark black hole routes

community

cluster-id IPAAddr - Our cluster ID

comment string - Comment

dead-end- Community - Community tag to mark dead end routes

community

greyhole- Community - Community tag to mark black hole routes

community with no-fib

id IPAAddr - Our router ID

log NMTOKEN Not logging Log events

name string - Name

source string - Source of data, used in automated config
management

table (unsignedByte 0-99) |0 Routing table number

routetable

Table K.49. bgp: Elements

Element Type Instances Description

peer bgppeer Optional, up to 500 |List of peers/neighbours
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K.2.39. bgppeer: BGP peer definitions

The peer definition specifies the attributes of an individual peer. Multiple IP addresses can be specified,
typicaly for IPv4 and |Pv6 addresses for the same peer, but this can be used for a group of similar peers.

Table K.50. bgppeer: Attributes

Attribute Type Default Description
add-own-as boolean - Add our AS on exported routes
allow-export boolean true for customer Ignore no-export community and export
anyway
alow-only-their-as |boolean - Only accept routes that are solely the peers
AS
allow-own-as boolean - Allow our ASinbound
as unsignedint - Peer AS
blackhole- Community Not announced | Egress community tag to mark black hole
community on EBGP, our|routes
blackhole-
community if IBGP
capability-as4 boolean true If supporting AS4
capability-graceful- |boolean true If supporting Graceful Restart
restart
capability-mpe-ipv4 | boolean true If supporting MPE for |Pv4
capability-mpe-ipv6 | boolean true If supporting MPE for |Pv6
capability-route- boolean true If supporting Route Refresh
refresh
clean-shutdown- duration - Send peers low priority and delay on
wait shutdown
clean-startup-wait  |duration - Don't announce routes within this time of
reboot
comment string - Comment
drop-default boolean fase Ignore default route received
export-filters List of NMTOKEN |- Named export filters to apply
export-med unsignedint - Set MED on exported routes (unless export
filter setsit)
holdtime unsignedint 30 Hold time
ignore-bad-optional - | boolean true Ignore routes with a recognised badly
partial formed optional that is flagged partial
import-filters List of NMTOKEN |- Named import filters to apply

import-local pref unsignedint - Set localpref on imported routes (unless
import filter setsit)

import-tag List of Community |- List of community tags to add in addition
to any import filters

in-soft boolean - Mark received routes as soft

ip List of 1PAddr - One or more IPs of neighbours (omit to
alow incoming)

log-debug NMTOKEN Not logging Log debug
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max-prefix unsignedint - Limit prefixes (IPv4+1Pv6)

md5 Secret - MD5 signing secret

name string - Name

next-hop-sel f boolean fase Force us as next hop outbound

no-fib boolean - Don't include received routes in packet
forwarding

pad unsignedByte - Pad (prefix stuff) our AS on export by this
many

profile NMTOKEN - Profile name

reduce-recursion boolean false Override incoming next hop if not local
subnet

same-ip-type boolean true Only accept/send | Pv4 routes to | Pv4 peers
and |Pv6 routesto IPv6 peers

send-default boolean false Send a default route to this peer

send-no-routes boolean false Don't send any normal routes

source string - Source of data, used in automated config
management

timer-idle unsignedint 60 Idle time after error

timer-openwait unsignedint 10 Time to wait for OPEN on connection

timer-retry unsignedint 10 Time to retry the neighbour

ttl-security byte - Enable RFC5082 TTL security (if +ve, 1
to 127), i.e. 1 for adjacent router. If -ve (-1
to -128) set forced sending TTL, i.e. -1 for
TTL of 1 sending, and not checking.

type peertype normal Type of neighbour (affects some defaults)

use-vrrp-as-self boolean true if customer/|Use VRRP address as self if possible

transit type

TableK.51. bgppeer: Elements

Element Type I nstances Description

export bgpmap Optional Mapping and filtering rules of announcing
prefixesto peer

import bgpmap Optional Mapping and filtering rules of accepting
prefixes from peer

K.2.40. bgpmap: Mapping and filtering rules of BGP

prefixes

This defines the rules for mapping and filtering of prefixes to/from a BGP peer.

Table K.52. bgpmap: Attributes

Attribute Type Default Description

comment string - Comment

detag List of Community |- List of community tags to remove
drop boolean - Do not import/export this prefix
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local pref unsignedint - Set localpref (highest wins)

med unsignedint - Set MED

prefix List of IPFilter - Drop al that are not in this prefix list

source string - Source of data, used in automated config
management

tag List of Community |- List of community tags to add

Table K.53. bgpmap: Elements

Element

Type

Instances

Description

match

bgprule

Optional, unlimited

List rules, in order of checking

K.2.41. cgm: Constant Quality Monitoring settings

Constant quality monitoring (graphs and data) have a number of settings. Most of the graphing settings can be

overridden when agraph is collected so these define the defaultsin many cases.

Table K.54. cgm: Attributes

Attribute Type Default Description

ave Colour #08f Colour for average latency

axis Colour black Axis colour

background Colour white Background colour

bottom unsignedByte 11 Pixels space at bottom of graph
dateformat string %Y -%m-%d Date format

dayformat string %a Day format

fal Colour red Colour for failed (dropped) seconds
fail-level unsignedint Fail level not expected on low usage
fail-level1 unsignedByte Lossleve 1

fail-level2 unsignedByte 50 Losslevel 2

fail-score unsignedByte 200 Score for fail and low usage
fail-scorel unsignedByte 100 Score for on/above level 1
fail-score2 unsignedByte 200 Score for on/above level 2
fail-usage unsignedint 128000 Usage below which fail is not expected
fblogo Colour #bd1220 Colour for logo

graticule Colour grey Graticule colour

heading string - Heading of graph

hourformat string %H Hour format

key unsignedByte 90 Pixels space for key

label-ave string Ave Label for average latency
|abel-damp string Damp% Label for % shaper damping
|abel-fail string %Fail Label for seconds (%) failed
|abel-latency string Latency Label for latency

|abel-max string Max Label for maximum latency
label-min string Min Label for minimum latency
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|abel-of f string Off Label for off line seconds

|abel-period string Period Label for period

label-poll string Polls Label for polls

label-rej string %Reject Label for rejected seconds

label-rx string Rx Label for Rx traffic level

| abel-score string Score Label for score

|abel-sent string Sent Label for seconds polled

|abel-shaper string Shaper Label for shaper

label-time string Time Label for time

|abel-traffic string Traffic (bit/s) Label for traffic level

|abel-tx string TX Label for Tx traffic level

latency-level unsignedint 100000000 Latency level not expected on low usage

latency-levell unsignedint 100000000 Latency level 1 (ns)

latency-level2 unsignedint 500000000 Latency level 2 (ns)

|atency-score unsignedByte 200 Score for high latency and low usage

latency-scorel unsignedByte 10 Score for on/above level 1

latency-score2 unsignedByte 20 Score for on/above level 2

latency-usage unsignedint 128000 Usage below which latency is not expected

left unsignedByte 0 Pixels space |eft of main graph

log NMTOKEN Not logging Log events

marker-width string - Marker + on tx/rx

max Colour green Colour for maximum latency

min Colour #008 Colour for minimum latency

ms-max positivel nteger 500 ms max height

off Colour #c8f Colour for off line seconds

outside Colour transparent Colour for outer border

rej Colour #f8c Colour for off line seconds

right unsignedByte 50 Pixels space right of main graph

rx Colour #3800 Colour for Rx traffic level

secret Secret - Secret for SHA1 coded URLS

sent Colour #ff8 Colour for polled seconds

share-interface NMTOKEN - Interface on which to broadcast data for
shaper sharing

share-secret Secret - Secret to validate shaper sharing

stroke-width string - Stroke line tx/rx

subheading string - Subheading of graph

SvVg-Css string - URL for SVG CSS instead of local style
settings

svg-title boolean - Include mouseover title text on svg

text Colour black Colour for text

textl string - Textlinel
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text2 string - Textline2
text3 string - Textline3
text4 string - Textline4d
timeformat string %Y-%m-%d  %H:|Time format
%M :%S
top unsignedByte 4 Pixels space at top of graph
tx Colour #080 Colour for Tx traffic level
K.2.42. 12tp: L2TP settings
L2TP settings for incoming L2TP connections
Table K.55. 12tp: Attributes
Attribute Type Default Description
accounting-interval | duration 1:00:00 Periodic interim accounting interval
send-acct-delay boolean - Send Acct-Delay as well as Event-
Timestamp on accounting
Table K.56. 12tp: Elements
Element Type Instances Description
incoming |2tp-incoming Optional, unlimited |Incoming L2TP connections

K.2.43. 12tp-incoming: L2TP settings for incoming
L2TP connections

L2TP tunnel settings for incoming L2TP connections

Table K.57. 12tp-incoming: Attributes

Attribute Type Default Description
alow List of |- List of 1P ranges from which connects can
IPNameRange be made

bgp bgpmode Auto BGP announce mode for routes

comment string - Comment

damping boolean false Apply damping to sessions if limiting on
shaper

dhcpv6dns List of IP6Addr - List of IPv6 DNS servers

dos-limit unsignedint 10000 Per second per session tx packet drop limit
for DOS protection

fail-lockout unsignedByte 60 Interval kept in failed state

graph string - Graph name

hdlc boolean true Send HDLC header (FFO3) on al PPP
frames

hello-interval unsignedByte 60 Interval between HELL O messages

icmp-ppp boolean false Use PPP endpoint for ICMP

ipv6ep IP4Addr - Local end IPv4 for |Pv6 tunnels
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Icp-data-len unsignedByte - LCP datafield length
Icp-mru-fix boolean false Restart LCPif RAS negotiated MRU istoo
high
Icp-rate unsignedByte 1 LCPinterval (seconds)
Icp-timeout unsignedByte 10 L CP timeout (seconds)
local-hostname string System name Hostname quoted on reply
local-ppp-ip IPAAddr - Local end PPP IPv4
log NMTOKEN Not logging Log events
log-debug NMTOKEN Not logging Log debug
log-error NMTOKEN Log as event Log errors
mtu (unsignedShort - Default MTU for sessionsin this tunnel
576-2000) mtu
name string - Name
open-timeout unsignedByte 60 Interval before OPEN considered failed
payload-table (unsignedByte 0-99)|0 Routing table number for payload traffic
routetable
ppp-final-timeout  |unsignedByte 60 PPP total timeout (seconds)
ppp-init-timeout unsignedByte 10 PPP initial timeout (seconds)
pppdnsl IPAAddr - PPP DNSL1 IPv4 default
pppdns2 IPAAddr - PPP DNS2 |Pv4 default
profile NMTOKEN - Profile name
radius string - Name for RADIUS server config to use
radius-nas-ip radius-nas lac Pass remote (LAC) or loca (LNS) as
RADIUSNASIP/ port
receive-window unsignedShort Not sent Receive window to advise on connection
remote-hostname | string - Hostname expected on connection
require-platform boolean false All sessions require a platform RADIUS
first
require-radius-acct |boolean - Close session if cannot do RADIUS
accounting
retry-timeout unsignedByte 60 Interval to retry sending control messages
before fail
secret Secret - Shared secret (for far end to check)
session-timeout duration - Default session timeout
shutdown boolean fase Refuse all new sessions or tunnels
source string - Source of data, used in automated config
management
source-ip IPAddr - IP of our end for relayed (on same table)
speed unsignedint - Default egressrate limit (b/s)
table (unsignedByte 0-99) | Any Routing table number for L2TP session
routetable
tep-mss-fix boolean false Adjust MSS option in TCP SYN to fix

session MSS
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Table K.58. 12tp-incoming: Elements

Element

Type Instances

Description

match

|2tp-relay Optional, unlimited

Rules for relaying connections and local
authentication

K.2.44. 12tp-relay: Relay and local

for L2TP

Rulesfor relaying L2TP or local authentication

Table K.59. |12tp-relay: Attributes

authentication rules

Attribute Type Default Description

called-station-id List of string - One or more patterns to match called-
station-id

calling-station-id List of string - One or more patterns to match calling-
station-id

comment string - Comment

graph (token) graphname |- Graph name

ip-over-lcp boolean - Send IP over LCP (local auth)

Icp-echo-mim boolean - Handle LCP echosin the middle on relayed
connection

local pref unsignedint 4294967295 Localpref for remote-ppp-ip/routes
(highest wins)

name string - Name

password Secret - Password check

payload-table (unsignedByte 0-99) |As per [2tp- | Routing table number for payload traffic

routetable incoming (or L2TPrelay)

profile NMTOKEN - Profile name

relay-hostname string - Hostname for L2TP connection

relay-ip List of IPAddr - Target IP(s) for L2TP connection

relay-pick boolean - If set, try one of therelay |Psat random first

relay-secret Secret - Shared secret for L2TP connection

remote-netmask IP4Addr - Remote end PPP Netmask (local auth)

remote-ppp-ip IPAAddr - Remote end PPP IPv4 (local auth)

routes List of I1PPrefix - Additional routeswhen link up (local auth)

source string - Source of data, used in automated config
management

username List of string - One or more patterns to match username

K.2.45. profile: Control profile

General on/off control profile used in various placesin the config.

Table K.60. profile: Attributes

Attribute

Type Default

Description
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and List of NMTOKEN |- Active if all specified profiles are active
aswell asal other tests passing, including
'not’

comment string - Comment

control-switch-users

List of NMTOKEN

Any users

Restrict users that have access to control
switch

dhcp List of IPNameAddr |- Test passes if any specified addresses are
activein DHCP

expect boolean none Defines state considered 'Good' and shown
green on status page

initial boolean true Defines state at system startup, or new
config, where not known/fixed

interval duration 1 Time between tests

invert boolean - Invert final result of testing

log NMTOKEN Not logging Log target

log-debug NMTOKEN Not logging Log additional information

name NMTOKEN Not optional Profile name

not NMTOKEN - Activeif specified profileisinactive aswell
as al other tests passing, including 'and'

or List of NMTOKEN |- Active if any of these other profiles are
active regardless of other tests (including
'not’ or ‘and’)

ports Sat of port - Test passes if any of these physical ports
areup

pPpp List of NMTOKEN |- PPP link state (any of these are up)

recover duration 1 Time before recover (i.e. how long test has
been passing)

route List of IPAddr - Test passes if al specified addresses are
routeable

set switch - Manual override. Test settings ignored;
Control switches can use and/or/not/invert

source string - Source of data, used in automated config
management

table (unsignedByte 0-99) |- Routing table for ping/route/dhcp

routetable

timeout duration 10 Time before timeout (i.e. how long test has
been failing)

vrrp List of NMTOKEN |- VRRP state (any of these is master)

Table K.61. profile: Elements

Element Type I nstances Description

date profile-date Optional, unlimited |Test passes if within any date range
specified

ping profile-ping Optional Test passes if address is answering pings

time profile-time Optional, unlimited |Test passes if within any time range

specified
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K.2.46. profile-date: Test passes if within any of the

time ranges specified

Timerangetest in profiles

Table K.62. profile-date: Attributes

Attribute Type Default Description

comment string - Comment

source string - Source of data, used in automated config
management

start dateTime - Start (YYYY-MM-DDTHH:MM:SS)

stop dateTime - End (YYYY-MM-DDTHH:MM:SS)

K.2.47. profile-time: Test passes
date/time ranges specified

Time rangetest in profiles

TableK.63. profile-time: Attributes

if within any of the

Attribute Type Default Description

comment string - Comment

days Set of day - Which days of week apply, default all

source string - Source of data, used in automated config
management

start time - Start (HH:MM:SS)

stop time - End (HH:MM:SS)

K.2.48. profile-ping: Test passes if any addresses are

pingable

Ping targets

Table K.64. profile-ping: Attributes

Attribute Type Default Description

comment string - Comment

flow unsignedShort - Flow label (1Pv6)

gateway IPAddr - Ping viaspecific gateway (bypasses session
tracking if set)

ip IPAddr Not optional Target IP

source string - Source of data, used in automated config
management

source-ip IPAddr - Source IP

ttl unsignedByte - Timeto live/ Hop limit
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K.2.49. shaper: Traffic shaper

Settings for a named traffic shaper

Table K.65. shaper: Attributes

Attribute Type Default Description

comment string - Comment

name (token) graphname |Not optional Graph name

rx unsignedLong - Rx rate limit/target (b/s)

rx-limit (unsignedshort 400ms Rx low level burst limit (ms) - % for large

0-1000) shaper-limit packets

rx-max unsignedLong - Rx rate limit max

rx-min unsignedLong - Rx rate limit min

rx-min-burst duration - Rx minimum allowed burst time

rx-step unsignedLong - RXx rate reduction per hour

share boolean false If shaper is shared with other devices

source string - Source of data, used in automated config
management

tx unsignedLong - Tx rate limit/target (b/s)

tx-limit (unsignedshort 400ms Tx low level burst limit (ms) - ¥z for large

0-1000) shaper-limit packets

tx-max unsignedLong - TX rate limit max

tx-min unsignedLong - Tx rate limit min

tx-min-burst duration - Tx minimum allowed burst time

tx-step unsignedLong - Tx rate reduction per hour

Table K.66. shaper: Elements

Element Type Instances Description

override shaper-override Optional, unlimited | Profile specific variations on main settings

K.2.50. shaper-override: Traffic shaper override based

on profile

Settings for a named traffic shaper

Table K.67. shaper-override: Attributes

Attribute Type Default Description

comment string - Comment

profile NMTOKEN Not optional Profile name

rx unsignedL ong - Rx rate limit/target (b/s)

rx-limit (unsignedShort 400ms Rx low level burst limit (ms) - ¥ for large
0-1000) shaper-limit packets

rx-max unsignedLong - RX rate limit max
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rx-min unsignedLong - Rx rate limit min

rx-min-burst duration - Rx minimum allowed burst time

rx-step unsignedLong - RXx rate reduction per hour

source string - Source of data, used in automated config

management

tx unsignedLong - Tx rate limit/target (b/s)

tx-limit (unsignedShort 400ms Tx low level burst limit (ms) - ¥z for large
0-1000) shaper-limit packets

tx-max unsignedLong - Tx rate limit max

tx-min unsignedLong - Tx rate limit min

tx-min-burst duration - Tx minimum allowed burst time

tx-step unsignedLong - Tx rate reduction per hour

K.2.51. ip-group: IP Group

Named IP group

Table K.68. ip-group: Attributes

Attribute Type Default Description

comment string - Comment

ip List of IPRange - One or more IP ranges or IP/len

name string Not optional Name

source string - Source of data, used in automated config
management

users List of NMTOKEN |- Include IP of (time limited) logged in web
users

K.2.52. dhcp-relay: DHCP server settings for remote /

relayed requests

Settings for DHCP server for relayed connections

TableK.69. dhcp-relay: Attributes

Attribute Type Default Description
alocation-table (unsignedByte 0-99) |Allocate same as|Routing table for allocations - suggest
routetable reguest table using separate tables for remote DHCP
alow List of |Allow from|IPsallowed (e.g. allocated | Psfor renewal)
IPNameRange anywhere
relay List of |Any relay Relay server IP(s)
IPNameRange
table (unsignedByte 0-99) | Allow any Routing table applicable
routetable

TableK.70. dhcp-relay: Elements

Element Type

Instances

Description
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‘dhcp ‘dhcps ‘Optional, unlimited |DHCP server settings

K.3. Data types

K.3.1. user-level: User login level

User login level - commands available are restricted according to assigned level.

Table K.71. user-level: User login level

Value Description

NOBODY Unknown or not logged in user
GUEST Guest user

USER Normal unprivileged user
ADMIN System administrator

DEBUG System debugger

K.3.2. ppp-dump: PPP dump format

Table K.72. ppp-dump: PPP dump format

Value Description
default Mixed hex/decode
decoded Decoded only

decoded+raw Decoded + raw

raw Raw hex

K.3.3. autoloadtype: Type of s/w auto load

Table K.73. autoloadtype: Type of sw auto load

Value Description

false Do no auto load
factory Load factory releases
beta Load beta test releases
alpha Load test releases

K.3.4. config-access: Type of access user has to
config

Table K.74. config-access. Type of access user hasto config

Value Description

none No access unless explicitly listed
view View only access (no passwords)
read Read only access (with passwords)
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demo Full view and edit access but can only test config, not save
test Full view and edit access but must test save config first
full Full view and edit access

K.3.5. eap-subsystem: Subsystem with EAP access
control

Table K.75. eap-subsystem: Subsystem with EAP access contr ol

Value Description

IPsec I Psec/IKEV2 VPN

K.3.6. eap-method: EAP access method

TableK.76. eap-method: EAP access method

Value Description

MD5 MD5 Challenge

MSChapV 2 MS Challenge

K.3.7. syslog-severity: Syslog severity

Log severity - different loggable events log at different levels.

TableK.77. syslog-severity: Syslog severity

Value Description

EMERG System is unstable

ALERT Action must be taken immediately
CRIT Critical conditions

ERR Error conditions

WARNING Warning conditions

NOTICE Normal but significant events
INFO Informational

DEBUG Debug level messages
NO-LOGGING |No logging

K.3.8. syslog-facility: Syslog facility
Syslog facility, usually used to control which log file the syslog is written to.

TableK.78. sysog-facility: Syslog facility

Value Description
KERN Kernel messages
USER User level messges
MAIL Mail system
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DAEMON System Daemons
AUTH Security/auth
SYSLOG Internal to syslogd
LPR Printer

NEWS News

UuUCP UuUCP

CRON Cron deamon
AUTHPRIV private security/auth
FTP File transfer

12 Unused

13 Unused

14 Unused

15 Unused
LOCALO Loca O
LOCAL1 Loca 1
LOCAL2 Loca 2
LOCAL3 Loca 3
LOCAL4 Loca 4
LOCALS Loca 5
LOCALG6 Loca 6
LOCAL7 Loca 7

K.3.9. http-mode: HTTP/HTTPS security mode

TableK.79. http-mode: HTTP/HTTPS security mode

Value Description

http-only No HTTPS access

http+https Both HTTP and HTTPS access
https-only No HTTP access

redirect-to-https |HTTP accesses are redirected to use HTTPS

if-acme

redirect-to-https- | HT TP accesses are redirected to use HTTPS if ACME set up for hostname

redirect-to-https- | HT TP accesses are redirected to use HTTPS (except trusted 1Ps)
except-trusted

K.3.10. radiuspriority: Options for controlling platform

RADIUS response priority tagging

Table K.80. radiuspriority: Options for controlling platform RADIUS response

priority tagging

Value Description

equal All the same priority
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strict In order specified

random Random order

caling Hashed on calling station id

caled Hashed on called station id

username Hashed on full username

user Hashed on username before @

realm Hashed on username after @

prefix Hashed on username initial |etters and numbers only

K.3.11. radiustype: Type of RADIUS server

TableK.81. radiustype: Type of RADIUS server

Value Description

authentication | Authentication server

accounting Accounting server

control Allowed to send control (CoA/DM)

K.3.12. month: Month name (3 letter)

TableK.82. month: Month name (3 letter)

Value Description
Jan January
Feb February
Mar March
Apr April
May May

Jun June

Jul July

Aug August
Sep September
Oct October
Nov November
Dec December

K.3.13. day: Day name (3 letter)

Table K.83. day: Day name (3 letter)

Value Description
Sun Sunday
Mon Monday
Tue Tuesday
Wed Wednesday
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Thu Thursday
Fri Friday
Sat Saturday

K.3.14. port: Physical port

TableK.84. port: Physical port

Value Description
0 Port O (left)
1 Port 1 (right)

K.3.15. Crossover: Crossover configuration

Physical port crossover configuration.

TableK.85. Crossover: Crossover configuration

Value Description
auto Crossover is determined automatically
MDI Force no crossover

K.3.16. LinkFlow: Physical port flow control setting

TableK.86. LinkFlow: Physical port flow control setting

Value Description

none No flow control

symmetric Can support two-way flow control

send-pauses Can send pauses but does hot support pause reception
any Can receive pauses and may send pausesif required

K.3.17. LinkClock: Physical port Gigabit clock master/
slave setting

TableK.87. LinkClock: Physical port Gigabit clock master/dave setting

Value Description

prefer-master Master status negotiated; preference for master
prefer-slave Master status negotiated; preference for lave
force-master Master status forced

force-dave Slave status forced

K.3.18. LinkLED-y: Yellow LED setting

TableK.88. LinkLED-y: Yellow LED setting

‘Value ‘Description
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Link/Collision  |On when link up; blink when collisions detected
Activity Blink when Tx or Rx activity

Fault On when autonegotiation mismatch

TX Blink when Tx activity

Off Permanently off

On Permanently on

K.3.19. LinkLED-g: Green LED setting

Table K.89. LinkLED-g: Green LED setting

Value Description

Link/Activity On when link up; blink when Tx or Rx activity
Collision Blink when collisions detected

Rx Blink when Rx activity

Off Permanently off

On Permanently on

K.3.20. LinkPower: PHY power saving options

Table K.90. LinkPower: PHY power saving options

Value Description
none No power saving
full Full power saving

K.3.21. LinkFault: Link fault type to send

TableK.91. LinkFault: Link fault typeto send

Value Description

fase No fault

true Send fault

off-line Send offline fault (1G)
ane Send ANE fault (1G)

K.3.22. trunk-mode: Trunk port mode

Table K.92. trunk-mode: Trunk port mode

Value Description

false Not trunking

random Random trunking

I2-hash L2 hashed trunking
123-hash L2 and L3 hashed trunking
I3-hash L 3 hashed trunking
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K.3.23. ramode: IPv6 route announce level

I Pv6 route announcement mode and level

Table K.93. ramode: | Pv6 route announce level

Value Description

fase Do not announce

low Announce as low priority

medium Announce as medium priority

high Announce as high priority

true Announce as default (medium) priority

K.3.24. dhcpv6econtrol: Control for RA and DHCPv6
bits

Table K.94. dhcpv6econtrol: Control for RA and DHCPV6 bits

Value Description

false Don't set bit or answer on DHCPv6
true Set bit but do not answer on DHCPv6
dhcpv6e Set bit and do answer on DHCPv6

K.3.25. bgpmode: BGP announcement mode

BGP mode defines the default advertisement mode for prefixes, based on well-known community tags

Table K.95. bgpmode: BGP announcement mode

Value Description

false Not included in BGP at all

no-advertise Not included in BGP, not advertised at all
no-export Not normally exported from local AS/confederation
local-as Not exported from local AS

no-peer Exported with no-peer community tag

true Exported as normal with no special tags added

K.3.26. sfoption: Source filter option

Table K.96. sfoption: Sourcefilter option

Value Description

fase No source filter checks

blackhole Check replies blackholed

nowhere Check repliesvalid

self Check replies valid and not self
true Check replies down same port/vlan
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K.3.27. pppoe-mode: Type of PPPOE connection

Table K.97. pppoe-mode: Type of PPPOE connection

Value Description
client Normal PPPOE client connects to access controller
bras-12tp PPPOE server mode linked to L2TP operation

K.3.28. pppoe-calling: Additional prefix on PPPoE

calling ID
Table K.98. pppoe-calling: Additional prefix on PPPoE calling ID
Value Description
none None
mac MAC
vlan VLAN
mac-vlan MAC and VLAN

K.3.29. peertype: BGP peer type

Peer type controls many of the defaults for a peer setting. It alows typical settings to be defined with one
attribute that reflects the type of peer.

Table K.99. peertype: BGP peer type

Value Description

normal Normal BGP operation

transit EBGP Mark received as no-export

peer EBGP Mark received as no-export, only accept peer AS

customer EBGP Allow export asif confederate, only accept peer AS

internal IBGP alowing own AS

reflector IBGP allowing own AS and working in route reflector mode
confederate EBGP confederate

iXp Internet exchange point peer on route server, soft routes EBGP only

K.3.30. radius-nas: NAS IP to report

TableK.100. radius-nas: NASIP to report

Value Description

false Local LNSIP (deprecated)

Ins Local LNSIP

both Send NAS IP twice (LAC then LNS)
lac Remote LAC IP

true Remote LAC IP (deprecated)
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K.3.31. switch: Profile manual setting

Manual setting control for profile

Table K.101. switch: Profile manual setting

Value Description
fase Profile set to OFF
true Profile set to ON

control-switch

Profile set based on control switch on home page

K.4. Basic types

TableK.102. Basic data types

Type Description

string text string

token text string

hexBinary hex coded binary data

integer integer (-2147483648-2147483647)

positivel nteger

positive integer (1-4294967295)

unsignedLong unsigned long 64 bit integer (0-9223372036854775807)
unsignedint unsigned integer (0-4294967295)
unsignedShort unsigned short integer (0-65535)
byte byte integer (-128-127)
unsignedByte unsigned byte integer (0-255)
boolean Boolean

dateTime YYYY-MM-DDTHH:MM:SS date/time
time HH:MM:SStime

NMTOKEN String with no spaces

void Internal use

IPAddr IP address

IPNameAddr I P address or name

|PAAddr IPv4 address

IP6Addr IPv6 address

| PA6Addr IPv4 + |Pv6 address

I PPrefix IP address/ bitlen

IPRange IP address / bitlen or range
IPNameRange IP address / bitlen or range or name
IP4Range IPv4 address/ bitlen or range

| PAPrefix IPv4 address/ bitlen

| PSubnet IP address/ bitlen

IP4Subnet IPv4 address/ bitlen

| PFilter Route filter
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Password Password

OoTP OoTP

Community XXX:XXX community

PortRange XXX-XXX port range

Colour #rgb #rrggbb #rgba #rrggbbaa col our
Secret Secret/passphrase

duration Period [[HH:]MM:]SS

fb-sw-update-delay

Number of daysto delay upgrade by (0-30) (unsignedByte)

stringlist List of strings (string)

percentage Percentage (0 .. 100) (0-100) (unsignedByte)
routetable Route table number (0-99) (unsignedByte)
username Login name (NMTOKEN)

ipnamerangelist

List of IPranges or ip groups (IPNameRange)

nmtokenlist List of NMTOKEN (NMTOKEN)

iplist List of IP addresses (IPAddr)

ipnamelist List of IP addresses or domain names (IPNameAddr)

vlian VLAN ID (0=untagged) (0-4095) (unsignedShort)

datenum Day number in month (1-31) (unsignedByte)

subnetlist List of subnets (IPSubnet)

ra-max Route announcement max interval (seconds) (4-1800) (unsignedShort)
ra-min Route announcement min interval (seconds) (3-1350) (unsignedShort)
ip6list List of IPv6 addresses (IP6Addr)

mtu Max transmission unit (576-2000) (unsignedShort)

ipdrangelist List of IP4ranges (IP4Range)

macprefixlist List of strings (macprefix)

macprefix MAC prefix (hexBinary)

ipdlist List of IPv4 addresses (IP4Addr)

graphname Graph name (token)

cug CUG ID (1-32767) (unsignedShort)

prefixlist List of IP Prefixes (IPPrefix)

adlist List of AS numbers (unsignedintList)

unsignedintList

List of integers (unsignedint)

communitylist

List of BGP communities (Community)

filterlist List of IP Prefix filters (IPFilter)
shaper-limit Shaper limit (ms) (0-1000) (unsignedShort)
iprangelist List of IPranges (IPRange)

userlist List of user names (username)

prefix4list List of IPv4 Prefixes (IP4Prefix)

portlist List of protocol port ranges (PortRange)
protolist List of IP protocols (unsignedByte)
routetabl eset Set of routetables (routetable)
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vlan-nz VLAN ID (1-4095) (unsignedShort)

dates Set of dates (datenum)

tun-id Local tunnel 1D (1-20000) (unsignedShort)
ses-id Local session ID (1-65535) (unsignedShort)
hostname Host name (NMTOKEN)

sip-error SIP error code (400-699) (unsignedShort)
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