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Preface

The FB2900 device is the result of severa years of intensive effort to create products based on state of the
art processing platforms, featuring an entirely new operating system and 1Pv6-capable networking software,
written from scratch in-house by the FireBrick team. Custom designed hardware, manufactured inthe UK, hosts
the new software, and ensures FireBrick are able to maximise performance from the hardware, and maintain
exceptional levels of quality and reliability.

Theresult isaproduct that has the feature set and performance to handl e the tasks encountered in today's office
networking environments, where new access technologies such as Fibre To The Cabinet (FTTC) deliver faster
connections than ever before.

The new softwareis closely related to that which runs on FireBrick's 'big-box' product, the FB6000, a carrier-
grade product that has been proven in the field for a number of years, effortlessly handling huge volumes of
traffic, and thousands of customer connections.

The software is constantly being improved and new features added, so please check that you are reading the
manual appropriate to the version of software you are using. This manual isfor version V1.47.000.

XXii



Chapter 1. Introduction

1.1. The FB2900
1.1.1. Where do | start?

The FB2900 is shipped in afactory reset state. This means it has a default configuration that allows the unit
to be attached directly to a computer, or into an existing network, and is accessible via a web browser on a
known I P address for further configuration.

Besides allowing initial web access to the unit, the factory reset configuration provides a starting point for you
to devel op a bespoke configuration that meets your requirements.

A printed copy of the QuickStart Guide is included with your FB2900 and covers the basic set up required to
gain access to the web based user interface. If you have aready followed the stepsin the QuickStart guide, and
are able to access the FB2900 via a web browser, you can begin to work with the factory reset configuration
by referring to Chapter 3.

Initial set up is also covered in this manual, so if you have not already followed the QuickStart Guide, please
start at Chapter 2.

Tip

The FB2900's configuration can be restored to the state it was in when shipped from the factory. The
procedure requires physical access to the FB2900, and can be applied if you have made configuration
changes that have resulted in loss of access to the web user interface, or any other situation where
it is appropriate to start from scratch - for example, commissioning an existing unit for a different
role, or where you've forgotten an administrative user password. It isalso possible to temporarily reset
the FB2900 to allow you to recover and edit a broken configuration (though you still need to know
the password you had). You can also go back one step in the config. For details on the factory reset
procedure please refer to Appendix A, or consult the QuickStart Guide.

The remainder of this chapter provides an overview of the FB2900's capabilities, and covers your product
support options.

Tip

The latest version of the QuickStart guide for the FB2900 can be obtained from the FireBrick website
at : http://www.firebrick.co.uk/pdfs/quickstart-2900.pdf

1.1.2. What can it do?

The FB2900 is an extremely versatile network appliance which you can think of as something akin to a Swiss
army knife for networking.

It can:

» Actasan IPlevel firewall, to protect your network from direct attack over the Internet.
« Allocate network addresses to machines on your network (e.g. DHCP and SLAAC)

» Manage multiple networks at once

» Modify traffic passing though to do address and protocol-port mapping
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 Control the speed of different types of traffic (traffic shaping)

» Handle the current Internet Protocol (IPv6) aswell as legacy |Pv4.

» Act as an office phone system using SIP phones and carriers/services
* Provide 3G/4G dongle support for mobileinternet or DSL backup

» Connect to afibre optic cable using a suitable SFP module

» Connect directly to ADSL/VDSL lines using a suitable SFP module

and much more...

1.1.3. Ethernet port capabilities

The FB2900 has four Ethernet network ports that can operate at 10Mb/s, 100Mb/s, or 1Gb/s. It also has one
SFP dot - allowing connection of afifth port which could be fibre optic, or copper, and also providing 1Gb/s.
There are SFP modules providing direct ADSL/VDSL connections, and whilst these are above teh SFP power
spec, some of these have been tested to work on the FB2900. The portsimplement auto-negotiation by default,
but operation can be fine-tuned to suit specific circumstances. The SFP port will depend in the module fitted
as to whether it can auto-negotiate. The function of these ports is very flexible, and defined by the device's
configuration. The ports implement one or more interfaces, and each interface can span either a single port or
a user-defined group of ports.

When a port group is defined, the ports in the group work as a conventional Layer 2 network switch, directly
transferring traffic at wire-speed that is destined for a Layer 2 address that is present on one of the other ports
in the group.

Conversely, multiple interfaces can be implemented on a single physical port (or port group) via support
for IEEE 802.1Q VLANS, idea for using the FB2900 with VL AN-capable network switches. In this case, a
single physical connection can be made between a VL AN-capable switch and the FB2900, and with the switch

configured appropriately, this physical connection will carry traffic to/from multiple VLANS, and the FB2900
can do Layer 3 processing (routing/firewalling etc.) between nodes on two or more VLANS.

1.1.4. Differences between the devices in the FB2x00
series

» FB2500 No USB port, 4 ethernet ports, max 100Mb/s routed traffic.

» FB2700 USB port for dongle, 4 ethernet ports, max ~350Mb/s routed traffic.

» FB2900 USB port for dongle, 4 ethernet ports, SFP port, max ~750Mb/s routed traffic.

Note
The FB2500 model isno longer availablefor new supply. The FB2900 model isreplacing the FB2700.

1.1.5. Software features

The FB2900 has asimpletwo level software-feature-set. Devicesare graded as "base" models or "fully-loaded”
models. The base model lacks a few of the features such as BGP, L2TP and various bonding and tunnelling
features.

The "fully-loaded" model is useful for bonding multiple lines, tunnelling and more obscure features such as
announcing addresses to an upstream provider by BGP.
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It ispossible to upgrade from "base" to "fully-loaded" at alater dateif you wish. Contact your dealer for details.
The cost is usually just the difference in the price between the models.

1.2. About this Manual
1.2.1. Version

Every major FB2900 software release is accompanied by arelease-specific version of thismanual. Thismanual
documents software version V1.47.000 - please refer to Section 4.3 to find out more about software rel eases,
and to see how to identify which software version your FB2900 is currently running.

If your FB2900 isrunning adifferent version of system software, then please consult the version of this manual
that documents that specific version, as there may be significant differences between the software versions.
Also bear in mind that if you are not reading the latest version of the manual (and using the latest software
release), referencesin this manual to external resources, such as the FireBrick website, may be out of date.

Y ou can find the latest revision of a manual for a specific software version on the FB2900 software downloads
website [ http://mwww.firebrick.co.uk/software.php?PRODUCT=2900]. Thisincludestherevision history for all
software releases.

1.2.2. Intended audience

This manual is intended to guide FB2900 owners in configuring their units for their specific applications. We
try to make no significant assumption about the reader's knowledge of FireBrick products, but as might be
expected given the target market for the products, it is assumed the reader has a reasonabl e working knowledge
of common IP and Ethernet networking concepts. So, whether you've used FireBrick products for years, or
have purchased one for the very first time, and whether you're a novice or a network guru, this Manual sets out
to be an easy to read, definitive guide to FireBrick product configuration for all FireBrick customers.

1.2.3. Technical details

There are a number of useful technical details included in the apendices. These are intended to be areference
guild for key features.

1.2.4. Document style

At FireBrick, we appreciate that different people learn in different ways - some like to dive in, hands-on,
working with examples and tweaking them until they work the way they want, referring to documentation
as required. Other people prefer to build their knowledge up from first principles, and gain a thorough
understanding of what they'reworking with. M ost peopl e we suspect fall somewhere between thesetwolearning
styles.

This Manual aims to be highly usable regardless of your learning style - material is presented in an order that
startswith fundamental concepts, and buildsto more complex operation of your FireBrick. At all stageswehope
to provide a well-written description of how to configure each aspect of the FireBrick, and - where necessary
- provide enough insight into the FireBrick's internal operation that you understand why the configuration
achieveswhat it does.

1.2.5. Document conventions

Various typefaces and presentation styles are used in this document as follows :-

e Text that would be typed as-is, for example a command, or an XML attribute name is shown in
nmonospaced_f ont
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e Program (including XML) listings, or fragments of listings are shown thus :-

[* this is an exanple programlisting*/
printf("Hello Wrld!\n");

e Text asit would appear on-screen is shown thus :-

This is an exanple of sone text that would

appear on screen.

Note that for docunentation purposes additional

|'i ne-breaks may be present that would not be in the on-screen text

» Notes of varying levels of significance are represented thus (colour schemes may differ depending on
signficance) :-

Note

Thisis an example note.

The significanceisidentified by the heading text and can be one of : Tip - general hints and tips, for example
to point out a useful feature related to the current discussion ; Note - a specific, but not critical, point relating
to the surrounding text ; Caution - a potentially critical point that you should pay attention to, failure to do
so may result in loss of data, security issues, loss of network connectivity etc.

1.2.6. Comments and feedback

If you'd like to make any comments on this Manual, point out errors, make suggestions for improvement or
provide any other feedback, wewould be pleased to hear fromyouviae-mail at: docs@ i r ebri ck. co. uk.

1.3. Additional Resources

1.3.1. Technical Support

Technical support is available, in the first instance, via the reseller from which you purchased your FireBrick.
FireBrick provide extensive training and support to resellers and you will find them experts in FireBrick
products.

However, before contacting them, please ensure you have :-

 upgraded your FB2900 to the latest version of software (see Section 4.3) and

» areusing the latest revision of the manual applicable to that software version and

* have attempted to answer your query using the material in this manual

Many FireBrick resellers also offer general I'T support, including installation, configuration, maintenance, and
training. You may be able to get your reseller to develop FB2900 configurations for you - although this will
typically be chargeable, you may well find this cost-effective, especialy if you are new to FireBrick products.

If you are not satisfied with the support you are getting from your reseller, please contact us [http://
www.firebrick.co.uk/contact.php].
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1.3.2. IRC Channel

A public IRC channel is available for FireBrick discussion - the IRC serverisirc. z. j e, and the channel
is#firebrick.

1.3.3. Application Notes

Some applications notes have been created by the FireBrick team and included on the web site. There are also
useful Wiki web sites provided by main dealers which cover specific configuration examples. Ask your dealer
for more details. These are usually public WiKi web sites even if not buying from that specific dealer.

1.3.4. Training Courses

FireBrick provide training courses for the full Firebrick series of products, and aso training course on general
I P networking that are useful if you are new to networking with I P.

Training course attendance is mandatory for all FireBrick dealersto be accredited.

To obtain information about upcoming courses, please contact us via emal a
training@irebrick. co. uk.




Chapter 2. Getting Started
2.1. IP addressing

You can configure your FireBrick using a web browser - to do this, you need IP connectivity between your
computer and the FireBrick. For a new FB2900 or one that has been factory reset, there are three methods
to set this up, as described below - select the method that you prefer, or that best suits your current network
architecture.

» Method 1 - use the FireBrick's DHCP server to configure a computer.

If your computer is aready configured (as many are) to get an |P address automatically, you can connect
your computer to port 1 on the FireBrick, and the FireBrick's inbuilt DHCP server should give it an 1Pv4

and |Pv6 address.
» Method 2 - configure a computer with afixed |P address.

Alternatively, you can connect acomputer to port 1 on the FireBrick, and manually configure your computer
to have the fixed | P address(es) shown below :-

Table2.1. IP addressesfor computer

IPv6 | Pv4
2001: DB8: : 2/ 64 10. 0. 0. 2 ; subnet mask : 255. 255. 255. 0

* Method 3 - use an existing DHCP server to configure the FireBrick.
If your LAN already has a DHCP server, you can connect port 4 of your FireBrick to your LAN, and it
will get an address. Port 4 is configured, by default, not to give out any addresses and as such it should not

interfere with your existing network. Y ou would need to check your DHCP server to find what address has
been assigend to the FB2900.

2.2. Accessing the web-based user interface

If you used Method 1, you should browse to the FireBrick's web interface as follows, or you can use the IP
addresses detailed:-

Table2.2. |P addressesto accessthe FireBrick

URL
http://ny.firebrick. co. uk/

If you used Method 2, you should browse to the FireBrick's | P address as listed below:-

Table2.3. IP addresses to accessthe FireBrick

IPv6 | Pv4
http://[2001: DB8: : 1] http://10.0.0.1

If you used Method 3, you will need to be able to access a list of alocations made by the DHCP server in
order to identify which IP address has been allocated to the FB2900, and then browse this address from your
computer. If your DHCP server shows the client name that was supplied in the DHCP request, then you will
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see FB2900 in the client name field (assuming a factory reset configuration) - if you only have one FB2900 in
factory reset state on your network, then it will be immediately obvious via this client name. Otherwise, you
will need to locate the allocation by cross-referring with the MAC address range used by the FB2900 you are
interested in - if necessary, refer to Appendix C to see how to determine which MAC address you are looking
for inthelist of alocations.

Once you are connected to the FB2900, you should see a page with "Configuration needed" prominently
displayed, as shown below :-

Figure 2.1. Initial web pagein factory reset state

B FireBrick TEST

©

Wizard

Configuration needed

This is a factory reset configuration.

No usernames and passwords have been configured to access the system.

Please edit the configuration and add a user and password. You can also edit XML
or upload a saved config.

Access from 91.240.176.2 sightless.bec.aa.net.uk

LAN1 LAN2 LAN3 WAN4 WAN5 Mains AC
BEC1 {h pg
Brick (13

1 < A ® "FireBrick" is a registered trademark of FireBrick Ltd, Copyright © 2009-18 FireBrick Ltd. All Rights Reserved.

Click on the "edit the configuration” link (red text), or the Wizard menu item, which will take you to the set-
up wizard for anew configuration.

2.2.1. Setup wizard

The setup wizard allows you to fill in afew key items before entering the normal configuration editor.
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Figure 2.2. Setup Wizard

FireBrick TEST

Home

— i Configuration wizard

Please fill in the initial configuration settings, and then continue to the configuration
editor. This allows you to complete additional settings if needed before saving.

Login details
Your name

username Your username for logging in to the FireBrick

password Your password for logging in to the FireBrick

PPPoE Internet details (e.g. bridging modem)

Port for PPPOE connection to internet

Port
[ Port4 [

username Your PPPoE login username

password Your PPPQE login password

DHCP WAN (e.g. external router)
WAN DHCP client and IPv6 RA/SLAAC WAN connection

LAN Ports

Ports Ports for LAN (switched together)
V1iw2v38485

Options Options for LAN
v DHCP ¥ NAT¥ RA

IPv4 IPv4 address / subnet

10.0.0.1/24

IPv6 IPv6 address / subnet, e.g. 2001:db8::1/64

Continue

You can then make further changes and Save the config to take effect.

1 « A ® "FireBrick" is a registered trademark of FireBrick Ltd, Copyright © 2009-18 FireBrick Ltd. All Rights Reserved.

There key settings may vary in later versions, but they represent the main settings you need to consider to get
started.




Getting Started

2.2.1.1. Login username/password

The first part of the wizard covers your login to the FireBrick management interface. There are various ways
this access is controlled and locked down, but ultimately this is the way you control your configuration and
so they are very important.

For simple security reasonsiit is better to pick a sensible username, and not admi n

For good security reasons you should create along, easy to remember, but hard to guess, password. Thereis
no limit on how long you make the password, so you can create a complete pass phrase (i.e. a sentence) if
you prefer. Rememver that upper/lower case matter as do spaces. The FireBrick does not make any attempt to
enfoce password policy and will allow you to use a stupid password if you wish, just not a blank one.

Once you have finished the process for your initial config, and logged in, we strongly recommend setting up a
two factor authentication using a one time password app on a mobile phone, etc.

2.2.1.2. WAN/PPPOE settings

There are two main ways the FB2900 is connected to the Internet - either using a PPPOE device such as a
bridging modem or built in device such as an ADSL/VDSL SFP modem, or an external router that provides
access via DHCP setting of aWAN address.

The wizard allows you to set these up, either or both, with PPPoE |ogin/password on a port, and DHCP client
on aport, asaWAN interface.

Note

If you use the wizard to make a WAN Ethernet port, you will no longer be able to access the web
control pages viathat interface asit will not be considered local.

2.2.1.3. LAN settings

The factory default configuration provides a WAN and LAN. In the case of the LAN, several separate ports
are configured as independant LAN subnets. The wizard alows you to define a LAN with one or more ports
as a switched port group and define an |Pv4 and IPv6 subnet that is used on that LAN. Y ou can set a number
of optionsfor DHCP, SLAAC, etc.

Note
Typically an ISP connection via PPPoE will Prefix Delegate 1Pv6 address blocks so these do not
usually need to be set up manually.

2.2.1.4. Initial config

Having completed the initial wizard questions you will then find yourself in the normal cofiguration editor.
Y ou can make any more changes you need to the initial configuration, and then save this.

Once saved you are prompted to login using the username/password details you provided.

Note

The wizard makes no attempt to check the details you entered, these simply become part of that initial
configuration. As such you may see error messages when you try to save the config, and will need to
make corrections before you can proceed.

Note

If you have changed the LAN |P address settings and are using DHCP on your connected computer
you may find you need to get anew address and re-connect to the FireBrick control pages at thispoint.




Chapter 3. Configuration
3.1. The Object Hierarchy

The FB2900 has, at its core, a configuration based on a hierarchy of objects, with each object having one or
more attributes. An object has a type, which determines its role in the operation of the FB2900. The values
of the attributes determine how that object affects operation. Attributes also have a type (or datatype), which
defines the type of datathat attribute specifies. Thisin turn defines what the valid syntax is for a value of that
datatype - for example some are numeric, some are free-form strings, others are strings with a specific format,
such as a dotted-quad |P address. Some examples of attribute values are :-

* |P addresses, and subnet definitions in CIDR format e.g. 192.168.10.0/24
* free-form descriptive text strings, e.g. aname for afirewall rule

 Layer 4 protocol port numbers e.g. TCP ports

data rates used to control traffic shaping
» enumerated values used to control afeature e.g. defining Ethernet port LED functions

The object hierarchy can be likened to afamily-tree, with rel ationships between objects referred to using terms
such as Parent, Child, Sibling, Ancestor and Descendant. This tree-like structure is used to :-

 group aset of related objects, such asaset of firewall rules - the parent object acts as a container for agroup
of (child) objects, and may also contribute to defining the detailed behaviour of the group

« define a context for an object - for example, an object used to define a locally-attached subnet is a child of
an object that defines an interface, and as such defines that the subnet is accessible on that specific interface.
Since multiple interfaces can exist, other interface objects establish different contexts for subnet objects.

Additional inter-object associations are established via attribute values that reference other objects, typically
by name, e.g. afirewall rule can specify one of several destinations for log information to be sent when the
rule is processed.

3.2. The Object Model

The term 'object model’ is used here to collectively refer to :-

« the constraints that define a valid object hiearchy - i.e. which object(s) are valid child objects for a given
parent object, how many siblings of the same type can exist etc.

« for each object type, the allowable set of attributes, whether the attributes are mandatory or optional, their
datatypes, and permissible values of those attributes

The bulk of this User Manual therefore serves to document the object model and how it controls operation of
the FB2900.

Tip

This version of the User Manual may not yet be complete in its coverage of the full object model.
Some more obscure attributes may not be covered at all - some of these may be attributes that are
not used under any normal circumstances, and used only under guidance by support personnel. If you
encounter attribute(s) that are not documented in this manual, please refer in the first instance to the
documentation described in Section 3.2.1 below. If that information doesn't help you, and you think

10
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the attribute(s) may be relevant to implementing your requirements, please consult the usual support
channel(s) for advice.

3.2.1. Formal definition of the object model

The object model has a formal definition in the form of an XML Schema Document (XSD) file, which is
itself an XML file, normally intended for machine-processing. A more readable version of thisinformation is
available in Appendix M.

Note, however, that thisis reference material, containing only brief descriptions, and intended for users who
are familiar with the product, and in particular, for users configuring their units primarily via XML.

The XSD fileis also available on the software downloads website by following the "X SD" link that is present
against each software release.

3.2.2. Common attributes

Most objects have a conment attribute which is free-form text that can be used for any purpose. Similarly,
most objects have asour ce attribute that is intended for use by automated configuration management tools.
Neither of these attributes have a direct effect on the operation of the FB2900.

Many objects have anane attribute which isnon optional and often needsto be unique withinthelist of object.
This allows the named object to be referenced from other attributes. The data type for these is typically an
NMTOKEN which is avariant of a string type that does not allow spaces. If you include spaces then they are
removed automatically. This helps avoid any problems referencing namesin other places especially where the
reference may be a space separated list.

Many objects have a gr aph attribute. This allows a graph name to be specified. However, the actual graph
name will be normalised to avoid spaces and limit the number of characters. Try to keep graph names as basic
characters (letters, numbers) to avoid confusion.

3.3. Configuration Methods

The configuration objects are created and manipulated by the user via one of two configuration methods :
» web-based graphical User Interface accessed using a standard web-browser (uses javascript).

» an XML (eXtensible Markup Language) file representing the entire object hierarchy, editable via the web
interface or can be uploaded to the FB2900

The two methods operate on the same underlying object model, and so it is possible to readily move between
the two methods - changes made via the User Interface will be visible as changes to the XML, and vice-versa.
Which method you useisentirely up to you, and some users prefer one or the other, or may make some changes
in one of the other. Some operations, such as changing the order of alist of objects, iseasier inthe XML editor,
for example. The web based editor means you do not have to find/remember the attribite names as they are all
presented to you. For more information on using XML, refer to Section 3.5.

3.4. Web User Interface Overview

This section provides an overview of how to use the web-based User Interface. We recommend that you
read this section if you are unfamiliar with the FB2900, so that you feel comfortable with the design of the
User Interface. Later chapters cover specific functionality topics, describing which objects are relevant, any
underlying operational principlesthat are useful to understand, and what effect the attributes (and their values)
have.

The web-based User Interface provides a method to create the objects that control operation of the FB2900.
Internally, the User Interface uses aformal definition of the object model to determine where (in the hierarchy)
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objects may be created, and what attributes may exist on each object, so you can expect the User Interface to
always generate valid XML. *

Additionally, the web User Interface provides access to the following items :-
 statusinformation, such as DHCP server allocations, FB105 tunnel information and system logs

» network diagnostic tools, such as Ping and Traceroute ; there are also tools to test how the FB2900 will
process particular traffic, allowing you to verify your firewalling is as intended

« traffic graphs

By default, access to the web user interface is available to all users, from any locally connected IP address. If
you don't require such open access, you may wish to restrict access using the settings described in Section 14.3.

3.4.1. User Interface layout

The User Interface has the following general layout :-
» a'banner’ area at the top of the page, containing the FireBrick logo, model number and system name

* amain-menu, with sub-menus that access various parts of the user interface ; the main-menu can be shown
vertically or horizontally - sub-menu appearance depends on this display style : if the main-menuisvertical,
sub-menus are shown by ‘expanding' the menu vertically ; if the main-menu is horizontal, sub-menus are
shown as pull-down menus

» a'footer' area at the bottom of the page, containing layout-control icons and showing the current software
version

« the remaining page area contains the content for the selected part of the user-interface
Figure 3.1 showsthe main menuwhenitisset to display horizontally. Note that the main-menu itemsthemselves
have a specific function when clicked - clicking such items displays a general page related to that item - for

example, clicking on Status shows some overal status information, whereas sub-menu items under Status
display specific categories of status information.

Figure 3.1. Main menu

[3  FireBrick FB2700

Home Status Diagnostics Graphs Config Logout

The user interface pages used to change the device configuration are referred to as the ‘config pages in this
manual - these pages are accessed by clicking on the "Edit" item in the sub-menu under the "Config" main-
menu item.

Note

The config pages utilise JavaScript for their main functionality ; you must therefore have JavaScript
enabled in your web browser in order to configure your FB2900 using the web interface.

3.4.1.1. Customising the layout

The following aspects of the user interface layout can be customised :-

11 the User Interface does not generate valid XML - i.e. when saving changes to the configuration the FireBrick reports XML errors, then this
may be abug - please check this via the appropriate support channel(s).

12
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e The banner area can be reduced in height, or removed all together

» The main menu strip can be positioned vertically at the left or right-hand sides, or horizontally at the top
(under the banner, if present)

Additionally, you can choose to use the default fonts that are defined in your browser setup, or use the fonts
specified by the user interface.

These customisations are controlled using three icons on the left-hand side of the page footer, as shown in
Figure 3.2 below :-

Figure 3.2. Iconsfor layout controls

! « A ® "FireBrick" is a registered trademark of FireBrick Ltd,

Thefirst icon, an up/down arrow, controls the banner size/visibility and cycles through three settings : full size
banner, reduced height banner, no banner. The next icon, a left/right arrow, controls the menu strip position
and cycles through three settings : menu on the left, menu on the right, menu at the top. Thelast icon, the letter
'A', toggles between using browser-specified or user-interface-specified fonts.

Layout settings are stored in a cookie - since cookies are stored on your computer, and are associated with
the DNS name or |P address used to browse to the FB2900, this means that settings that apply to a particular
FB2900 will automatically be recalled next time you use the same computer/browser to connect to that FB2900.

It isalso possibleto configure an external CSSto use with the FireBrick web control pages which allowsagreat
deal of control over the overall layout and appearance. This can be usful for dealers or IT support companies
to set up FireBricksin a style and branding of their choice.

3.4.2. Config pages and the object hierarchy

The structure of the config pages mirrors the object hierachy, and therefore they are themselves naturally
hierachical. Y our postition in the hierachy is illustrated in the 'breadcrumbs’ trail at the top of the page, for
example :-

Firewal | /mapping rules :: rule-set 1 of 3 (filters) :: rule 7 of 19 (I CW)

This shows that the current page is showing a rule, which exists within a rule-set, which in turn is in the
"Firewall/mapping rules" category (see below).

3.4.2.1. Configuration categories

Configuration objects are grouped into a number of categories. At the top of the config pagesis a set of icons,
one for each category, as shown in Figure 3.3 :-

Figure 3.3. Iconsfor configuration categories

3

FireBrick FB2700

Home Status Diagnostics Graphs Logout
N A AN AL A A
Setup | | Users | Profiles | | Shape | ||r|-tcrf=cc| | Routes | P gmupl | Fircowall | | Tunnels |
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Within each category, there are one or more sections delimited by horizontal lines. Each of these sectionshas a
heading, and corresponds to a particular type of top-level object, and relatesto amajor part of the configuration
that comes under the selected category. See Figure 3.4 for an example showing part of the "Setup" category,
which includes general system settings (the sy st emabject) and control of system services (network services
provided by the FB2900, such as the web-interface web server, telnet server etc., controlled by theser vi ces
object).

Figure 3.4. The" Setup" category

System
System settings
name contact location intro comment

Edit ruby Mike Chambers WF Ryde Office ---  ---

General system services

| Edit General system services

Constant Quality Monitoring config

Add New: Constant Quality Monitoring config

Each section is displayed as a tabulated list showing any existing objects of the associated type. Each row of
the table corresponds with one object, and a subset (typically those of most interest at a glance) of the object's
attributes are shown in the columns - the column heading shows the attribute name. If no objects of that type
exist, therewill beasinglerow with an "Add" link. Where the order of the objects matter, there will be an'Add'
link against each object - clicking an 'Add' link for a particular object will insert anew object beforeit. To add
anew abject after the last existing one, click on the'Add' link on the bottom (or only) row of the table.

Tip

If there is no 'Add' link present, then this means there can only exist a limited number of objects of
that type (possibly only one), and this many already exist. The existing object(s) may have originated
from the factory reset configuration.

You can 'push-down' into the hierarchy by clicking the 'Edit’ link in a table row. This takes you to a page
to edit that specific object. The page also shows any child objects of the object being edited, using the same
horizontal-line delimited section style used in the top-level categories. Y ou can navigate back up the hierarchy
using various methods - see Section 3.4.3.

Caution

Clicking the "Add" link will create a new sub-object which will have blank/default settings. This can
be useful to see what attributes an object can take, but if you do not want this blank object to be part
of the configuration you later save you will need to click Erase. Simply going back "Up" or moving to
another part of the config will leave this newly created empty object and that could have undesirable
effects on the operation of your FireBrick if saved.

3.4.2.2. Object settings

The details of an object are displayed as a matrix of boxes (giving the appearance of a wall of bricks), one
for each attribute associated with that object type. Figure 3.5 shows an example for an i nt er f ace object
(covered in Chapter 6) :-
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Figure 3.5. Editing an " Interface" object

B comment @ profile

Comment Profile name

¥ port W@ vilan 8 mtu
Port group name VLAN ID (O=untagged) 1 name MTU for this interface

@ ra-client

true Not logging
® log-error

Log errors

Log as event

By default, more advanced or less frequently used attributes are hidden - if this applies to the object being
edited, you will see the text shown in Figure 3.6. The hidden attributes can be displayed by clicking on the
link "Show all".

Figure 3.6. Show hidden attributes

There are additional attributes which have not been shown. Show all

Each brick in the wall contains the following :-

 acheckbox - if the checkbox is checked, an appropriate value entry widget is displayed, otherwise, a default
value is shown and applied for that setting. If the attribute is not optional then no checkbox is show.

« the attribute name - thisis a compact string that exactly matches the underlying XML attribute name

* ashort description of the attribute
Tip
If there is no default shown for an attribute then its value, if needed, is zero, blank, null, empty string,
false (internally it is zero bitsl). In some cases the presence of an attribute will have meaning even
if that attribute is an empty string or zero value. In some cases the default for an attribute will not
be a fixed value but will depend on other factors, e.g. it may be "auto", or "set if using xyz...". The
description of the default value should make this clear. Where an optional attribute is not ticked the
attribute does not appear in the XML at all.

These can be seenin Figure 3.7 :-

Figure 3.7. Attribute definitions

Attribute name

Attribute
descriptions

Attribute values

Port group name
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If the attribute value is shown in a 'strike-through' font (with a horizontal line through it mid-way verticaly),
this illustrates that the attribute can't be set - this will happen where the attribute value would reference an
instance of particular type of object, but there are not currently any instances of objects of that type defined.

Tip
Sincetheattribute nameisacompact, conciseand un-ambiguousway of referring to an attribute, please
guote attribute names when reguesting technical support, and expect technical support staff to discuss

your configuration primarily in terms of attribute (and object/element) names, rather than descriptive
text, or physical location on your screen (both of which can vary between software rel eases).

3.4.3. Navigating around the User Interface

Y ou navigate around the hierarchy using one or more of the following :-
* configuration category icons
* the breadcrumbs - each part of the breadcrumbs (delimited by the :: symbol) is aclickable link

* thein-page navigation buttons, shown in Figure 3.8 : "Up" - move onelevel up in the object hierachy, "Prev"
- Previous object in alist, and "Next" - Next object in alist.

Figure 3.8. Navigation controls

Interface :: interface 2 of 3 (LAN)

Up Prev | Next New Erase | Help

Caution

The configuration pages are generated on-the-fly using JavaScript within your web browser
environment (i.e. client-side scripting). As such, the browser is essentially unaware of changes to
page content, and cannot track these changes - this means the browser's navigation buttons (Back,
Forward), will not correctly navigate through a series of configuration pages.

Please take care not to use the browser's Back button whilst working through configuration pages -
navigation between such pages must be done via the buttons provided on the page - "Prev", "Next"
and "Up".
Navigating away from an object using the supported navigation controls doesn't cause any modifications to
that object to be lost, even if the configuration has not yet been saved back to the FB2900. All changes are
initially held in-memory (in the web browser itself), and are committed back to the FireBrick only when you
press the Save button.
The navigation button area, shown in Figure 3.8, also includes three other buttons :-

» New : creates anew instance of the object type being edited - the new object isinserted after the current one;
thisis equivalent to using the "Add" link one level up in the hierarchy

» FErase: deletesthe object being edited - note that the object will not actually be erased until the configuration
issaved

» Help : browsesto the online reference material (as desribed in Section 3.2.1) for the object type being edited
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Caution

If you Add a new object, but don't fill in any parameter values, the object will remain in existence
should you navigate away. Y ou should be careful that you don't inadvertently add incompletely setup
objects thisway, asthey may affect operation of the FireBrick, possibly with a detrimental effect.

If you have added an object, perhaps for the purposes of looking at what attributes can be set on it,
remember to del ete the object before you navigate away -- the "Erase" button (see Figure 3.8) is used
to delete the object you are viewing.

3.4.4. Backing up / restoring the configuration
To back up / save or restore the configuration, start by clicking on the "Config" main-menu item. This will

show a page with a form to upload a configuration file (in XML) to the FB2900 - also on the page is a link
"Download/save config" that will download the current configuration in XML format.

3.5. Configuration using XML
3.5.1. Introduction to XML

An XML fileis atext file (i.e. contains human-readable characters only) with formally defined structure and
content. An XML file starts with the line :-

<?xm version="1.0" encodi ng="UTF-8"?>

This defines the version of XML that the file complies with and the character encoding in use. The UTF-8
character coding is used everywhere by the FireBrick.

The XML file contains one or more elements, which may be nested into a hiearchy.

Note

In XML, the configuration objects are represented by elements, so the terms object and element are
used interchangeably in this manual.

Each element consists of some optional content, bounded by two tags - a start tag AND an end tag.
A start tag consists of the following sequence of characters:-
* a< character

* the element name

« optionally, anumber of attributes

» a> character

An end tag consists of the following sequence of characters:-
» a<character

* a/ character

* the element name

* a> character

If an element needs no content, it can be represented with a more compact self closing tag. A self closing tag
isthe same as a start tag but ends with /> and then has no content or end tag.
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Sincethe <, >and" characters have special meaning, there are special (‘escape’) character sequences starting
with the ampersand character that are used to represent these characters. They are :-

Table 3.1. Special character sequences

Sequence Character represented
&lt; <
&gt ; >
&quot ; "
&anp; &

Note that since the ampersand character has special meaning, it too has an escape character sequence.

Attributes are written in the form : nane="val ue" or nane=' val ue' . Multiple attributes are separated
by white-space (spaces and line breaks).

Generally, the content of an element can be other child elements or text. However, the FB2900 doesn't use text
content in elements - all configuration datais specified viaattributes. Therefore you will see that elements only
contain one or more child elements, or no content at all. Whilst there is generally not any text between the tags,
white space is normally used to make the layout clear.

3.5.2. The root element - <config>

At the top level, an XML file normally only has one element (the root element), which contains the entire
element hierarchy. In the FB2900 the root element is <confi g>, and it contains 'top-level' configuration
elements that cover mgjor areas of the configuration, such as overall system settings, interface definitions,
firewall rule sets etc.

In addition to this User Manual, there is reference material is available that documents the XML elements -
refer to Section 3.2.1.

3.5.3. Viewing or editing XML

The XML representation of the configuration can be viewed and edited (in text form) via the web interface
by clicking on "XML View" and "XML Edit" respectively under the main-menu "Config" item. Viewing the
configuration is, as you might expect, 'read-only', and so is 'safe' in as much as you can't accidentally change
the configuration.

3.5.4. Example XML configuration

An example of asimple, but complete XML configuration is shown below, with annotations pointing out the
main elements

<?xm version="1.0" encodi ng="UTF-8"?>

<config xm ns="http://firebrick.ltd. uk/xm/fb2700/"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://firebrick.|td.uk/xm/fb2700/
timestanp="2011-10- 14T12: 24: 072"
pat ch="8882" >

<syst em nanme="gat eway" (1]
contact="Peter Smth"
| ocati on="The Basenent"
| og- pani c="f b- support" >

</ syst enp
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<user nanme="peter" (2
full -name="Peter Smth"
passwor d="FB105#4D42454D26F8BF5480F07DFA1E4A1AEA7410154F6"
ti meout =" PT3H20M'
config="full"
| evel =" DEBUG'/ >

<l og nane="defaul t"/> (3]
<l og nane="fb-support">
<emai|l to="crashlog@irebrick.|td. uk"
conmment =" Crash logs emniled to FireBrick Support"/>
</l og>

<servi ces> (4
<ntp tineserver="pool.ntp.org"/>
<telnet |og="default"/>
<http />
<dns donai n="wat chfront. co. uk"
resol vers="81. 187. 42. 42 81.187.96. 96"/ >
</ servi ces>

<port name="WAN" (5]
ports="1"/>

<port nanme="LAN'
ports="2"/>

<i nterface nanme="WAN'
port ="WAN'>
<subnet nane="ADSL"
i p="81.187.106. 73/ 30"/ >
</interface>

<i nterface nanme="LAN' (6]
port="LAN'>
<subnet name="LAN"
i p="81.187.96.94/28"/>

<dhcp nanme="LAN'

i p="81.187. 96. 88-92"

| og="default"/>
</interface>

<rul e-set name="filters" (7]
no- mat ch- acti on="drop" >

<rul e name="Qur-Traffic"
source-interface="sel f"
comment="FB originated traffic all owed"/>

<rule name="FireBrick U
target - port="80"
target-interface="sel f"
prot ocol ="6"/>

<rul e name="1 CWvP"
pr ot ocol =" 1"
| og="default"/>

<rul e nane="Al|l outgoi ng"
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source-interface="LAN'/ >
<rul e name="FB- access"

source-interface="LAN'
target - port="80"
target-interface="sel f"
pr ot ocol =" 6"
comment =" FB web config access"/>

<rul e name="fi nal - no- mat ch"
| og="default"
action="drop"
comment ="Catch all - sets default |ogging for no match"/>

</rul e-set>

</ config>

sets some general system parameters (see Section 4.2)

defines asingle user with the highest level of access (DEBUG) (see Section 4.1)
defines alog target (see Chapter 5)

configures key system services (see Chapter 14)

defines physical-port group (see Section 6.1)

defines an interface, with one subnet and a DHCP allocation pool (see Chapter 6)
defines a set of firewalling rules (see Chapter 7)

Q000600

3.6. Downloading/Uploading the
configuration

The XML file may be retrieved from the FireBrick, or uploaded to the FireBrick using HTTP transfers done
via tools such as cur | . Using these methods, configuration of the FB2900 can be integrated with existing
administrative systems.

Note

Linebreaks are shown in the examples below for clarity only - they must not be entered on the
command-line

3.6.1. Download

To download the configuration from the FB2900 you need to perform an HTTP GET of the following URL :-
http://<FB2900 | P address or DNS nane>/config/config

An example of doing thisusing cur | , run on aLinux box is shown below :-

curl http://<FB2900 | P address or DNS name>/config/config
--user "usernane: password" --output "fil enane"

Replace username and password with appropriate credentials.

The XML configuration file will be stored in the file specified by filename - you can choose any file extension
you wish (or none at all), but we suggest that you use . xmi for consistency with the file extension used when
saving a configuration viathe User Interface (see Section 3.4.4).

20



Configuration

3.6.2. Upload

To upload the configuration to the FB2900 you need to send the configuration XML file asif posted by aweb
form, using encoding MIME typenul ti - part/form dat a.

An example of doing thisusing cur | , run on aLinux box is shown below :-

curl http://<FB2900 | P address or DNS name>/config/config
--user "usernane: password" --formconfig="@il enane"

Note

You can aso include - - f orm overri de=tr ue to force the config to be loaded even if it has
minor (recoverable) errors, e.g. if it isconfig for older version of FireBrick.
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Chapter 4. System Administration
4.1. User Management

You will have created your first user as part of the initial setup of your FB2900, as detailed in either the
QuickStart Guide or in Chapter 2 in this manual.

To create, edit or delete users, browse to the config pages by clicking the "Edit" item in the sub-menu under
the "Config" main-menu item, then click on the "Users" category icon. Click on the "Edit" link adjacent to the
user you wish to edit, or click on the "Add" link to add a user.

To delete auser, click the appropriate "Edit" link, then click the "Erase” button in the navigation controls - see
Figure 3.8. Aswith any such object erase operation, the object will not actually be erased until the configuration
issaved.

Once you have added a new user, or are editing an existing user, the object editing page will appear, as shown
inFigure4.1 :-

Figure4.1. Setting up a new user

Admin users :: user 1 of 1

Up New || Erase | Help

User names, passwords and abilities for admin users

name H comment profile

User name Comment FProfile name
wallace MNone

password H full-name N otp

User p o Full mame OTF senal number

M timeout M config H level

Login idle timeout (zero to stay logged in) Config access level | Login level

5:00 full ADMIN

N allow

Restrict logins te be from specific IP adc

The minimum attributes that must be specified are name, which isthe username that you type in when logging
in, and passwor d - passwords are mandatory on the FB2900.

Y ou can optionally provide afull name for the specified username, and a general comment field value.

4.1.1. Login level

A user'slogin level isset withthel evel attribute, and determineswhat CLI commands the user can run. The
default, if thel evel attributeisnot specified, isADM N - you may wish to downgrade the level for users who
are not classed as 'system administrators.
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Table4.1. User login levels

Level Description

NOBODY No access to any menu items, but can access control
switches for which the user has access.

GUEST Guest user, access to some menu items

USER Normal unprivileged user

ADM N System administrator

DEBUG System debugging user

Tip

In general you only want to use NOBODY, ADMIN or DEBUG levels.

4.1.2. Configuration access level

The configuration access level determines whether a user has read-only or read-write access to the
configuration, as shown in Table 4.2 below. This mechanism can also be used to deny all access to the
configuration using the none level, but still allowing access to other menus and diagnostics.

This setting is distinct from, and not connected with, the login level described above. Y ou can use the access
level to define, for example, whether a USER login-level user can modify the configuration. Typically an
ADMIN (or DEBUG) login-level user would always be granted full access, so for ADMIN or DEBUG level

user's, the default of f ul | issuitable.

Table 4.2. Configuration access levels

Level Description

none No access unless explicitly listed

Vi ew View only access (no passwords or hashes)
read Read only access (with passwords and hashes)
full Full view and edit access- DEFAULT

4.1.3. Login idle timeout

Toimprove security, login sessionsto either the web user interface, or to the command-lineinterface (viatelnet,
see Chapter 21), will time-out after a period of inactivity. Thisidle time-out defaults to 5 minutes, and can be

changed by settingthet i meout attribute value.

Thetime-out valueis specified using the syntax for the XML fb: duration datatype. The syntax ishours, minutes
and seconds, or minutes and seconds or just seconds. E.g. 5: 00.

To set a user's time-out in the user interface, tick the checkbox next to t i meout , and enter a value in the

format described above.

Setting atimeout to O means unlimited and shoud! obviously be used with care.

4.1.4. Restricting user logins

4.1.4.1. Restrict by IP address

Y ou can restrict logins by agiven user to be allowed only from specific | P addresses, usingtheal | owattribute.
Thisrestriction isper-user, and isdistinct from, and appliesin addition to, any restrictions specified on either the
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web or telnet (for command line interface access) services (see Section 14.3 and Section 14.4), or any firewall
rules that affect web or telnet access to the FB2900 itself.

4.1.4.2. Logged in IP address

The FireBrick alows a general definition of 1P groups which allow a name to be used in place of a range of
IP addresses. This is a very general mechanism that can be used for single IP addresses or groups of ranges
IPs, e.g. admin-machines may be alist or range of the IP addresses from which you want to allow some access.
The feature can aso be useful even where only one IP is in the group just to give the IP a meaningful name
in an access list.

These named I P groups can be used in the allow list for a user login, along with specific | P addresses or ranges
if needed.

However, IP groups can also list one or more user names and implicitely include the current IP address from
which those users are logged in to the web interface. This can be useful for firewall rules where you may have
to log in to the FireBrick, even asa NOBODY level user, just to get your |P address in an access list to allow
further access to a network from that IP.

4.1.4.3. Restrict by profile

By specifying a profile name using the pr of i | e attribute, you can allow logins by the user only when the
profile is in the Active state (see Chapter 9). You can use this to, for example, restrict logins to be allowed
only during certain times of the day, or you can effectively suspend a user account by specifying an always-
Inactive profile.

4.1.5. Password change

Normally, al config data is updated via the config edit process, and this allows a new password to be set for
any user.

However, thereis a'so amenu to allow alogged in user to change their own password. This does not require
the user to have any config access permission. Simply enter the old password, and the new password twice
and the password is updated.

If you have OTP set up on a user, then you cannot change the password simply using the configuration editor
(unless a'so setting a new OTP from scratch or removing the OTP). In such cases the password should be set
using the password change web page. Thisisaso good practiceisit avoids the administrator knowing people's
passwords.

4.1.6. One Time Password (OTP)

A login to the FireBrick normally requires only a username and password. However you can configue an
additional security measure using a One Time Password (OTP) device. These are available as key fobs that
show a code, but are more commonly done by use of a mobile phone application.

In order for the device to work you need a key which is known to the FireBrick and the device. However, this
isvery smple to set up. A user can access the Password / OTP menu where a random key is allocated and
displayed within aQR 2D bar code. M ost authenticator applications simply scan the QR code and start showing
the 6 digit number on the display (which changes every 30 seconds). Y ou then enter your password and a code
from your device and you are set up.

It ispossible for anyone with configuration accessto edit your user settings and remove the OTP settingsif you
wish. Thiscan beuseful if you lose or break the phone, for example. Y ou may want to keep alocal configuration
user as a backup aswell, as OTP cannot be used if the clock is hot set for any reason.

When you login, after you submit your username and password you are asked for acode from the authenticator
to complete the login process.
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Itisalso possible to enter the password as the authenticator code followed by the configured password. Thisis
useful if using http authentication to access a web page where there is no separate option for the authentictor
input to be provided.

If OTP is configured you can leave the password blank (which is not normally allowed) and hence use the
authenticator code as the entire password, though this is not recommended for secuiry reasons as it al'so means
the TOTP seed is recoverable from the config..

Note

Technical details to allow you to create configs with password and OTP seed hashes are described
in Appendix L.

4.2. General System settings

The syst emtop-level object can specify attributes that control general, global system settings. The available
attributes are described in the following sections, and can be configured in the User Interface by choosing the
"Setup" category, then clicking the "Edit" link under the heading " System settings'.

The software auto upgrade process is controlled by syst em objects attributes - these are described in
Section 4.3.3.2.

4.2.1. System name (hostname)

The system name, also called the hosthame, is used in various aspects of the FB2900's functions, and so we
recommend you set the hostname to something appropriate for your network.

The hostname is set using the nane attribute.

4.2.2. Administrative detalils

The attributes shown in Table 4.3 allow you to specify general administrative details about the unit :-

Table4.3. General administrative details attributes

Attribute Purpose

commrent General comment field

cont act Contact name

intro Text that appears on the 'home' page - the home page

isthefirst page you see after logging in to the FB2900.
Thistext isalso displayed immediately after you login
to a command-line session.

| ocation Physical location description

4.2.3. System-level event logging control

Thel og and | og- . . . attributes control logging of events related to the operation of the system itself. For
details on event logging, please refer to Chapter 5, and for details on the logging control attributeson syst em
object, please refer to Section 5.7.

4.2.4. Home page web links

The home page is the first page you see after logging in to the FB2900, or when you click the Home main-

menu item. The home page displays the system name, and, if defined, the text specified by thei nt r o attribute
on the syst emaobject.
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Additionally, you can define one or more web linksto appear on the home page. Thesearedefined using | i nk
objects, which are child objects of the syst emobject.

To make ausable link, you must specify the following two attributeson thel i nk object :-
» text :thetext displayed as a hyperlink
e url :link destination URL

Additionally, you can name a link, specify a comment, and make the presence of the link on the home page
conditional on aprofile.

4.3. Software Upgrades

FB2900 users benefit from FireBrick's pro-active software development process, which delivers fast fixes of
important bugs, and implementation of many customer enhancement requestsand suggestionsfor improvement.
As amatter of policy, FireBrick software upgrades are always free to download for al FireBrick customers.

To complement the responsive UK-based development process, the FB2900 is capable of downloading and
installing new software directly from Firebrick's servers, providing the unit has Internet access.

This Internet-based upgrade process can be initiated manually (refer to Section 4.3.3.1), or the FB2900 can
download and install new software automatically, without user intervention.

If the unit you want to upgrade does not have Internet access, then new software can be uploaded to the unit
viaaweb browser instead - see Section 4.3.4.

Caution

Software upgrades are best done using the Internet-based upgrade process if possible - this ensures
the changes introduced by Breakpoint releases are automatically accounted for (see Section 4.3.1.1)

Software upgrades will trigger an automatic reboot of your FB2900 - this will cause an outage in routing,
and can cause connections that are using NAT to drop. However, the FB2900 reboots very quickly, and in
many cases, users will be generally unaware of the event. Y ou can also use a profile to restrict when software
upgrades may occur - for example, you could ensure they are always done over night. The reboot will close
all L2TP connectionsfirst. The reboot will close al BGP sessions first. The reboot will wait for all VolP calls
to complete before rebooting.

4.3.1. Software release types

There are three types of software release : factory, beta and apha. For full details on the differences
between these software releases, refer to the FB2900 software downl oads website [ http://www.firebrick.co.uk/
software.php?PRODUCT=2900] - please follow the 'read the instructions' link that you will find just above
thelist of software versions.

Note

In order to be able to run alpha releases, your FB2900 must be enabled to run apha software - this
is done by changing the entry in the FireBrick capabilities database (hosted on FireBrick company
servers) for your specific FB2900, as identified by the unit's Serial Number. Normally your FB2900
will be running factory or possibly beta software, with alpha software only used under advice and
guidance of support personnel while investigating/fixing possible bugs or performance issues. You
can see whether your FB2900 is able to run alpha releases by viewing the main Status page (click the
Status main menu-item), and look for the row labelled "Allowed" - if the text shows "Alpha builds
(for testing)" then your FB2900 can run alpha releases.

4.3.1.1. Breakpoint releases
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Occasionaly, a software release will introduce a change to the object model that means the way specific
functionality is configured in XML also changes - for example an attribute may have been deprecated, and
areplacement attribute should be used instead. A release where such an change has been made, and existing
configurations will need modifying, are termed Breakpoint software rel eases.

Breakpoint releases are special as they are able to automatically update an existing configuration - used with
the previous software rel ease - so that it is compatible with the new release, and functionality isretained where-
ever possible.

When using the Internet-based upgrade process, the FB2900 will always upgrade to the next available
breakpoint version first, so that the configuration is updated appropriately. If your current software version is
several breakpoint releases behind the latest version, the upgrade process will be repeated for each breakpoint
release, and then to the latest version if that is later than the latest breakpoint rel ease.

On the FB2900 software downloads website, breakpoint releases are labelled [ Br eakpoi nt ] immediately
under the version number.

Note

If you have saved copies of configurationsfor back-up purposes, awaysre-saveacopy after upgrading
to abreakpoint issue. If you use automated methods to configure your FB2900, check documentation
to see whether those methods need updating.

4.3.2. Identifying current software version

The current software version is displayed on the main Status page, shown when you click the Status main
menu-item itself (i.e. not a submenu item). The main software application version is shown next to the word
"Software", e.g. :-

Sof t war e FB2901 TEST Xi nenes+ (V1.45.069 2017-09-27T08: 14: 40))

The software version is also displayed in the right hand side of the 'footer' area of each web page, and is shown
immediately after you login to a command-line session.

4.3.3. Internet-based upgrade process
Note

'‘Out of the box' the FB2900 is configured to automatically download and install new factory releases.
Thisis asafe option, and we expect many users to be happy with this - however, if you would prefer,
this process can be disabled - refer to Section 4.3.3.2.

If automatic installs are allowed, the FB2900 will check for new software on boot up and approximately every
24 hours thereafter - your FB2900 should therefore pick up new software at most ~ 24 hours after it isreleased.
Y ou can chooseto allow thisprocessto install only new factory-rel eases, factory or betarel eases, or any release,
which then includes al pha releases (if your FB2900 is enabled for al pha software - see Section 4.3.1) - refer to
Section 4.3.3.2 for details on how to configure auto upgrades.

Caution
Alpha releases may be unstable, and so we do not generally recommend setting your FB2900 to
automatically install alphareleases.

4.3.3.1. Manually initiating upgrades

Whenever you browse to the main Status page, the FB2900 checks whether there is newer software available,
given the current software version in use, and whether alpha releases are allowed. If new software is available,
you will be informed of this as shown in Figure 4.2 :-
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Figure 4.2. Softwar e upgrade available notification

Upgrade This FireBrick automatically upgrades to new factory releases

Software upgrade: Upgrade available

1 — A ®"FireBrick" is a registered trademark of FireBrick Ltd, Copyright © 2009-11 FireBrick Ld. All Rights Reserved.

To see what new software is available, click on the "Upgrade available" link. Thiswill take you to a page that
will show Release notesthat are applicable given your current software version, and the latest version available.
On that page thereis an "Upgrade" button which will begin the software upgrade process.

4.3.3.2. Controlling automatic software updates

There are two attributes on the syst emobject (see Section 4.2) that affect the automatic software upgrade
process :-

Table 4.4. Attributes controlling auto-upgrades

Attribute Description

sw- updat e Controls what types of software releases the auto-
upgrade process will download/install. This attribute
can aso be used to disable the auto-upgrade process -
usethevaue of f al se to achievethis.

« fal se : Disables auto upgrades

e factory : Only download/install factory releases
- thisisthe default if the attribute is not specified

* bet a : Download/install factory or betareleases

« al pha : Download/install factory, beta or alpha
releases

sw updat e-profile Specifies the name of a profile to use to control when
software upgrades are attempted (see Chapter 9 for
details on profiles).

The current setting of sw- updat e (in descriptive form) can be seen on the main Status page, adjacent to the
word "Upgrade”, asshownin Figure4.2 (in that example, sw updat e issetto, orisdefaultingto, f act or y).

4.3.4. Manual upgrade

This method is entirely manual, in the sense that the brick itself does not download new software from the
FireBrick servers, and responsibilty for loading breakpoint releases as required lies with the user.

In order to do this, you will first need to download the required software image file (which has the file
extension . i ng) from the FB2900 software downloads website [http://www.firebrick.co.uk/software.php?
PRODUCT=2900] onto your PC.

The next step is the same as you would perform when manually-initiating an Internet-based upgrade i.e. you
should browse to the main Status page, where, if there is new software is available, you will be informed of
thisas shownin Figure 4.2.

Thisstep isnecessary since the manual upgrade feature currently sharesthe page used for Internet-based manual
upgrades, which is reached by clicking "Upgrade available" link. After clicking this link, you will find the
manual upgrade method at the bottom of the page, as shownin Figure 4.3 :-
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Figure 4.3. Manual Softwar e upload

Manual software upload

Browse... Send new code

Use this to upgrade software for the boot loader or main application as required. Tick the box to force a reboot once new software is loaded.

4.4. Global LED control

The FB2900 has a main status LED and port status LEDs on the panel housing the sockets, and mirror LEDs
which normally display the same information on the opposite panel. The main status LED can display any
colour specified using standard RGB values or colour names. Each of the RJ45 ports has an orange and green

LED onitsleft, and ayellow LED on itsright.

The colour of the main status LED, and the brightness of all the LEDs can be controlled by system attributes

asshownin Table 4.5:-

Table4.5. Global LED control

Attribute

Value

status-led-colour

Hex RGB or known colour name (default green)

port-led-brightness

Brightness specified as an integer percentage, range
1..100 (default 100)

mirror-led-brightness

Brightness specified as an integer percentage, range
1..100 (default 100)

4.5. Boot Process

The FB2900 containsinternal Flash memory storage that holds two types of software :-

» main application software (generally referred to as the app)

 abootloader - runsimmediately on power-up, initialises system, and then loads the app

It is possible for only one of these types of software, or neither of them, to be present in the Flash, but when
shipped from the factory the unit will contain a bootloader and the latest factory-release application software.
The FB2900 can store multiple app software images in the Flash, and this is used with an automatic fall-back
mechanism - if anew software image proves unreliable, it is'demoted’, and the unit falls back to running older
software. Theshow fl ash cont ent s CLI command can be used to see what is stored in the Flash - see

Appendix J.

45.1. LED indications
45.1.1. Status LED indications

The status LED has three defined states, as shown in Table 4.6 below :-

Table4.6. Status LED indications

Indication

Status

Off

No power applied to unit (or possibly hardware fault)

Flashing with approximately 1 second period

Bootloader running / waiting for network connection

On

Main application software running
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After power-up, the normal LED indication sequence is therefore to go through the ~1 second period flashing
phase, and then - if at least one Ethernet port is connected to an active device, or after a few seconds waiting
for afactory reset cable - change to solid once the app is running.

Note

The status LED can be configured to be a different colour when the main application software is
running, including black (i.e. off). The LED can also be set to different colours and cycle through
colours based on active profiles (see Chapter 9).

From power-up, a FB2900 will normally boot and be operational in under five seconds.

45.1.2. Port LEDs

Whilst the bootloader is waiting for an active Ethernet connection, the green and yellow LEDs built into the
physical port connectors flash in a continual |eft-to-right then right-to-left sequence. The port LEDs on the
panel on the opposite side to the physical ports also flash, in a clockwise sequence.

Note

The same port LED flashing sequences are observed if the app is running and none of the Ethernet
ports are connected to an active link-partner. Note that the app continues to run, and the power/status
LED will still be on solid.

When connected to an active link-partner, these flashing sequences will stop and the port LEDs will start
indicating physical port status, with various status indications possible, controllable via the configuration (see
Section 6.4).

Note
The SFP port has ho LEDs indicating status.
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Chapter 5. Event Logging

5.1. Overview

Many events in the operation of the FireBrick create alog entry. These are aone-line string of text saying what
happened. This could be normal events such as someone logging in to the web interface, or unusual events such
as awrong password used, or DHCP not being able to find any free addresses to allocate.

5.1.1. Log targets

A log target isanamed destination (initially internal to the FB2900) for log entries - you can have multiplelog
targets set up which you can use to separate out log event messages according to some criteria - for example,
you could log all firewalling related log eventsto alog target specifically for that purpose. This makesit easier
to locate events you are looking for, and helps you keep each log target uncluttered with un-related log events
- thisis particularly important when when you are logging alot of things very quickly.

A log target is defined using al og top-level object - when using the web User Interface, these objects arein
the "Setup" category, under the heading "L og target controls".

Every log entry is put in a buffer in RAM, which only holds a certain number of log entries (typically around
1MB of text) - once the buffer is full, the oldest entries are lost as new ones arrive. Since the buffer is stored
in volatile memory (RAM), buffer contents are lost on reboot or power failure.

This buffer can be viewed viathe web interface or command line which can show the history in the buffer and
thenfollowtheloginreal time (even when viewing viaaweb browser, with some exceptions- see Section 5.6.1).

In some cases it is essential to ensure logged events can be viewed even after a power failure. You can flag a
log target to log to the non-volatile Flash memory within the FB2900, where it will remain stored even after a
power failure. Y ou should read Section 5.5 before deciding to log eventsto Flash memory.

Each log target has various attributes and child objects defining what happens to log entries to this target.
However, in the simplest case, where you do not require non-volatile storage, or external logging (see
Section 5.3), the log object will only need a nanre attribute, and will have no child objects. In XML this will
look something like :-

<l og nane="ny_| og"/ >

5.1.1.1. Logging to Flash memory

The internal Flash memory logging system is separate from the external logging. It applies if the log target
object hasf| ash="t rue". It causes each log entry to be written to the internal non-volatile Flash log as
itiscreated.

Theflash logisintended for urgent permanent system information only, and isvisibleusingtheshow f | ash
| og CLI command (see Appendix Jfor details on using this command). Chapter 21 coversthe CLI in general.

Caution

Flash logging slows down the system considerably - only enable Flash logging where absolutely
necessary.

Theflash log does have alimit on how much it can hold, but it is many thousands of entries so thisisrarely an
issue. Oldest entries are automatically discarded when there is no space.
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5.1.1.2. Logging to the Console

The consoleisthe command line environment described in Chapter 21. Y ou can causelog entriesto be displayed
as soon as possible on the console (assuming an active console session) by setting consol e="true" on
the log target.

Y ou can stop the console logging with t r of f command or restart it with t r on command.

5.2. Enabling logging

Event logging is enabled by setting one of the attributes shown in Table 5.1 on the appropriate object(s) in the
configuration, which depends on what event(s) you are interested in. The attribute value specifies the name
of the log target to send the event message to. The events that cause a log entry will naturally depend on the
object on which you enable logging. Some objects have additional attributes such as| og- er r or for unusual
events, and | og- debug for extra detail.

Tableb5.1. Logging attributes

Attribute Event types

| og Thisisnormal events. Notethat if | og- err or isnot
set then thisincludes errors.

| og-error Thisiswhen things happen that should not. It could be

something as simple as bad login on telnet. Note that
if | og-error isnotsetbutl ogissetthenerrorsare
logged to the log target by default.

| og- debug This is extra detail and is normally only used when
diagnosing a problem. Debug logging can be a lot of
information, for example, in some caseswhol e packets
are logged (e.g. PPP). It is generaly best only to use
debug logging when needed.

5.3. Logging to external destinations

Entries in the buffer can also be sent on to external destinations, such as via email or syslog. Support for
triggering SNM P traps may be provided in a future software release.

Y ou can set these differently for each log target. There isinevitably a slight lag between the event happening
and the log message being sent on, and in some cases, such as email, you can deliberately delay the sending
of logs to avoid getting an excessive number of emails.

If an external logging system cannot keep up with the rate logs are generated then log entries can be lost. The
fastest type of external logging is using syslog which should manage to keep up in pretty much all cases.

5.3.1. Syslog

The FB2900 supports sending of log entries across anetwork to asyslog server. Syslog isdescribed in RFC5424
[http://tool s.ietf.org/html/rfc5424], and the FB2900 includes mi crosecond resol ution time stamps, the hostname
(from system settings) and a module name in entries sent via syslog. Syslog logging is very quick as there
is no reply, and syslog servers can be easily setup on most operating systems, particularly Unix-like systems
such as Linux.

Note

Older syslog serverswill typically show time and hostname twice, and will need upgrading.
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The module name refers to which part of the system caused the log entry, and is also shown in all other types
of logging such as web and console.

To enable log messages to be sent to a syslog server, you need to create asys| og object that isa child of the
log target (I og) object. You must then specify the DNS name or |P address of your syslog server by setting
theser ver attribute on the sysl og object. You can also set the facility and/or severity values using these
attributes :-

« facility :the'facility'tobeusedinthesyslog messages- when syslog entriesare generated by subsystems
or processes in a general-purpose operating system, the facility typicaly identifies the message source ;
where the commonly used facility identifiers are not suitable, the "local0" thru "local 7" identifiers can be
used. If thef aci | i ty attributeisnot set, it defaultsto LOCALO

e severity :theseverity valueto be used in the syslog messages- if not set, the severity defaultsto NOTI CE

The FB2900 normally uses the 'standard' syslog port number of 514, but if necessary, you can change this by
setting the por t  attribute value.

5.3.2. Emall

Y ou can cause logsto be sent by e-mail by creatinganemai | object that isachild of thelogtarget (I og) object.

An important aspect of emailed logs is that they have a delay and a hold-off. The delay means that the email
is not sent immediately because often a cluster of events happen over a short period and it is sensible to wait
for several log lines for an event before e-mailing.

The hold-off period is the time that the FB2900 waits after sending an e-mail, before sending another. Having
a hold-off period means you don't get an excessive number of e-mails ; since the logging system is initially
storing event messagesin RAM, the e-mail that is sent after the hold-off period will contain any messages that
were generated during the hold-off period.

The following aspects of the e-mail process can be configured :-

 subject : you can either specify the subject, by setting the subj ect attribute value, or you can alow the
FB2900 to create a subject based on the first line of the log message

» e-mail addresses : as to be expected, you must specify atarget e-mail address, using thet o attribute. You
can optionally specify a From: address, by setting thef r omatttribute, or you can allow the FB2900 to create
an address based on the unit's serial number

* outgoing mail server : the FB2900 normally sends e-mail directly to the Mail eXchanger (MX) host for the
domain, but you can optionally specify an outgoing mail server (‘smart host') to use instead, by setting the
server atribute

e SMTP port number : the FB2900 defaults to using TCP port 25 to perform the SMTP mail transfer, but if
necessary you can set the por t attribute to specify which port number to use

* retry delay : if an attempt to send the e-mail fails, the FB2900 will wait before re-trying ; the default wait
period is 10 minutes, but you can change this by setting ther et r y attribute

An example of asimple log target with e-mailing is available in a factory reset configuration - the associated
XML is shown below, from which you can see that in many cases, you only need to specify thet o attribute
(theconmrent attributeis an optional, general comment field) :-

<l og nane="fb- support"
conment ="Log target for sending logs to FireBrick support teant>
<emai | to="crashlog@irebrick.ltd. uk"
coment ="Crash logs enmailed to FireBrick Support teant/>
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</l og>

A profile can be used to stop emails at certain times, and when the email logging is back on an active profile
it triesto catch up any entries still in the RAM buffer if possible.

5.3.2.1. E-mail process logging

Since the process of e-mailing can itself encounter problems, it is possible to request that the processitself be
logged via the usual log target mechanism. This is done by specifying one or more of thel og, | og- debug
and| og- error attributes.

Note

We recommend that you avoid setting these attributes such that specify the log-target containing the
emai | object, otherwiseyou arelikely to continually receive e-mails as each previous e-mail process
log will trigger another e-mail - the hold-off will limit the rate of these mails though.

5.4. Factory reset configuration log targets

A factory reset configuration has a log target named def aul t , which only logs to RAM. Provided thislog
target has not been deleted, you can therefore simply set | og="def aul t" on any appropriate object to
immediately enable logging to this 'defaul