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Preface

The FB2500 device is the result of severa years of intensive effort to create products based on state of the
art processing platforms, featuring an entirely new operating system and 1Pv6-capable networking software,
written from scratch in-house by the FireBrick team. Custom designed hardware, manufactured inthe UK, hosts
the new software, and ensures FireBrick are able to maximise performance from the hardware, and maintain
exceptional levels of quality and reliability.

Theresult isaproduct that has the feature set and performance to handl e the tasks encountered in today's office
networking environments, where new access technologies such as Fibre To The Cabinet (FTTC) deliver faster
connections than ever before.

The new softwareis closely related to that which runs on FireBrick's 'big-box' product, the FB6000, a carrier-
grade product that has been proven in the field for a number of years, effortlessly handling huge volumes of
traffic, and thousands of customer connections.

The software is constantly being improved and new features added, so please check that you are reading the
manual appropriate to the version of software you are using. This manual isfor version V1.55.101.
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Chapter 1. Introduction

1.1. The FB2500
1.1.1. Where do | start?

The FB2500 is shipped in afactory reset state. This means it has a default configuration that allows the unit
to be attached directly to a computer, or into an existing network, and is accessible via a web browser on a
known I P address for further configuration.

Besides allowing initial web access to the unit, the factory reset configuration provides a starting point for you
to devel op a bespoke configuration that meets your requirements.

A printed copy of the QuickStart Guide is included with your FB2500 and covers the basic setup required to
gain access to the web based user interface. If you have aready followed the stepsin the QuickStart guide, and
are able to access the FB2500 via a web browser, you can begin to work with the factory reset configuration
by referring to Chapter 3.

Initial set up is also covered in this manual, so if you have not already followed the QuickStart Guide, please
start at Chapter 2.

Tip

The FB2500's configuration can be restored to the state it was in when shipped from the factory. The
procedure requires physical access to the FB2500, and can be applied if you have made configuration
changes that have resulted in loss of access to the web user interface, or any other situation where
it is appropriate to start from scratch - for example, commissioning an existing unit for a different
role, or where you've forgotten an administrative user password. It is also possible to temporarily reset
the FB2500 to allow you to recover and edit a broken configuration (though you still need to know
the password you had). You can also go back one step in the config. For details on the factory reset
procedure please refer to Appendix A, or consult the QuickStart Guide.

The remainder of this chapter provides an overview of the FB2500's capabilities, and covers your product
support options.

Tip

The latest version of the QuickStart guide for the FB2500 can be obtained from the FireBrick website
at : http://www.firebrick.co.uk/pdfs/quickstart-2500.pdf

1.1.2. What can it do?

The FB2500 is an extremely versatile network appliance which you can think of as something akin to a Swiss
army knife for networking.

Itcan:
» Actasan IPlevel firewall, to protect your network from direct attack over the Internet.
* Allocate network addresses to machines on your network (e.g. DHCP and SLAAC)

» Manage multiple networks at once

Modify traffic passing though to do address and protocol-port mapping

Control the speed of different types of traffic (traffic shaping)
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» Handle the current Internet Protocol (IPv6) aswell aslegacy |Pv4.
» Act as an office phone system using SIP phones and carriers/services

and much more...

1.1.3. Ethernet port capabilities

The FB2500 has four copper (RIM5) Ethernet network ports that can operate at 10Mb/s, 100Mb/s, or 1Gb/s.
The portsimplement auto-negotiation by default, but operation can be fine-tuned to suit specific circumstances.
Thefunction of these portsisvery flexible, and defined by the device's configuration. The portsimplement one
or more interfaces, and each interface can span either a single port or a user-defined group of ports.

When a port group is defined, the ports in the group work as a conventional Layer 2 network switch, directly
transferring traffic at wire-speed that is destined for a Layer 2 address that is present on one of the other ports
in the group.

Conversely, multiple interfaces can be implemented on a single physical port (or port group) via support
for IEEE 802.1Q VLANS, ideal for using the FB2500 with VLAN-capable network switches. In this case, a
single physical connection can be made between aV L AN-capable switch and the FB2500, and with the switch
configured appropriately, this physical connection will carry traffic to/from multiple VLANS, and the FB2500
can do Layer 3 processing (routing/firewalling etc.) between nodes on two or more VLANS.

1.1.4. Differences between the devices in the FB2x00
series

» FB2500 No USB port, 4 ethernet ports, max 100Mb/s routed traffic.

» FB2700 USB port for dongle, 4 ethernet ports, max ~350Mb/s routed traffic.

» FB2900 USB port for dongle, 4 ethernet ports, SFP port, max ~750Mb/s routed traffic.

Note
The FB2500 model isno longer available for new supply. The FB2900 model isreplacing the FB2700.

1.1.5. Software features

The FB2500 hasasimpletwo level software-feature-set. Devicesare graded as "base" models or "fully-loaded”
models. The base model lacks a few of the features such as BGP, L2TP and various bonding and tunnelling
features.

Y ou can use the base model for routing packets and filtering (firewalling).

The "fully-loaded" model is useful for bonding multiple lines, tunnelling and more obscure features such as
announcing addresses to an upstream provider by BGP.

It ispossibleto upgrade from "base" to "fully-loaded" at alater dateif you wish. Contact your dealer for details.
The cost is usually just the difference in the price between the models.

1.1.6. Migration from previous FireBrick models

Many FB2500 users may well be migrating from earlier FireBrick products, such asthe FireBrick 105, to take
advantage of the significantly higher performance of the FB2500, and perhapsto use featuresthat simply didn't
exist on the FB105. As you will see from reading Chapter 3, the new range of FireBrick products introduce
amodern, well structured configuration based on an underlying XML file. The User Interface is intentionally




Introduction

closely coupled with the XML structures, and this will likely be the most apparent visual difference for users
experienced with the FB105.

To aid the transition, atrandator is provided which will generate an FB2500 XML configuration file from an
FB105 configuration file, mapping features and functionality across as closely as is possible; the converted
configuration should be treated as a starting point for using your FB2500 in place of your FB105, as the result
from the converter may be incomplete, or there may be aspects that cannot be carried over. The trandator can
be accessed at : http://www.firebrick.co.uk/fb105-2700.php

If you have one or more FB105 devicesin your network, you'll be pleased to know that the fully-loaded FB2500
supports the FB105 tunnel protocol, and will interwork seemlessly, allowing you to upgrade devices as time
and budgets allow.

Y our dealer can also give you advice on converting configurations from older FB105 based networks.

1.2. About this Manual
1.2.1. Version

Every mgjor FB2500 software release is accompanied by arel ease-specific version of thismanual. This manual
documents software version V1.55.101 - please refer to Section 4.3 to find out more about software rel eases,
and to see how to identify which software version your FB2500 is currently running.

If your FB2500 isrunning adifferent version of system software, then please consult the version of this manual
that documents that specific version, as there may be significant differences between the software versions.
Also bear in mind that if you are not reading the latest version of the manual (and using the latest software
release), references in this manual to external resources, such as the FireBrick website, may be out of date.

Y ou can find the latest revision of a manual for a specific software version on the FB2500 software downloads
website [ http://www.firebrick.co.uk/software.php?PRODUCT=2500]. Thisincludestherevision history for all
software releases.

1.2.2. Intended audience

This manual is intended to guide FB2500 owners in configuring their units for their specific applications. We
try to make no significant assumption about the reader's knowledge of FireBrick products, but as might be
expected given the target market for the products, it is assumed the reader has a reasonable working knowledge
of common |IP and Ethernet networking concepts. So, whether you've used FireBrick products for years, or
have purchased one for the very first time, and whether you're a novice or anetwork guru, this Manual sets out
to be an easy to read, definitive guide to FireBrick product configuration for all FireBrick customers.

1.2.3. Technical details

There are a number of useful technical details included in the apendices. These are intended to be areference
guide for key features.

1.2.4. Document style

At FireBrick, we appreciate that different people learn in different ways - some like to dive in, hands-on,
working with examples and tweaking them until they work the way they want, referring to documentation
as required. Other people prefer to build their knowledge up from first principles, and gain a thorough
understanding of what they'reworking with. M ost people we suspect fall somewhere between thesetwolearning
styles.

This Manual aims to be highly usable regardless of your learning style - material is presented in an order that
startswith fundamental concepts, and buildsto more complex operation of your FireBrick. At all stageswehope
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to provide a well-written description of how to configure each aspect of the FireBrick, and - where necessary
- provide enough insight into the FireBrick's internal operation that you understand why the configuration
achieveswhat it does.

1.2.5. Document conventions

Various typefaces and presentation styles are used in this document as follows :-

» Text that would be typed as-is, for example a command, or an XML attribute name is shown in
nmonospaced_f ont

» Program (including XML) listings, or fragments of listings are shown thus :-

/* this is an exanple programlisting*/
printf("Hello World!\n");

e Text asit would appear on-screen is shown thus :-

This is an exanple of sone text that would

appear on screen.

Note that for docunentation purposes additional

i ne-breaks may be present that would not be in the on-screen text

» Notes of varying levels of significance are represented thus (colour schemes may differ depending on
signficance) :-

Note

Thisis an example note.

Thesignificanceisidentified by the heading text and can be one of : Tip - general hints and tips, for example
to point out a useful feature related to the current discussion ; Note - a specific, but not critical, point relating
to the surrounding text ; Caution - a potentially critical point that you should pay attention to, failure to do
s