FireBrick FB2500

User Manual

=

3 FB2500 Versatile Network Appliance







FireBrick FB2500 User Manual

This User Manual documents Software version V1.41.004
Copyright © 2012-2015 FireBrick Ltd.




Table of Contents

PrE AR .. e et XX
O [ gL oo [0 1o o RO PP PP PPPPTIN 1
1.1, THE FB2500 ... ieeitieiieit ettt ettt ettt ettt et et e 1
12,0, WHENE dO | SEAIT? ...ttt 1
1.2.2. WHAEE CAN Tt A0 ettt ettt e e 1
1.1.3. Ethernet port capabilities ..........cooouuiiiiii e 2
1.1.4. Differences between the devices in the FB2X00 SEfieS ........c..uvvviiiiiiiiiiiiiieieiiieeeeennn 2

1.1.5. SOFtWAE TEAIUIES ... .ceetiieeiii ettt e e s 2
1.1.6. Migration from previous FireBrick Models ............ocoeuiiiiiiiiiii e, 2

1.2. ADOUL thiS IMANUAL ....ceviieiii ettt ettt e e et e e e e et e e e eea e eeees 3
B I V< = o o E PP PP TPPPPTR 3
1.2.2. Intended AUAIENCE ......oouuneiiiii et et 3
1.2.3. TEChNICAl AELAIIS ... oeeeeeee e 3
1.2.4. DOCUMENT SEYI ..ttt ettt ettt e et e et e e e e e e 3
1.2.5. DOCUMENE CONVENTIONS ....eiirtieeeett ettt ettt e ettt e et e et e ettt e e e e ab e e enea s 3
1.2.6. Comments and feedDack ... 4

1.3, AAdItIONal RESOUICES ... .ccvtuieiiiii ettt ettt ettt ettt ettt e et et et et e e e e aa e e ennans 4
1.3.1. TEChNICEl SUPPOIT «..eveeeiitte ettt et e et e et e e et eeenbe e eees 4
1.3.2. IRC Channel ......cooiiiiieiii e et e e 5
1.3.3. APPIICAITION NOES ....eeeieieeeee ettt ettt e e e e e s 5
1.3.4. WHITE PADEIS ...ttt ettt 5
1.3.5. TraiNING COUISES ... ceeitiieeeiti ettt et e ettt e et e et e e et e e e e et e e e e enanes 5

2. GEING SEBITEA ....eevei ettt ettt e et e et e e et e et et e e e 6
2.1 TP BOUIESSING ... eeeee ettt et 6
2.2. Accessing the web-based USer iNErfate ..........v i 6
221 A @ NEW USEL .ttt ettt ettt enaas 7

R 001 1o ¥ = (oo H TSP SPPPPPRUPPPIN 9
3.1 The OBJECE HIErarChY ....ccouuiiiiiii et et eeaans 9
3.2. The OBJECE MOEL ... .ot 9
3.2.1. Formal definition of the object Model .............ooveiiiiiiii 10
3.2.2. COMIMON GLLITDULES ....cevuieeeit ettt e eeeeens 10

3.3. Configuration MELNOOS ...........uuiiiiii e 10
3.4, WeD USer INErface OVEIVIEW .....cooeeeieiiiii ettt ettt et e et e e e e eba s 10
4.1 USer INErfaCe [AYOUL ... .coeee e 11
3.4.1.1. Customising the [ayOUL ............ooouiiiiiii e 11

3.4.2. Config pages and the object hierarchy ..o 12
3.4.2.1. Configuration CALEJONES ......eiierieeeeitii ettt e et e e e e 12

34.2.2. ODJECE SEIINGS ... eeeetiieeeeet ettt ettt ettt e e et e s 13

3.4.3. Navigating around the User INterface .........coouuuiieiiiiiiieiii e 15
3.4.4. Backing up / restoring the configuration ..............ocoeuiiiiiiiiiinieii e 16

3.5. Configuration USING XML ...oouuuiiiii ettt ettt e e e 16
3.5.1. INtroduction 10 XIML ... 16
3.5.2. The root element - <CONFIg™ ...oiiviiiiiiii e 17
3.5.3. Viewing or editing XML .....coouuiiiiiii e e 17
3.5.4. Example XML CONfIQUIELION ... .ccevuuiiiiiiiie ettt 17

3.6. Downloading/Uploading the configuration ..............cccuuuiiiiiiiiieiei e 19
3.6. 1. DOWNIOAH ...ttt ettt et 19
36.2. UPIOBH ... e 20

4. System AAMINISITALION ....ceeueie ettt ettt e e e et e e e e e e e e na e eenaas 21
4.0, USEN MBNBGEIMENL ....uietieiiie ittt e e et et et e et e e e e e e e e 21
A 1.1 LOGIN TEVEL ... 21
4.1.2. Configuration aCCESS IBVEl .........iiiiii i e 22
4.1.3. LOGIN idl€ tIMEOUL ... eeeetieeeeiit ettt e et ettt et e e e et e e e et e e eaie e eeees 22
4.1.4. RESIICHNG USEN TOGINS ...nieiiiieeteii ettt ettt et e e e e e enenns 22




FireBrick FB2500 User Manua

4.1.4.1. Restrict by 1P @daress ....uevieiiiieeee e 22

4.1.4.2. Logged in TP addreSs ......ccvuiiiici e 23

4.1.4.3. ReSIIICt By Profile . cooueeii i 23

4.1.5. ONE TIiME PASSWOIT ....uuiiiiiiieie et e e e e e et e e e e 23

4.2, GENEral SYSEEM SEHINGS ..vuiivniiii e e e e e e e e e e e e e e e e e e e aaas 24
4.2.1. System Name (NOSINAME) ......uiiiiiiii e e e e eaa s 24
4.2.2. ADMINISLrative ALaIlS .......uiiieiiieeee e e e e 24
4.2.3. System-level event 10gging CONLrol .........c.uiiiiiiiiiii e e e 24
4.2.4. HOMe Page WED 1INKS .....uuiiii i e e e aens 24
4.2.5. PassWord Nashing .........oeiuuiiiiiiiiii e e e e e e e e e e e 25

4.3, SOftWArE UPQGIates ......u.iiiieiiii e e e et e e e e e e e e e e e e et e e et e e et e e et e eaneeees 25
4.3.1. SOftWAIe FElEASE TYPES .ovuiiii et ee et e e e e e e e e e e et e e e e eanas 26
4.3.1.1. Breakpoint FEIEASES .....ccvvuiiiii e 26

4.3.2. |dentifying current SOftWare VEISION ........ccuuiiiiieiiii e eeeee e ee e e e e e e eanes 26
4.3.3. Internet-based UPGrade PrOCESS .....civviiii e e e e e e e e e e e e e aaaas 27
4.3.3.1. Manually initiafing UPGrades ...........oveiuiieeiii e e e 27

4.3.3.2. Controlling automatic software UpdateS ...........ceevuuieiiiiiiiiieeii e e, 27

I A = LU= U = o Y 28

= T o R o (0101 PP PTPRP 28
o I T B 1o o= 1o < PP 28
4.4.1.1. Power LED Status iNAiCALONS ... ..ccvvueiiiiiiieeeiiiieeeeeiseee et e et e eeiineeeees 28

A4.1.2. POt LEDS ..ottt 29

LI Y o o 1 oo NS 30
oI @ = 4= 1 PP 30
D.0. L. LOQ LAIGELS .eutiiie ittt 30
5.1.1.1. Logging to Flash MEMOIY .........ccovuiiiiiiiii e 30

5.1.1.2. Logging t0 the CONSOIE .......cccuniiiiiciie e 31

32 117 o 1T 0T I [T o 1 oo U PP 31
5.3. Logging to external destinalions ...........ccuuiiiiiiiiiiieiiii e e 31
LT I = Lo o [ U 31
D32, EMAI it e 32
5.3.2.1. E-mail Process l0gQiNG ..u.ceuueiiiieiiiiieii e 33

5.4. Factory reset configuration [0g targetS .......uviiuiiiiii e 33
D5, PEITOIMMANCE ..o ettt eans 33
L SRV AT= YT oo N oo 33
5.6.1. Viewing 10gs in the User INtErface ........ccouiiiiiiiiiii e 33
5.6.2. Viewing logs in the CLI enVIFONMENE .........oovviiiiiiiiiiii e e e e e e e e 34

IS VES (=g =Y/ o oo o 1 oo [N 34
B.8. USING PrOfillES ..oeiiii e 34
6. INtErfaces aNd SUDNELS ... .coiiii e e e e et e e e e eeeat e 35
6.1. Relationship between Interfaces and Physical POrS .............coooeviieiiiiiin e, 35
B.1. 1. POIT GIOUDS .. .ueuiniit ittt e e e e e e e e e e e e 35
B.1.2. INLEITACES ...t et 35

6.2. DEFINING POIt GrOUDPS «..evvieiiiieeite ettt e e e e e e e et e e et e e s e e et e e et e e et e e et e e st e e et e e ean e eaaneeennns 36
6.3. DEfiNING aN INEEITACE ....uuiiii e e e e e e e e e e 36
6.3.1. DEfINING SUDNELS ......iiiiiiii e e e e e e e e e e e e aanaees 37
6.3.1.1. SOUICE FIltEIING . ovve i e e 38

6.3.1.2. Using DHCP to configure a subnet ..............coiiiiiiiiiii e, 38

6.3.2. Setting up DHCP SErVEr ParaMeEterS ... ccuuuiiii e e e e e e e e et e et e e e eees 38
6.3.2.1. Fixed/Static DHCP aloCatioNS .........ccccuuiiiiiiiiieiiiiii e 39

6.3.2.2. Restricted @lOCationNS ........cccuvuiieiiiiiie e 40

6.3.2.3. SpecCial DHCP OPLIONS .....cvviiciiiece e e e e e e e 40

6.3.3. DHCP RE@Y AGENE ..uuiiiiiiii ittt e et e e e et e e e e 41

O = 017/ o= I o T A== o N 41
6.4.1. Disabling auto-NEQOLIatioN ........c.uuiiiiieiii e e e e e e e 41
6.4.2. SELING PO SPEEA .vvniiii i e 42




FireBrick FB2500 User Manua

6.4.3. Setting dUPlEX MOGE ......coueiii e e e e e e e e aen 42
6.4.4. Defining port LED fUNCHIONS .......civiiiiii e 42

S === T T = o | o S 44
7.1. RoUting VS, FIreWalling ......oovuiiii e e 44
A === o T I - v (1 o PP 44
7.2.1. SESSION tEIMINGLION ..eevtiiiiii et e e et e e e e e et a e e e aaa s 45

7.3, SESSION RUIES ...uieeeiii et e et e e e ettt e e e et e e e e et e e e e ebt e e e eereaeaaees 45
A T TR @ = Y Y SSRPPPRR 45
7.3.2. PrOCESSING FlOW ..iveniiiii i e e 46
7.3.3. Defining RUIE-SatS and RUIES ........uiiiiiicii e e 49
7.3.3.1. Recommended method of implementing firewalling ..............ccooiiiiiininnnnn. 50

7.3.3.2. Changes t0 SESSION traffiC .....ovvvniiii i 51

7.3.3.3. Graphing and traffic Shaping ........c.oveiiiiiiiieiii e 52

7.3.3.4. Configuring SESSION tIME-0ULS ........civvuiiiieeiiiieei e e e e e e e eaneenen 52

7.3.3.5. L0ad BalanCiNg .....ccuuieiinieiiiiiii e 52

7.4. Network Address Translation ..........oeeeieuiieieiiie e e e e e re s 53
A I 3T g I (o = A P 53
T4.2.  NAT ALGS ..o iiiiiiie ettt e e e e et e r e e e e e e e e a e 53
7.4.3. SEting NAT INTUIES ....uciiiie e e e e e 54
744, What NAT GOBS ...cciiieeiiiiie et e ettt e e e e e e e e s e e e e e e e ae s s e e e e e e aaastaan e e eeeeeeeene 54
7.45. NAT WIith PPPOE ..ot e e e e e e aaaans 54
7.4.6. NAT with other types of external routing ............cooeviiiiiiiiecii e 55
7.4.7. MiXxing NAT and NON NAT oo e e e e e e e eaa s 55
T7.4.8. Carrier grade NA T oo e 55
7.4.9. Using NAT Setting 0N SUDNELS ......covniiiiici e e e 55

S 011 11 o [P 57
S 300 I o 1F 11 0 I oo T o 57
ST 0101110 I = ([ TP 58
8.2.1. SUDNEL TOULES ...eevtieeeeiie ettt et e et e e et e e et r e e e et n e e e et e e aennnns 58
8.2.2. Routing to an IP address (gateway rOULE) ...........eeevuieiiiieeiiieeiiieeeiie e e e e e e e eeanas 58
8.2.3. SPECIAl TAIGELS . .evuiiiiiiii et 59

8.3. Dynamic route Creation / AelelioN .........cc.uiiiiiiiiiii e 59
8.4. ROULING TADIES ....iiiiiii e e e e e 59
ST = T 1o 1 oo P 60
8.6. ROULE OVEITIAES ....u ittt e e e et e e et e e e et e e e et e e e eaan s 60
LS (0] 11 =PRSS 62
N O = 4= 1 PP 62
9.2. Creating/editing ProfilES .......iiii i 62
9.2.1. TIMING CONLIOI L..iiitiiii e e e e e e e e e e e e e e e e e et e e et e eaneens 62
S I = PSPPI 63
9.2.2.1. GENENEl TESES .. eieeiiieeeiii et 63

0.2.2.2. TIME/AALE TESES . .cevvtii et e 63

0.2.2.3. PiNg 189S ...ttt 63

9.2.3. Inverting overall teSt reSUIL ........ccuuiiiii e 63
.24, MaNUal OVEITITE ....eevii e e e e e e e e 64

O I i TS 7= o T o 65
10.1. Graphs aNd SNAPEIS ... ceuuiiiiieee e e e e e 65
0 50 0 R 7 = 0 1P 65
O =0T 66
00 o I 0 To s o = 66
10.1.4. LONG LEMM SNAPELS ...eviiiiii e e e e e e e e e e e e e e e e e et e et e aan s 66

10.2. MURIPIE SNADELS . .vtieiii e e e e e e e e e e e et e e et e e e e e e eeanns 67
O = TS ol o (o o] =P 67
O o oSS 68
11.1. Types of DSL line and router in the United Kingdom ...........ccooeviiiiiiiiiii e, 68
11.2. DEfinining PPPOE [INKS ......ciiiiiii e e e e e e e e e e e aanaees 69

\Y



FireBrick FB2500 User Manua

02t T Y TSP 69
11.2.2. Additional OPtIONS ......uiiiieii e e 69
2 I O I o IO 1 69

11.2.2.2. SErVICE @0 GC-NAIME .. .cevveiieiiiii ettt e e e et e e et e e et eeeaen s 70

0 T oo o 1 1o [ 70

11.2.2.4. Speed and graphis ... ccvu i 70

22 011 PP 71
12.1. IPSEC (IP SECUMILY) trvvvtitiieeeieeeeeiiiie s e e e e e e ettt s e e e e e e e ettt s e e e e e e e e e e st e e e e e e e e aastntn i aeaes 71
2 S R 1 1 oo 1 1 o o PSP 71
12.1.2.1. Integrity ChECKING . .cvuiiii i e e e aeas 71

o0t 7 o o Y/ o o PP 71

228 TR B AN W 141 o= o 72

0 0 S 1 S 72

12.1.1.5. ManUal KEYING ..ccvuiiiiiiiiiie e e e e e e et e e e e e e 72

12.1.1.6. Identities and the Authentication Mechanism ...........cccoooeviiiiiiiiineniie, 73

12.1.2. Setting up [PSEC CONNECLIONS ... ccvviiiii e e e e e e e e enn s 73
12.1.2.1. Global 1PSEC PAr@MELENS .....vueeveeii e e e e e e e e e e 73

12.1.2.2. IKE PrOPOSAIS ..ueiviieii ettt e e e e e e e e e e et e e e eaaees 74

12.1.2.3. IKE roaming IP POOIS .......uiiiiiiii e e e e 74

12.1.2.4. ITKE CONNECLIONS ....vvuiiiiiiiiieiiii et e et e et e e e 74

12.1.2.4.1. IKE connection mode and type .......cccouieiiieiiiiiciie e 74

12.1.2.4.2. IKE and 1Psec proposal lIStS ......cccuviiiieiiiieiiiieccece e 74

12.1.2.4.3. Authentication and IKE identitieS ..........ccooevveviiieiiiiiineeciiieeeeiiinnn, 75

A Lo o = = 75

12.1.2.4.5. Road Warrior CONNECHIONS .......vvvvvuuieiiiineeeiiine e et e et e e e 76

I 0 T = (o U1 o SO 76

12.1.2.4.7. Other PAraMELEr'S .. ccvuiiii i eeei e e e e e e e e een 76

12.1.2.5. Setting up Manual KeYINgG .......ccooiiiiiieiiiieiii e e e 76

3 O 1 == o oo ] | 77

12.1.2.5.2. Algorithms and KEYS ........cvevuiiiiiiiiiiie e 77

I 3 T = (o U 11 o SO 77

3 Y o LS 77

12.1.2.5.5. Other ParamMELErS .. ccvuniiiii et e e 78

12.1.3. Using EAP With IPSEC/IKE ....uuvuiiiiiiiiiiiie e e e e 78
12.1.4. Using certificates With IPSEC/IKE ..........iiiiiiiiiii e 78
12.1.4.1. Creating CErtifiCales ....uuiiuuiiii i 80

12.1.5. Choice of algorithms ..........oiiiiiiii e 80
I N B = Y= PSSP 81
12.1.7. Configuring a ROad WarTior SEIVEN ........uiiiiiieii e e e e e e e et e e 82
12.1.8. Connecting to NON-FIreBrick deVICES ........cccvuuiiiiiiiiii e 83
12.1.8.1. Using StrongSwan 0N LiNUX ........ccuuiiiiieiiiiieiieeiieecieeeeeeeene e s e eaneeeees 83

12.1.8.2. Setting up a Road Warrior VPN on an Android client .............coooevviveennnn. 84

12.1.8.3. Setting up a Road Warrior VPN on an iOS (iPhone/iPad) client .................... 85

12.1.8.4. Manual keying using Linux ipsec-toolS ........cccoveviiiiiiiiiiiii e, 85

12.2. FBLOS5 TUNNEIS .oevvveiie e eee ettt e s e e e e e et e s e e e e e e e aa e e e e e e e e e eesata e eaeeenaeenes 86
12.2.1. TUNNEl WIapPEr PACKELS .....coveiiiii e e e e e e e e e et e e e e e e e e aanaaes 87
12.2.2. SEiNG UP @TUNNEL ... e e 87
12.2.3. VIiewing tUNNEL SEBEUS .......eeveiiiieeie e e e e e e e e e e e e et e e e e eans 88
12.2.4. DYNAMIC FOULES ...uuietneiiieeeit et e et e e e e e e ae e et e e e st e e et e e eta s e e et e e st e e et s eeaneeannaees 88
12.25. TUNNE DONAING ...ttt e e e e e e e e e aaeees 88
12.2.6. TUNNEIS BN NAT Lot e et e e et e et e e eenans 88
12.2.6.1. FB2500 dOiNG NAT ..ooviiiiiiieeeieeeiiiiie e s e e e e et s e e e e e e ee et e e s e e e e eeeannnnn s 89

12.2.6.2. Another device doing NAT ...ouniiii i e 89

G T i1 = g (000 1= 1 oo 89
TS (= 4 TS = Ao 91
13.1. Protecting the FB2500 ........ccuuiiiiiieiii e e e e e e e e e e e e e e e e e e 91

vii



FireBrick FB2500 User Manua

T2 @111 4o = 1] o PPN 91
13.3. HTTP Server CONfigUIaLioN .........uiieuueiiieiiie e e e e e e e e e e e e e e e st e e st e e e eaneeeen 92
13.3.1. ACCESS COMLION vttt e et e e et e e e et e e e et e e e e aan s 92

13.3. 1.1, Trusted a0ArESSES ... .civviiieeiiii e 92

13.4. Telnet Server CONFIQUIAiON ........ciuu e e e e e e e e e e anas 93
13.4. 1. ACCESS COMLION .uuuiiiiii ettt e et e e et e e et e e e et e e e e aan s 93

13.5. DNS CONFIQUIAION ...ovuiiiiieiie e e e e e e e e e e e e e e et s e e e e et eeat e e st e e st s eraneeannaees 93
13.5.1. BIOCKING DNS NAIMES .....uiiiiiiiiiieiie e e et e e e e e e e e e e e eaas 93
13.5.2. LOCE DNS IrEY00NSES ...ciiiieiei ettt et e e e e et e e e e e e et e e et e e et e e e e e et e eeanaasenaes 93
13.5.3. AUIO DHCP DINS ..ottt e et e e as 94

HCT SN N I o 1o 0= 1 o o PN 94
JCT A N 1Y 1 oo 1 o (1= 4 o] o 94
13.8. RADIUS CONfIQUIBLION . ..uuiiieiii e ee e e e e e e e e e e e e e e e e e e st e e et e e et e e e aneeaneeeen 94
13.8.1. RADIUS server (platform RADIUS) ....ocvviniiiiiiiiiee e 94
13.8.2. RADIUS ClIENE oeviiieiiiii ettt e et e e e e e e eaa e e aenens 94
13.8.2.1. RADIUS client SEiNGS ....vuiiiiieiiieiiii e e e e s e ea e 95

13.8.2.2. Server BlackliSting .....ccuuviiiieiiie e 95

I T Yo T4 S DI T="o | 10 o o P 96
14.1. Firewalling ChECK .....iii e e e 96
T4.2. ACCESS CRECK ..uueiiiiii ettt e e et e e e et e e e e et e e e e et e e e eete e e e eateaaeeeees 97
I o (= A D10 41 o 1 o 97
14.3.1. DUMP PArBIMELENS ...euiiiiiiie e e e e e e e e e e e et a e et aans 98
14.3.2. Security SEttingS reQUITEX ........coviiiii e e e e e e 98
14.3.3. IP address MatChing ........ccovuiiiiiiiii e e 99
R o (= 1Y 0= PP 99
14.3.5. Snaplen SPECITICAION ....ccvuiiiiiii e e 99
14.3.6. UsiNg the WED INtEITACE ... covviiii e 99
14.3.7. UsSiNg @n HTTP CHENL ...oovtiiiiic e e e e e e e e 99
14.3.7.1. Example using curl and tCpAUMP .......c.veiiieiiiiiie e, 100

15, M RRP et et a s 101
15,1, ViIrtUBI ROULEIS ..ot e e et s e e et e e e et e e e e et e e e eaan s 101
15.2. ConfiguriNg VRRP .. ..uiiiiiiii e e e e e e e aaas 102
15.2.1. Advertisement INTEIVAl ..........iiiiiiiiiii e e 102
I o 1o ] Y PP 102

15.3. USING @ VITTUBI FOULEE ... iivuiiii e e e e e e e e e e e e e et e e e e e e e e e e aanes 102
154, VRRP VEISIONS ...ueiiiiieeeiii ettt e et e e e e e et n e e e et e e e et e e e e et e e e ebanans 102
1540 VRRP VEISION 2 ...ttt e et e et s e et e e et aeeeaa e e e enenns 102
15.4.2. VRRP VEISION 3 ...iiiiiieiiiiiiiee ettt e ettt s e et a e et s e et s e e eaa e e e eta e eeenenns 103

TR @0 11 11 o] 1 PN 103
Yo 1 PP 104
16.1. WHEE IS VOIP? ettt e et e et e e e et e e e e e es 104
16.2. REGISITation @N0 PrOXIES .......civuuiiiiiieii s e e e e e e e e e e e e e e e et e e st e e eanaeees 104
T B o 11 = PN 104
I . o)y PP 104

16.3. HOME/OFfICE PRONE SYSLEM .. ovviiii e e e e e e aaaas 105
16.4. Network Address Translalion ............ieeeeuuieieiiiee e e et e e et e e eatn e e eaan e eeeees 105
T N[00 o= - PP 106
16.6. TEEPhONE NANASELS .. .cvviiiiiicii e e e e e e e eens 106
16.7. VOIP Call CAITIEIS vttt ettt e et e et n e e et r e e e et neeeeatnaaaees 107
L6.8. HUNE GIOUDS ..euitiii ittt e e e e et e e e e et e e e e e e e en 108
RS 300 O ] oo I o= T 108

RS 2 = o o (o[ P 109
16.8.3. OVEITIOW ... e e e 109
16.8.4. OUL OF NOUIS ...uiiiiiii et e et e et e e et 109

16.9. Call PICKUPR/SIEAL ... .ccvniiiiiee e e e e e e e 109
16.10. BUSY 1aMP FIEI ..o 110

viii



FireBrick FB2500 User Manua

16.11. USING RADIUS ...ooi et e e e et e e e et e e e eata e eeeees 110
16.11.1. RADIUS GCCOUNLING ©.uuvvtteiiieeiiiieeieeeie e et e et e e e e e e e et e e et e e s e e et e eaneeannns 110
16.11.2. RADIUS @UtNENLICALION ....eevvieiiiiiiieeeiii et e et e et e e e e eeeai e e e eri e eees 110

16.11.2.1. Cal routing by RADIUS .......uiiiiiiii e 111

T 2 @ | I =T o 1 o 112

16.13. Voicemail and IVR SEIVICES .....uuuiiiiiiiiii ettt e e 113

16.14. Call Data RECOIUS ....uiieiiiiieee ittt e e e e e e e et e e e e et e e e e aen s 113

16.15. TEChNICAl ELAIS .....vvneiiei e e e et e e et 114

16.16. CUSLOM TONES ....ceiitieetiee et e e e et et e e e e e e et e et e en e e e e a e eaeeneens 114

I = ] PSP 116

170 WREE 1S BGP? .ttt e et e e et e e et e e b 116

L17.2. BGP SEIUD ..oieiiiieeiii ettt ettt e e et e e e 116
I @ V= V1= P 116
17.2.2. SEANAAIAS ...oevviieeee e 116
17.2.3. SIMPIe eXamMPlE SEIUD ...vuuiiii e e e e e e e 117
I s O 1Y o TP 117
S o101 (= R 111 = 10 118

17.2.5.1. Matching attribULES ..........oiiiiiii e 118
17.2.5.2. ACHON @IDULES ..oevviieieii e e e e 118
17.2.6. Well Known COMMUNILY A0S .. .evuueiiieiiiieiii e ee e e e e e e e et e e e e e e eaanees 119
17.2.7. Announcing black Nol€ FOULES .........cccuniiiiiiii e, 119
17.2.8. Announcing dead eNd FOULES .........couuiiiiiiiiii e e e e 120
17.2.9. Bad optional path attribULES .........cccuiiiiiiiii e 120
17.2.10. <NEtWOrK> @EMENE ...uviiiiii e et 120
17.2.11. <route>, <subnet> and other Elements ............ovveviiiiiieiiii e 120
17.2.12. Route feasibility teSHiNG ......oovvniiiiii e 120
0t G T I 1o 0 £ o 121
17.2.14. ROULEr SNULAOWN «..uuiiiii ettt e et e e et e e e e s 121
T = o PP 121
S T 0 15 PR 122

18.1. WG 1S OSPR? ..uuiiiiiiiii ettt ettt ettt e e e e et et e et et n e e e et e e e eaannaeeennns 122

S @S o S (T o PSPPI 122
RS I @ V= V1= P 122
18.2.2. SEANAAIAS ...cevvieeiiii e 122
18.2.3. SIMPIe EXaMPIE SEIUD ..ovvuiiii e e e e e e e e 123
18.2.4. <oSPf> CONFIGEIEMENT ....uviie e e e e e 123

19. INLEINEL SEIVICE PrOVIAENS ....iiiii et e e e e e e et e e e et aeeennes 124

e 0 I = T (o £ 1o 124
19.1.1. HOW it @l DEOAN ... e 124
19.1.2. Point t0 POINt ProtOCOI ......iiiviiieieiiie e e s 124
5 e T 7 I PSR SPPP 124
19.1.4. Broadband .......couuiiiiiiii et e e aan 125
TO.15. RADIUS .o 125
19,08, BGP it 125

19.2. INCOMING L2TP CONNECLIONS ......ivvieiiieeiiiieeie et e e e e e e e e e e e e et e e et e e et e e eeanans 125

19.3. The importance of COM graphs ...........iiiiiiiii e 126

19.4. AULNENTICAIION ...ievveiee ettt e et s e e e e et e e e e et s e e e eete s e e e eatn s e eeestn s aeeenes 126

e Yoo o LW oo PN 127

19.6. RADIUS CONtrol MESSAOES .. cevuuieiteiiieeiieeeteeetteesataesateestae st aeeataeeataestaaetnaeeanaeenes 127

S = o PP 127

19.8. Typical CONFIGUIALION .....uuiiii it ee e e e e e e e e e e e e et e e et e e st eeaaaeannaaes 127
19.8.1. INterlink SUDNEL ......ooeiiii i e 127
19.8.2. BGP WIth CAITIEN ...iiiiiiieiiiii et e e e e e e e e eaeen 128
19.8.3. RADIUS SESSION SEEENIMNQ .vvuevvteiiineeiieeeti e et e e e e e e e e et e e e ae e et e e et e eeaneeeens 128
RS I I e = o o oo 1 ) 129
19.8.5. ISP RADIUS ..ottt e e et e e e e e aaans 129




FireBrick FB2500 User Manua

20. ComMEN LiNE INEEITACE ...iievii i e et e et e e e et 130
A. FaCtory RESEL PrOCEAUIE ....... it e e e e e e e e et e e et e e e eanns 131
B. CIDR @Nd CIDR NOLAIION ...uiiiiitiiee it ee e e et e e et s e e et s e e eetn e e e eebe s e e eetaaeeaateaeaees 133
O Y N O Yo [0 [=5S S U1 [ PP 135
C.L MUItIPIe MAC GOrESSES? ... civieiii i eiie et e e e e e et e e e e e e e e eeanns 135

C.2. How the FireBrick allocates MAC addreSSES ......ueviivinieiiiiieeeiiie e 136
O T 1111 1 = ol TP TP PP PPPTRPTTRP 136

C.2.2. SUBNEL ...t e e e e e 136

2.3, PPPOE ..ot e 136

C.2.4. BASE MAC ..o 136

C.25. RUNNING OUL Of MACS ...uuiiiiii e e e e e e e eaes 137

C.3. MAC address 0N [ahE] .. ..o.viiiii i 137

C.4. USING With @ DHECP SEIVEN ...civiiiii e e e e e e e e e 138

[ T AN (N L AN o 11 1= 139
E. Supported L2TP AttribUte/Valug PairS .........oiiiiii i e e 140
E.1. Start-Control-ConnectionN-REGUESE .........ccuuiiiiiiii e 140

E.2. Start-Control-Connection-REPIY .......coouiiiiiiiie e 140

E.3. Start-Control-Connection-ConNECLE ..........cceuuuiiiiiiiie it e e 141

E.4. Stop-Control-Connection-NOtifiCatiON ..........cccvuiiiiiiiiiie e 141

[T = o PP 141

E.6. INCOMING-Call-REUESL ..... oot e e e e e e et e e et e e eaaaeees 141

E.7. INCOMING-Call-REPIY ...eeiiiiii e e e e et e e 142

E.8. INCoMiNg-Call-CONNECIEA ......ccouuiiiiiiiii e e e e e e e e eaaes 142

E.9. OUtgOiNG-Call-REQUESE ......uuiiiiieii e e e e e e e e e e e e e aanas 142
E.10. OutgoiNg-Call-REPIY ....uuiiiiiiiii e e 143
E.11. Outgoing-Call-COonNECEA .......c.uuiiiiiiiiii e e e e e e e e e et e e e e e aneees 143
E.12. Call-DisCoNnECt-NOLITY ....u.iiiiiiiiiicii e e e e e e e aaas 143
E.13. WAN-EITOr-NOUTY 1ovniiiiii e e e e e e e e e e e e e et eeaneees 143

= T | | ) o TP 143
I ST N\ == SRS 144
E.15.1. BT SPECITIC NOES . .ouuiiiiiiii e et e e e e e e e et e e e e ees 144

SIS | =0 Y= g N O USSP 144

F. Supported RADIUS Attribute/Value Pairs for L2TP Operation ...........cocevueeiiiieeiiieeiiieeeiineeiieeeannn 145
[ AN D 110 T= g o (o T = o (1= P 145

F.2. AUthENtiCaliON FESPOMNSE .. ..uuiiieiii et e e e e e e e e e e e e e e e et e e e e e et e e et e e e eeannns 146
F.2.1. Accepted authentiCation ............covvunieiiie e e e e e aans 146

F.2.1.1. PrefiX DElQAIION .....vvieei i 147

F.2.2. Rejected authentiCation ............ccouuiiiiiii i e e e e 148

G TN wo o 10 g 1o [ = S P 148

[ N woo 10 o) (Koo [ 01 (= 1 PP 149

ST AN @ oo 10 g1 1o [ (o o 150

L S B E o1 1= ot PP 150

F.7. Change of AUNOIISAtION .......iiiiiiiie e e e e e e e e e eens 150

RS T = 1 0 PP 151

[ T N o 1= PSPPI 152
e N 2 I e = - PPN 152

F.9.2. LCP echo and COM graphs ..........cooiuiiiiiiiiiie e e 153

[ A o Y o I PP 153

F.9.4. ClOSEA USEr GIOUD ...cvvuiiiiieiiiieei e et e e s e e e e e e e e et e e et e e et e e et e e et e e e eeaaans 153

F.9.5. ROULING tADIE ... ceeiiii e e e e e e 153

G. Supported RADIUS Attribute/Value Pairs for VOIP Operation ............cceveiiiiiiiiiciiiieciiieeieeeieees 154
LT N0 11 91= g o 1 g T = o 10 == A 154

CTZANY 1191= gl Lo 1 g = o101 = TP 155
G.2.1. Challenge authentiCation ............coeiuuieiiiiiii e e e e e e eaeees 155

G.2.2. Accepted authentication (regiStration) ...........oeeeuieiiiieiiie e e e e e 155

G.2.3. Accepted authentication (INVILE) ..........oeiiiniiiiiieiie e e 155




FireBrick FB2500 User Manua

G.2.4. Rejected authentiCation ...........cociuiiiiiiiii e e 156

TG T AN @ oo 10 a1 1 aTo [ =1 (T 156
L/ N oo 10 o\ (1 aTo [ 191 C=: 1 1 156
LTI AN w010 o111 To [ o] o 157
LT ST =T 1= ox Pt 157
G.7. Change Of AUNOMISAION .......iiii i e e e e e e et e e e eaes 158
H. FireBrick Specific SNIMP ODJECLS .......ciiuiiiiii e e e e e e e e e eaeeees 159
H.1. BGP iNfOrMEHION .....iieiiiii et e e e e e e et e e e e e e e aaeeeanes 159
[ 22 2 Y e T ) o1 7= 1 o TN 159
[ IRV o] (o) T aTo I T 0\ {1 1 47 1Ko o 160
[. COMMEANA [INE FEFEIENCE ... iiii it e e e et e e e et e e e e e et e e et e e et eernaees 161
[.1. General COMIMEANGAS ... c.uuiiiiiiii e e e e e e e e e e e e e et e e et e e et e e et eeaaneeennnas 161
0 0t T I == N 1 161

00 I = o o o 161

00 0 T U 1o 11 161

B T o1 = S (1 T 161

1.5, MEIMONY USAOE .vuitiiiitiiieteet ettt tn et e e s e e e et et et e et e e r et r e e et r et et e e e e eaaeans 161

[.1.6. ProCESTASK USBOE ....vvvueiiieiii ettt ettt e et e e e e e e e e e e e s e e e e e et e e e e e et e eeaneaeenaes 161

00 A oo 1 o TP 161

001 I o T 1 | PP RPRPRPR 162

[.1.9. See XML CONFIQUIELiON ... .couuiiiiiii e e e e e e e e e e e anas 162
[.1.10. Load XML CONfIQUIBLION ......cvveeiiieeii e e e e e e e e e et e et e e e e eens 162
[.1.11. ShOW Profile STAUS ....ccvvneiii e e e e e e e ae 162
[.1.12. Enable profile control SWItCh .........ccouiiiiiiii e 162
[.1.13. Disable profile control SWItCh .........coovuiiiiii e, 162
[.1.24. ShOW RADIUS SEIVEIS ..uuiiiiiiiiieeeiii ettt e et e e et e e aa e 162
[.1.15. SNOW DINS IES0IVEIS .ouiiiiiiii et e e e e e e et e e e e 162

[.2. NEtWOrKing COMMENAS ......uuiiiiieiiee e e e e e e e e e e e e e et e e e e e e e eanaas 163
.2, SUBNELS ...ttt e a e aae 163

0 = 1110 I 10 I 1 = Y 163

[.2.3. Show aroute from the routing table ..o, 163

0 I 1 o1 | == PN 163

[.2.5. LiSt routing NEXE NOPS ....iviiiiii e e e e e e 163

[.2.6. SEE DHCP @llOCALIONS ......ciiiieiie e e e e e e e e e e aens 164

[.2.7. Clear DHCP @llOCAHONS ... ..uuuiiiiieiiieeii et e e e e e et e e e e e e eeen 164

[.2.8. LOCK DHCP @lOCAHONS ....cevviceiiiciii e e e ee e e e et e e e e e e e e e e e e eanns 164

1.2.9. UNIOCK DHCP allOCAIONS .. ..uuiiiiiciiie e eee e e e e e e e e e e e eeen 164
[.2.10. Name DHCP @llOCaHONS ......ccuuieiiiiii et cee e e e e e e e e e e e e e e eanas 164
[.2.11. ShOW ARP/ND SEAEUS ..oevvuieieiiiieeiiie ettt e et e et e e e e e e b 164
[.2.12. ShOW VRRP SEBIUS ... eiieiiieieii ettt e et e et e e e eae s 164
1.2.13. Send Wake-0n-LAN PacKet ........ccouiiiiiiiii e 164

[.3. Firewalling COMMANGS ........couiiiiiiiii e e e e e e e et e e e e eeeen 165
[.3.1. CheCK BCCESS 10 SEIVICES ..uuiiiieiiii i e et e e e e e e e e e e e e et e e e eeaes 165

[.3.2. Check firawall [0QIC . .c.uuiiiiii e e 165

O 0 oo 1100 (P 165
[.5. BGP COMIMANGAS ...ootuiiiiieiiieeie e e e e e e e et r e e e e e e e et e e et e e et e e et r e et e e an e eatnaeeaneeetnnes 165
[.6. OSPF COMMEBINGS ... cevtiiiiieiiie e e e e e e e e e e e et e e et e e et e e et e e et s e e et e eat e eetnaeeenaees 165
1.7, PPPOE COMMENGS .. .iitiiiiiiiii e et e e e e e e e e e et e e et e e et e e et e e et e e aaneeannaees 165
[.8. VOIP COMMENGS ....covuiiiiiiiie e et e e e e e e e e e e e et e et e e et e e e eeaens 165
1.9. AdVaNCed COMMANGS .......couuiiiii it e e e e e e e e e e e e et e et e e et e e et e e et e e aneeeenns 165
I I R . o T o PP 166

I T2 = o o | PP 166

1.9.3. SCreen WIth ..u.ieii e 166

1.9.4. Make outbound cOmMMaNd SESSION ......cceuuiiiiieiie e ee e e e e e e eens 166

1.9.5. ShOW COMMANG SESSIONS ....uuiiviiiiii et ee e e e e e e e e e e et e e e e et e e st e e et e e e eeaenes 166

1.9.6. Kill COMMENGA SESSION ...u.iiiiiiiiici e e e e e e e e e e et e e e ean s 166

xi



FireBrick FB2500 User Manua

1.9.7. Flash MemOry liSt ......ooiiiiii e e e e e e 166

1.9.8. Delete block from flash ... 167

eI T = 7o oo P 167

I I O T == 1 oo PP 167

J. Constant Quality Monitoring - technical detailS ...........coooviiiiii i, 168
J.1. Broadband back-haul ProVIiders ..........cooeuiiiiiiiiii i 168
J.2. ACCESS t0 Qraphs @GN0 CSVS ...uuiiiiiiiiii et e e e e e e e e r e aaas 168
Y I (U = o I ool SR 168
J.2.2. Dated iNfOrMBLION ....eiiiiiiiee e 169
J2.3. AUNENTICAIE BCCESS ..vvuiiiiiii ettt et e et e e et e e et e eeeaanas 169

J.3. Graph display OPLIONS .....c.uuiiii e e 169
G 50 R I T = T oo | (= 169
J:3.2. AAITIONE] TEXE ...eeeeiiieeeeeie e 170
J.3.3. Other colours and SPACING .....ccvuueiiiieii e e e e e e e e e e e e e e aenns 170

J4. OVENIGE @rChiVING ...ceveiiiie e e e e e e e e e et e e et e e e eaaas 170
JA.L FUIl URL FOMMEE ..vvuiiiiiiiee ittt e e e et e e et e e e et s e e eeaaaeeeees 171
J4.2.10ad handling .......covniiiiic e 171

T € =0 IR oo (- 171
J.6. Creating graphs, and graph NAMES .........coviiiiiii e 172
K. Configuration OBDJECES ... .cuuiii i e e e e e e aaa s 173
0 T 1o o TN 1= 173
K.1.1. config: Top level Config .....coovvniiii e 173

O © o 1= £ PSP 174
K.2.1. System: SyStemM SEHINGS . .oovuiiieiii e e e e e e e e e e e 174
KL2.2. TINK: WED TINKS ..t e e 175
KL2.3. USEr: AMIN USEIS vttt et e e e e et e e e e et e e e e 175
K.2.4. eap: User access controlled by EAP .......ccooiiiii i 176
K.2.5. 10g: LOG target CONIOIS ......ivvniiiieiiie e e e e e e e e e e e e e e e e e e eaaees 176
K.2.6. 10g-Syslog: Syslog |0gger SELNGS ..vuvvvniiiiieiie e e e e e e een 177
K.2.7. log-email: Email 10gger SEINGS ....uovvniiiii i e s 177
K.2.8. SENVICES, SYSIEIM SEIVICES ..ovuiiiiieiiiieiii e e e e e e et e e e e e e et e e et e e e eanaeeeen 178
K.2.9. snmp-service: SNMP SErVICE SELINGS ...vuuivvieiieieiiie e e e e e e e e e e e 178
K.2.10. ntp-service: NTP SErVIiCe SELNGS ...uvvvniiie e e e 178
K.2.11. telnet-service: Telnet SErvice SEttNGS ....vvvviiivi e, 179
K.2.12. http-service: HTTP SErvice SEtiNGS ...ccvuviinieiiie e 180
K.2.13. dns-service: DNS SErvice SEtiNGS .. ccvveiiieiiiie e 180
K.2.14. dns-host: Fixed local DNS host SEHINGS ......ovvvniiiiiiiiiieeieeee e e 181
K.2.15. dns-block: Fixed local DNS BIOCKS ..........uuviiiiiiiiiiiiici e, 181
K.2.16. radius-service: RADIUS service definition ..........oooveviiiiiiiiniiiiiieee e 182
K.2.17. radius-service-match: Matching rules for RADIUS SEIVICE ........vevvvieiiiiiiiieeiinns 183
K.2.18. radius-server: RADIUS Server SEttiNgS ....ovveiveeiiieii e 184
K.2.19. ethernet: Physical port CONrolS .........ccovuiiiiiiiii e 185
K.2.20. portdef; Port grouping and NamMiNg ...........oeveuieiiieiiieeiie e e e e e e e eaens 185
K.2.21. interface: Port-group/VLAN interface SEttings ........c.ovevvveiiiieiiiieeiiieeee e, 186
K.2.22. SUDNEL: SUDNEL SELLINGS ..u.ivvieiii e e e e e e e e e e et eeaaeeees 187
K.2.23. VITP: VRRP SEINGS ..ivviiiii et e e e e e e eeaes 188
K.2.24. dhcps: DHCP SEIVEr SEHINGS ..u.vvveiiie e e e e e e e e 188
K.2.25. dhcp-attr-hex: DHCP server attributes (NeX) ....covvvvvieiiiiiiiicie e, 189
K.2.26. dhcp-attr-string: DHCP server attributes (String) .......cc.ovevvieiiiiiiiiieciieeeieeeieens 189
K.2.27. dhcp-attr-number: DHCP server attributes (NUMENIC) .......eevvveviiiiiiiciii e, 190
K.2.28. dhcp-attr-ip: DHCP server attributes (IP) ...c.vvvevniiiicie e, 190
K.2.29. pppoe: PPPOE SEHINGS . .ovvuiiii i e e e e e e e 190
K.2.30. PPP-TOULE: PPP TOULES .....iuiiiiiiii e 192
K.2.31. TOULE: SEALIC FOULES ...ueiieiieeeeiii e e et e ettt e ettt e e et e e et r e e et e e e et e e e eeennas 192
K.2.32. network: Locally originated NEtWOrKS .........ccuuiiiiiiiiiiiieiiiiccie e e e 192
K.2.33. blackhole: Dead end NEWOIKS .......ovvvviniiiiiiiiecei e e 193

Xii



FireBrick FB2500 User Manua

K.2.34

K.2.35.
K.2.36.
K.2.37.
K.2.38.
K.2.39.
K.2.40.
K.2.41.
K.2.42.
K.2.43.
K.2.44.
K.2.45.
K.2.46.
K.2.47.
K.2.48.
K.2.49.
K.2.50.
K.2.51.
K.2.52.
K.2.53.
K.2.54.
K.2.55.
K.2.56.
K.2.57.
K.2.58.
K.2.59.
K.2.60.
K.2.61.
K.2.62.
K.2.63.
K.2.64.
K.2.65.
K.2.66.
K.2.67.
K.2.68.
K.2.69.
K.2.70.
K.2.71.
K.2.72.
K.2.73.

K.2.74
K.2.75

. loopback: Locally originated NEtWOrKS .........cc.uiiiiiiiiiiiieiii e
0Spf: Overall OSPF SELINGS ..u.ivveeiii i e e e e e e e e e e e e e anes
namedbgpmap: Mapping and filtering rules of BGP prefixes .........cooovvvvvviiievinnns
bgprule: Individual mapping/filtering rule ............cooooiiiiii i
bgp: Overall BGP SEINGS .....uiiiieii i e e e e e
bgppeer: BGP peer definitionNS ........cccvuiiiiiiciii e
bgpmap: Mapping and filtering rules of BGP Prefixes ........coovvvvvviiiiiiiiiciiineeinees
cgm:; Constant Quality Monitoring SEttiNGS ........oevvvieiiiieiiii e
D 2 o 1 1]
|2tp-outgoing: L2TP settings for outgoing L2TP connections ..............ccoeeevvnneennnn.
|2tp-incoming: L2TP settings for incoming L2TP connections .............c.cceeevveneees
|2tp-relay: Relay and local authentication rulesfor L2TP .........cocvvveiiiiiiiiiieiin,
fb105: FB105 tunnel definition ..........ccoovuiieiiiiiiiii e
fD105-route; FBLOS FOULES ... .cevveneeieiiie et e e eeeaanns
ipsec-ike: IPsec configuration (IKEV2) ........ooviiiiiii i
ike-connection:; connection configuration .............ccooveuieeiiiieiiin e
IPSEC-TOUtE: IPSEC tUNNE] TOULES ... .cvutiiii e e e e e e
ike-roaming: IKE roaming [P POO0IS .........ovvviiiiii e
ike-proposal: |KE SeCUrity PropoSsal ........cocevueiiiiiiiiieeiie e e
ipsec-proposal: 1PseCc AH/ESP PropoSsal ........ccevuiiiiiieiiii e eeiieeei e e e e e
ipsec-manual; Peer CONFIGUIAioN .........ccuuiiiuiieii e e e e e
ping: Ping/graph definition ............ooiiiiiiiii e
profile: Control Profile ......oceee i
profile-date: Test passes if within any of the time ranges specified ........................
profile-time: Test passes if within any of the date/time ranges specified .................
profile-ping: Test passes if any addresses are pingable ...........cccoeevviiiiiiiiiinennnnn,
shaper: TraffiCc ShapEr .....oovi i
shaper-override: Traffic shaper override based on profile ...........cccoooviviiiiiennn,
F oo 1010 o | = €01 o
route-override: Routing OvVerride ruleS ........c.covuieiii i
session-route-rule; Routing override rule ..........ooovviiiiiiiiii e
session-route-share: Route override [oad sharing .........ccevevviiiiiiiieiiiiecceeee e,
rule-set: Firewall/mapping rul@ SEt .........cccooviiiiiiiii e
SeSSION-rUle; FIrewall TUIES ........iiiii e
session-share: Firewall 10ad Sharing .........ccooeeiiiiiiiii e
VOIP: VOICE OVEr 1P CONFIQ .uiviiiiii e
carrier: VOIP carrier detailS ......ooovvvviieiii e
telephone: Vol P telephone authentication user details ............ccooveeiiiiiiiiiiiieeis
tone: Tone defiNItIONS .......uuuiiiiiiiee e
FiNGQroup: RING GIOUPS ...uuiiiiiiii e e e e e e e e e e e e e e e e e e st e e e e e eeaanas
6N EENEr TUNNED L.
. dhcp-relay: DHCP server settings for remote / relayed requests ............coovevvveennn.

RS A D T = 1 1Y 0[S PRSPPI

K.3.1L
K.3.2.
K.3.3.
K.3.4.
K.3.5.
K.3.6.
K.3.7.
K.3.8.
K.3.9.
K.3.10

autoloadtype: Type of Sw auto [0ad .........cooviiiiiiii e
config-access: Type of access user hasto config .......ccoovevvieiiiiiiiiiicii e,
user-level: User [0gin [eVEl ........coooiiii i
eap-subsystem: Subsystem with EAP access Control ..........cooccvveviiieiiniciiiiecieeennn,
eap-method: EAP access method .........ccooviiiiiiiiii e
Syslog-severity: SySlOg SEVENLY ...oivuiiii i
sydog-facility: Sysdog faCility ......cooveuiiiiii
month: Month name (B IEHEr) ......iiee e
day: Day Name (B IELEN) ....ciie i
. radiuspriority: Options for controlling platform RADIUS response priority

1= [0 1 2o [P N

K.3.11
K.3.12

. radiustype: Type of RADIUS SEIVES ......iiiiiiiiiii e e e
B oo g ol = 0177 Lo o o (AT

xiii



FireBrick FB2500 User Manua

K.3.13. Crossover: Crossover CONFIQUIAtioN .........couueiuiieiiieeiiieeeiiieeie e e e eei e e eeaaes 228
K.3.14. LinkSpeed: Physical port SPEEA .......ccuuiiiiiieii e e 229
K.3.15. LinkDuplex: Physical port duplex SEttNg ..........coeevvveiiineiiii e ee e 229
K.3.16. LinkFlow: Physical port flow control Setting ...........ccooveviiiiiiiiiiiici e, 229
K.3.17. LinkClock: Physical port Gigabit clock master/slave Setting ...........ccooevvvvevivnennnn.. 229
K.3.18. LINKLED: LED SEHINGS ...ueiieiiieeiiiiiee et eeii ettt e et e e et e e e 229
K.3.19. LinkPower: PHY power Saving OPtiONS .........ccuuuiiiiiieiiiieeiiieeeieeeieesi e eaneesnnnes 230
K.3.20. LinkFault: Link fault typeto SENd .......cccviiiiiiii e, 230
K.3.21. trunk-mode: Trunk POIt MO ... .c.vueiiiieii e ee e e e e e e e e e e eees 231
K.3.22. ramode: |Pv6 route announce leVEl ...........cceuiiiiiiiiiiii e 231
K.3.23. dhcpv6control: Control for RA and DHCPVE bitS ..........ccocvviviiiiniicceeee, 231
K.3.24. bgpmode: BGP announcement MOdE ..........ocvvuieiiiieiiiiieii e ee e e 231
K.3.25. sfoption: Source filter OptioN ..........ooeiiiiiiiii e 232
K.3.26. pppoe-mode: Type of PPPOE CONNECLION .........ocvvuieiiiiiei e e, 232
K.3.27. ipsec-type: 1PseC encapSulation tYPe .......eviuneeiiieii e e e e e e e e aaeees 232
K.3.28. ipsec-auth-algorithm: IPsec authentication algorithm ............c.ccoeviiiiiiiiiinennn, 232
K.3.29. ipsec-crypt-algorithm: 1Psec encryption algorithm ............ccocciiiiiiiii i 232
K.3.30. peertype: BGP PEaI 1Y it 233
K.3.31. ike-authmethod: authentication Method ..............cooviiiiiiiiiiiii e 233
K.3.32. ike-mode: connection SEtUP MOE ........uoviiiieiii e e 233
K.3.33. ike-PRF: IKE Pseudo-Random FUNCLION ..........oovvvuiiiiiiiiiieciiiie e 233
K.3.34. ike-DH: IKE Diffie-HEllman group ........ccceeuiiiiiiiiiiici e 234
K.3.35. ike-ESN: IKE Sequence NUMbBEr SUPPOIT ......covvniiiiiciiii e e 234
K.3.36. ipsec-encapsulation: Manually keyed |Psec encapsulation mode ............c.cccvvve. 234
K.3.37. switch: Profile manual SENG .......c..oeviiiiiiiiiii e 234
K.3.38. dynamic-graph: Type of dynamic graph ...........cccoiiiiiiiiiiiiiiie e 234
K.3.39. firewall-action: Firewall @Ction ...........ccoeuuiiiiiiiiiiiiii e 235
K.3.40. voip-format: Number presentation format .............ccoeeeiiiiiiiiiiiii e, 235
K.3.41. uknumberformat: Number formatting Option ...........cccoeeiiiiiiiiiii e 235
K.3.42. recordoption; ReCOrding OPtioN ..........oceuuieiiiiieiiie e e e e e e 235
K.3.43. ring-group-order: Order of MNQG .......couuieiiiiiiiiieeie e e e e e aens 235
K.3.44. ring-group-type: Type of ring whenone call in queue .............ccoeevvieiiiiieiinennnnn, 236
K.3.45. record-beep-option: Record beep option ..........ccovviiiiiiiii i, 236
= T Tl 1Y o= 236
.................................................................................................................................... 239

Xiv



List of Figures

2.1,
2.2,
2.3.
24,
3.1
3.2
3.3.
3.4.
3.5.
3.6.
3.7.
3.8.
4.1.
4.2,
4.3.
7.1.
7.2.

C.lL

Initial web page in faCtOry rESEL SLALE ......cuuu e 7
INITIAl "USEIS" PAOE ...vueeeeeti ettt ettt ettt 7
SELING UP B NEW USES .ottt ettt et e et e et e e et e e ettt e e et bt e e et b e e e erea s 8
Configuration BEING SIOTE .........uiiiii e et e e 8
YT o 0 1< 0 LU PP SPPPTTR 11
[CONS FOr 1AYOUL CONIOIS ...ttt ettt e et e e e et e e e et e e e ent e eees 12
Icons for CONfiQUIatioN CELEJONTES ... .ceeruueeieri ettt ettt e et e e e et e e et e e e 12
THE "SEIUD" CBIEJOMY ... eeeitiie ettt ettt ettt e et e ettt e e ettt e e et et e e et e e e e e eba s 13
Editing an "INterface” ODJECT .......coeuii e 14
Show hidden aHULES .........oii e 14
ALITDULE EFINITIONS .....ee et e e 14
NBVIGEALION CONIIOIS ...ttt ettt e et e et e e et e e et et e e et et e e e e aaa s 15
SELING UP B NEW USEF .ottt ettt ettt ettt ettt ettt s et e e e ettt e et e bt e e e e b e e e e ne s 21
Software upgrade available NOLITICALION .............iiiiiiii e 27
Manual SOftWare UPIOAH .......ccouuiiieiiii ettt e e et e eene e eees 28
Example sessions created by drop and rgfeCt aCtioNS ...........cceevuuiiiiiiiiieeiiii e 46
Processing flow chart for rule-sets and SESSION-TUIES ...........viiiiiiiiiiii e 48
Product label showing MAC adaress raNQE ......ccuuueiiiiieeiiiie ettt e et e e e eeni e eeens 137

XV



List of Tables

2.1, |P addreSses fOr COMPULES .......cieiieeeeeit et et ettt e et e e ettt e e e e et e e e eebe e e e enbaaaeeens 6
2.2. |P addresses t0 access the FIreBriCK .......cooeueiiii e 6
2.3. IP addresses t0 access the FIreBriCK .......cooeueiiiii e 6
3.1. Special CharaCter SEQUENCES ........u ittt ettt ettt e e e na e e eneas 17
A1 USEN [OQIN TEVEIS ...t et e et et e et e e een 22
4.2. Configuration 8CCESS [EVEIS ... i 22
4.3. General administrative details attribDULeS .............oiiiii i 24
4.4. Attributes controlling QUEO-UPGIaOES ........ciieieieiiii ettt e e e e 27
4.5. Power LED StatUS INQICALIONS .....evvvueiitieeeeite ettt ettt e et e e et eeenea s 28
5.1, LOQQING GIIIOULES ... .ot ettt 31
5.2. System-Event Logging atribULES ........ccouuuuiiiiiii ettt 34
6.1, POt LED TUNCLIONS ....eeeiteeeei ettt ettt ettt et e ettt e e e e e e e enenns 42
6.2. Example modified Port LED fUNCLIONS .........coouuiiiiiii e 43
7.1 ACHiON AHDULE VAIUBS ... .ottt e et e et e e e e e e e 46
8.1, EXAMPIE FOULE TAIGELS ... eeeeiti ettt ettt e e ettt e et e e e e eba s 58
12.1. 1Psec algorithm Key [ENGINS ..o 77
12.2. IKE / 1Psec algorithm PropOSalS ... ..c.uuueiiiiieeiiit ettt et e et eeeena e eeens 81
13,1 LiSt OF SYSIEM SEIVICES ...ttt ettt e et e et ettt e e et et eeeaaa s 91
13.2. LiSt OF SYSIEM SEIVICES .. ittt ettt e et e et eeenaa e 92
14.1. Packet dUMP PAIBMELEIS .......ieeiiiie ettt ettt e et e ettt e et e e et et e e et et e e e e et e e e ena s 98
14.2. Packet types that Can be CaptUIEA ...........uuiiiiii et 99
N R 1o T Y o= PO PP PPPPTT 108
16.2. RING OO .ottt e ettt e et et e e ettt bt e et e tb e e e eeeb e e e e enb e e e e ena e eeen 109
16.3. ACCESS-ACCEDE ... eieieitt ettt ettt ettt et ettt 112
16.4. DEFAUIT TONES ..ottt ettt ettt ettt et et e et et e e e e e anans 114
R = Y oS TP 117
17.2. COMMUNITIES .ot eeee ettt ettt ettt ettt e ettt e ettt e et e b e et e b e e e e et n e e e et eas 119
17.3. NEWOIK BIITOULES ...ttt e e e e e eneas 120
18.1. OSPF CONfig @IDULES ...ttt 123
C.1. DHCP Client NAMES USE .....cetuiiiiitiiee ettt ettt ettt e e e e et eeena e e eenens 138
ELL SCCRQ ettt ettt et ettt ettt 140
EL2. SCCRP ...ttt e e e e e e aaen 140
B3, SCCCN ittt et 141
B4, SEOPCCN ittt ettt e e 141
SRS T | = I I LTS PP PTR 141
BB, TR ittt ettt ettt ettt et e e et e a e e eera e aee 141
B 7. TCRP et et eaans 142
S [ O N TSP ST SPPPPTRUPPPN 142
LD, OCRQ ..ttt ittt ettt ettt e e e 142
ELLO. OCRP ...ttt e ettt e e e e a e e et e aaee 143
ELLL OCCN ittt ettt ettt ettt e s 143
S 1 B ] TP TUPPPTTTPPPPIN 143
ELL3 WEN Lottt ettt ettt e e s 143
S S TP TP UPPPPTPRPPPIN 143
FLd. ACCESS-TROUESE ... ieeieit ittt ettt et et et et n et e et e r et e e e et e e e 145
2. ACCESS A CCEDL ...eeeiiii ettt ettt e e 146
F.3. ACCESS- REIECT ...t e 148
F.4. ACCOUNTING-SEAIT ... .eueeeiit ettt ettt e e ettt e ettt e e et et s e ettt e e e e ent e e e eennaeeeens 148
F.5. ACCOUNTING-TNEEITIT .ottt et e et e e e e e e s 149
F.B8. ACCOUNTING-SIOD ... eeetti ettt ettt ettt ettt ettt e ettt e et et e et et e e e e ab e e e e s 150
F. 7. DISCOMMECE ... eitie ettt ettt ettt e ettt e e et e e et et e et e e e et enbn e e e enan s 150
F.8. Change-0f-AULNOIISALION ........uiiiii e et e e e e e 150
[ A 11 (= | TS PP OO PP SPPPTTRPPPIN 151
G.L. ACCESS-TROUESE ... eetiieti ettt ettt ettt et et e e e e et e e et r e 154

Xvi



FireBrick FB2500 User Manua

G.2. ACCESS ChallBNGgE ...t 155
5.3, ACCESS A CCEPE ..ttt ettt et 155
Gl ACCESS A CCEPE ..ttt ettt 155
BB, ACCESS RE T ..ottt 156
G.B. ACCOUNLING-SEAIT ..tuiitteiii e et e e e e e e e e e s e et e e e e et e e et e e et e e et e e e aa s eeat e e san e e et esaneeeneenen 156
LT AN w oo 10 o) 1 aTo 01 = 1 1o [ PP 156
LT T AN w010 g1 1110 S o] o 157
L T B T E ol g 1= o PP 157
G.10. Change-Of-AULNOTISBIION ......ciii i e e e e e e e e e e et e e et e eeanaas 158
H. 1. 180.3.6.1.4.1.24603.179 ....ouuiieieiiie ettt ettt e et e et 159
H.2. 190.3.6.1.4.1.24603. 1701 ......ueeeeiiiieeeeii e e et e e e e et e e e et e e e et e e e et e e e et e e e e et eeara s 159
H.3. 190.3.6.1.4.1.24693.5060 .......ccetuuueeiiitnieeeeeii e eetet e e et e e e et e e e e et e e e e et e e e e et e e e e et e e et 160
O O T 1 o= PP 168
B0 o o = SRS 169
B0 T 1= PP 170
B S 1= PP 170
J5. URL FOFMELS ...ttt ettt e et et e et e et e et e et e e et e e eaeeennss 171
N I oo 0 T 2N 11 1 o0 L= 173
A w'o o = 03T 1PN 173
TV (< 0 (W AN 11 10 (== 174
QY= (= (W = 1101 (P 175
(ST 10 AN 1] o U1 (=== PP 175
QTS AN 1 1] o TF 1= PP 175
A== o B N 11 010 1= 176
[ T Lo W AN 1 11 === 176
e I T o Wl =0 1= £ 176
K.10. 10g-Sysl0g: ALHDULES .....ciiiiii e e e e e e e 177
I oo = g = TN 1 T o1 (= 177
K12, SEIVICES: EIBIMENES ..oiiiiiiiii et e e et e e et e e et e e e ananns 178
K13, SIMP-SENVICE: ATTDULES ..ot e e e e e e e e et e e e e e eeaens 178
K14, NtP-SErVICE: ALHDULES ...t e e e e et eean s 178
K.15. telNet-ServiCe: AtTDULES .......iieie e 179
K.16. http-Service: AtHDULES ... e e e e e e aens 180
K17, ANS-SEIVICE AMIOULES ....cieeii e e et et e e et e e eeaan s 180
K.18. ANS-SEIVICE: EIBIMENLS .. .iiviiiieiii et e et e e et e eeeae e 181
K.19. dNS-NOSE: AHFULES ... e e e e e 181
K.20. dNS-DIOCK: ALIIDULES ... et e e e e et e e e eae e e e eaanns 181
K.21. radius-ServiCe: AUMDULES ... .cooeiii e 182
K.22. radiuS-SErVICE: EIBIMENLS ....ciiiii et e ettt e e et e e e et e e e et s e e e eatnnaeeenes 183
K.23. radius-service-match: AtHDULES .......cooeuiiiii e 183
K.24. radius-Server: AHMDULES ... ..ooouiii e e e e 184
K.25. @therNet: ALIITDULES ......uuiiiiiii e e e et e e et e e e et e e e et e e eenens 185
QST 10 (o = N 1] o1 (=N 185
K27, INterface: ALITDULES .. .coevi e e e e e e et e e e e et e e e eetaaaeeees 186
K.28. INterface: EIBIMENES ....oouuiiiiii et e et e e et e e e et e e eenens 187
K.29. SUDNEL: AHHBULES ... e e e e e e eaees 187
QGO Yy o N 14 ] o1 (=PSRN 188
QG o 0 oSN 11 ] 01U (=P 188
QG 7o 0o o Sl = 40 o) 189
K.33. dhep-attr-hex: AHDULES ......coveii e 189
K.34. dhep-attr-string: AttHBULES .......ooiii e 190
K.35. dhep-attr-number: AHDULES ..........ii e 190
K.36. dhcp-attr-ip: AtHULES ......iiiei e e e e 190
G o o Lo L AN 11 ] o 10 (= 190
QG ST oo o Lo Ll = 04T o1 =P 192
K.39. PPP-TOULE: ALIITDULES ... .iiiiiii e e e e e e e e e e et e e et e e et e e e et e e aanaees 192

Xvii



FireBrick FB2500 User Manua

K.40.
K.41.
K.42.
K.43.
K.44,
K.45.
K.46.
K.47.
K.48.
K.49.
K.50.
K.51.
K.52.
K.53.
K.54.
K.55.
K.56.
K.57.
K.58.
K.59.
K.60.
K.61.
K.62.
K.63.
K.64.
K.65.
K.66.
K.67.
K.68.
K.69.
K.70.
K.71.
K.72.
K.73.
K.74.
K.75.
K.76.
K.77.
K.78.
K.79.
K.80.
K.81.
K.82.
K.83.
K.84.
K.85.
K.86.
K.87.
K.88.
K.89.
K.90.
K.91.
K.92.
K.93.
K.94,
K.95.

FOULE: ATLITDULES ..evet e e e e e e et e e e et e e e et e e e e st eas 192
NEIWOTK: ATTTOULES ...t e e e et e e et e e e eatneeeeataeeees 193
DIACKNOIE: ATLITDULES ....eve e et e e e e e et e e e eate e eeens 193
FoTo] oo ot SN 11 oL | (=< 193
(01 o) A AN ] 11 == 194
NamMedbgpmMa: ATITDULES ... ..ue e e e e 195
NamMedbgpmMa: ElEMENTS ... oo 195
BOPIUIE: ALHDULES ... e e e e e 195
o]0 o RN 1] 011 (= 196
oo o B = 0T | PP 196
BOPPEEr: ALIHBULES . ..e i 196
o]0 0] 0 1c = il = 00T o1 198
BOPMEP: ALIHBULES ..o e 198
DOPMEP: EIEMENLS ...eiiiiic e e e 198
oo | 0 AN ] 11 == P 199
D R AN ] 11 === PP 200
D O =011 £ 201
[ 2tp-0UtgOING: ALLIIDULES .. .oveiii e e e e e e e e aaaas 201
[ oot o 10 (o [0 N o N = 1=t 0= P 202
[2tp-iNCOmMINg: AHBULES .....eiiii e 202
[ 2tp-INCOMING: EIEMENES ...ouiiiiiiii e e e e e e e et e et e e e e e eana s 204
[2tp-relay: ALIHBULES ...... i e 204
Lo N ] o P 205
Lo 0L = 00T o PP 206
fDL05-TOULE: ALIIIDULES ...t e e e e et e e e et e e aee 206
IPSEC-TKE: ALIIULES ....uiiie e e e e e 206
IPSEC-TKE: EIBMENES ...uuiitiiii et e e e e e e s e et e et e e et e e ean e eaas 206
IKE-CoNNECEION: ALIDULES ... e 207
IKE-CONNECEION: ElEMENLS ... iiiiii e e e e et e e e et e e e e e 208
IPSEC-TOULE: ALIIHBULES ... i 208
LG (0= 0T T o RN 11 ] o1 (=P 209
IKe-proposal: AttHBULES ......cooei e 209
IPSEC-PropoSal: AtLHIDULES .....ui i e e 209
IPSEC-MaNUEl: ATITTDULES ....oeie et e e e e e e e et e e eeaans 210
IPSEC-ManUal: EIEBMENES ... counii e e e e 211
o H 1o N 111 o101 (= 211
Profile AtBULES ... e 211
o101 F= Al S = 04T= o1 £ 212
Profile-date; AITDULES ... .cvuiiii e e e e e e e e e e e e e aaas 213
Profile-time; ALIIDULES ....ovei e e e e e e e e e 213
Profile-ping: AtIIDULES ......uiii e e e e e e s 213
ShaPEr: ALIHBULES ...oeiie e 213
S0 0= ol = 00T o1 214
ShapeEr-override: AtIIDULES .......iii e e e e e 214
T oo [0 0 AN 1] 10 === 214
FOULE-OVEITIAE: ALIHDULES ... ... e e ere s 215
FOULE-OVEITIAE: EIEMENES ..vtiiiiiii e et e et e e et eeeare s 215
SESSION-TOULE-TUIE: ALEIIDULES ...u e e e 215
SESSION-TOULE-TUIE: ETEMENTS ...ttt e e e e e e e e e e e e eaans 216
SESSION-TOULE-ShAre: ALIHDULES .....ui e 216
U1 N L] o 11 (=S PP 216
FULE-SEE: ETBIMENES ..t e e e e et e e et e e e e aan s 217
SESSION-TUIE: ALITTDULES ...t e et e et e e et e e eaanns 217
SESSION-TUIE: ETBIMENES ... e et e e et e e et 218
SESSION-Share: ALIIDULES .....ei e 218
A0 TT o AN 11 10 | === 219

XViii



FireBrick FB2500 User Manua

LGRS ST o] ol = 09T 01 220
KLO7. CaTiEr: AHIIDULES ...t e e e et e e et e e eeees 220
K.98. telephone: AHITDULES ... .ccvniii e e e e e e e e e e aaaees 222
QLo (00 T= AN 11 ] o 1= PP 223
K.100. ringgroup: ALHDULES ........uiiii e e e e e e e e e e et e ean s 223
[ L0 I (B R AN 1 1 o T L=< PR 224
K.102. dhep-relay: AtrIDULES .......iiii i e e e e e r e e 224
K.103. dhep-relay: EIEMENTS ......uiiii i e e e e e e e e e e et e e et r e e e eanaees 224
K.104. autoloadtype: Type of SIW auto 108 ..........viiiiiiii e 225
K.105. config-access: Type of access user has to CONfig ... .c.vviiiiiiiiiiiii e, 225
K.106. user-level: User [0gin [EVEl ......coouiii e 225
K.107. eap-subsystem: Subsystem with EAP aCCESS CONLIOl ........uvvvvieiiiiiii e e 225
K.108. eap-method: EAP access MEthod .............oiiiiiiiiiiii e 226
K.109. sysog-Severity: SYySIOg SEVENITY ....uuiiiiiiiii e 226
K.110. sydog-facility: Syslog faCility ......ccceuiiiiiiiiii e 226
K.111. month: Month Name (S TELEEr) ...cevue i e e 227
K.112. day: Day NAME (B TELEN) ...cvveiiiii et e e e e e e e e e e e e e 227
K.113. radiuspriority: Options for controlling platform RADIUS response priority tagging ................... 228
K.114. radiustype: Type Of RADIUS SEIVET .....uiiiiiiiiii e e e e e e e eaens 228
L ST o T i 0125 o= oo PPN 228
K.116. Crossover: Crossover CONFIQUIALION ...........iiuueeiieiei et e et e e e e e e e e e e e et e e et e e e eeanaas 228
K.117. LinkSpeed: Physical port SPEE ........ccuuiiiiiiiii e e 229
K.118. LinkDuplex: Physical port duplex SEIING .......ccvuiiiiiiiiiee e e e e 229
K.119. LinkFlow: Physical port flow control SEtting ..........ccoviiiiiiiiiiiiiii e 229
K.120. LinkClock: Physical port Gigabit clock master/slave Setting .........ccoccveeviiiiiiiiiiii e, 229
K.121. LINKLED: LED SEHINGS ..evvuuietiiiiieiieti ettt e et e e et s e e et s e e e et s e e et s e e e et e e eaean e e ennnn s 229
K.122. LinkPower: PHY POWEr SAVING OPLIONS .....ccuueiiiieiiii e e eee e e e e e e et e et e et eeaaeeeanees 230
K.123. LinkFault: Link fault typeto SENG ......uuiiiiiiii e e e e 230
K.124. trunk-mode: TrunK POt MOFE ......ciuuuiiiieeiieeee e e e e e e e e e e e et e e st e e e e e et e estneeennaaees 231
K.125. ramode: IPV6 route annoUNCE TEBVEL .........iiiiiiiiieei e e e e 231
K.126. dhcpv6control: Control for RA and DHCPVE bitS ..o, 231
K.127. bgpmode: BGP announCemMent MOOE ..........uiiiiiiiiieii e e e e e e e e e e e e e e aaeees 231
K.128. sfoption: SOUrce filter OPtiON .......cciueiii e e e e e 232
K.129. pppoe-mode: Type of PPPOE CONMNECLION ..........iiuiieiiiieeiiieeii e e e e et e e e e e e e e e eenns 232
K.130. ipsec-type: 1PSeC encapSUlation TP ... ..uuiiiii e e e e e e e e et e e e e e eaaes 232
K.131. ipsec-auth-algorithm: IPsec authentication algorithm ...........ccoooiiiiiiiii e, 232
K.132. ipsec-crypt-algorithm: [Psec encryption algorithm ...........coooiiiiiiii e 232
K.133. Peartype: BGP PEEN tY P8 ...t ittt et 233
K.134. ike-authmethod: authentication Method ..............ooiiiiiiiiiiii e 233
K.135. ike-mode: coNNECLioN SELUP MOGE .......ivuiiiiiie it ee e e e e e e e e e e e e e et s e e e eaneees 233
K.136. ike-PRF: IKE Pseudo-Random FUNCLION ...........iiiiiiiiiiiiiiiee et e e e e e et e eeees 233
K.137. ike-DH: IKE Diffie-HElIMan group ......covueiiiie e e 234
K.138. ike-ESN: IKE Sequence NUMDEr SUPPOI .....uuiiiieiiiieii e e e e e e e e e e e et e e eaeeeanes 234
K.139. ipsec-encapsulation: Manually keyed 1Psec encapsulation mode ...........coeevvviveiiiieiiiieciineeiinees 234
K.140. switch: Profile manual SEtiNG ........ccuuviiiiiiii e 234
K.141. dynamic-graph: Type of dynamicC graph .........cccouieiiiiiiiiie e e e e e e 234
K.142. firewall-action: FIrewall @ClION ...........uiiiiiiiiiie e e 235
K.143. voip-format: Number presentation fOrmMat ............ccooeuiiiiiieiiii e 235
K.144. uknumberformat; Number formatting Option ............couiiiiiiiiiii e 235
K.145. recordoption: RECOrdiNg OPtiON ........ciiuniiiiieiii e ee e e e e e e et e e e e e et e e e e e e eeaens 235
K.146. ring-group-order: Order OF FING .. .o.uuiiii e e e e e e e e eaes 235
K.147. ring-group-type: Type of ring when one call in QUEUE ............coeviiiiiiiii i, 236
K.148. record-beep-option: Record beep OPtioN ...........ccuiiiiii i 236
Qe R ST S ol = 1 1Y/ = PPN 236

Xix



Preface

The FB2500 device is the result of severa years of intensive effort to create products based on state of the
art processing platforms, featuring an entirely new operating system and 1Pv6-capable networking software,
written from scratch in-house by the FireBrick team. Custom designed hardware, manufactured inthe UK, hosts
the new software, and ensures FireBrick are able to maximise performance from the hardware, and maintain
exceptional levels of quality and reliability.

Theresult isaproduct that has the feature set and performance to handl e the tasks encountered in today's office
networking environments, where new access technologies such as Fibre To The Cabinet (FTTC) deliver faster
connections than ever before.

The new softwareis closely related to that which runs on FireBrick's 'big-box' product, the FB6000, a carrier-
grade product that has been proven in the field for a number of years, effortlessly handling huge volumes of
traffic, and thousands of customer connections.

The software is constantly being improved and new features added, so please check that you are reading the
manual appropriate to the version of software you are using. This manual isfor version V1.41.004.

XX



Chapter 1. Introduction

1.1. The FB2500
1.1.1. Where do | start?

The FB2500 is shipped in afactory reset state. This means it has a default configuration that allows the unit
to be attached directly to a computer, or into an existing network, and is accessible via a web browser on a
known I P address for further configuration.

Besides allowing initial web access to the unit, the factory reset configuration provides a starting point for you
to devel op a bespoke configuration that meets your requirements.

A printed copy of the QuickStart Guide is included with your FB2500 and covers the basic set up required to
gain access to the web based user interface. If you have aready followed the stepsin the QuickStart guide, and
are able to access the FB2500 via a web browser, you can begin to work with the factory reset configuration
by referring to Chapter 3.

Initial set up is also covered in this manual, so if you have not already followed the QuickStart Guide, please
start at Chapter 2.

Tip

The FB2500's configuration can be restored to the state it was in when shipped from the factory. The
procedure requires physical access to the FB2500, and can be applied if you have made configuration
changes that have resulted in loss of access to the web user interface, or any other situation where
it is appropriate to start from scratch - for example, commissioning an existing unit for a different
role, or where you've forgotten an administrative user password. It is also possible to temporarily reset
the FB2500 to allow you to recover and edit a broken configuration (though you still need to know
the password you had). You can also go back one step in the config. For details on the factory reset
procedure please refer to Appendix A, or consult the QuickStart Guide.

The remainder of this chapter provides an overview of the FB2500's capabilities, and covers your product
support options.

Tip

The latest version of the QuickStart guide for the FB2500 can be obtained from the FireBrick website
at : http://www.firebrick.co.uk/pdfs/quickstart-2500.pdf

1.1.2. What can it do?

The FB2500 is an extremely versatile network appliance which you can think of as something akin to a Swiss
army knife for networking.

Itcan:

» act asafirewall, to protect your network from direct attack over the Internet.
« alocate network addresses to machines on your network (e.g. DHCP)

» manage multiple networks at once

» modify traffic passing though to do address and protocol-port mapping

» control the speed of different types of traffic (traffic shaping)



http://www.firebrick.co.uk/pdfs/quickstart-2500.pdf

Introduction

» handle IPv6 - ready for the day that all five regional Internet registries (RIRS) exhaust their allocations!

and much more...

1.1.3. Ethernet port capabilities

The FB2500 has four Ethernet network ports that can operate at 10Mb/s, 100Mb/s, or 1Gb/s. The ports
implement auto-negotiation by default, but operation can be fine-tuned to suit specific circumstances. The
function of these portsis very flexible, and defined by the device's configuration. The ports implement one or
more interfaces, and each interface can span either a single port or a user-defined group of ports.

When a port group is defined, the ports in the group work as a conventional Layer 2 network switch, directly
transferring traffic at wire-speed that is destined for a Layer 2 address that is present on one of the other ports
in the group.

Conversely, multiple interfaces can be implemented on a single physical port via support for IEEE 802.1Q
VLANS, ideal for using the FB2500 with VLAN-capable network switches. In this case, a single physical
connection can be made between a VLAN-capable switch and the FB2500, and with the switch configured
appropriately, thisphysical connectionwill carry traffic to/from multiple VLANS, and the FB2500 can do Layer
3 processing (routing/firewalling etc.) between nodes on two or more VLANS.

1.1.4. Differences between the devices in the FB2x00
series

The main difference between the two devices in the series is that the FB2500 can route traffic at up to only
100Mb/s, whilst the FB2700 is faster - typically up to 350Mb/s.

The other advantage the FB2700 offersis that you can directly attach an ordinary 3G dongle viathe USB port
on the front, and use a mobile data connection - thisis typically used asaback up for aDSL line.

1.1.5. Software features

The FB2500 hasasimpletwo level software-feature-set. Devicesare graded as"base" models or "fully-loaded”
models. The base model lacks a few of the features such as BGP, L2TP and various bonding and tunnelling
features.

Y ou can use the base model for routing packets and filtering (firewalling).

The "fully-loaded" model is useful for bonding multiple lines, tunnelling and more obscure features such as
announcing addresses to an upstream provider by BGP.

It ispossibleto upgrade from "base" to "fully-loaded" at alater dateif you wish. Contact your dealer for details.

1.1.6. Migration from previous FireBrick models

Many FB2500 users may well be migrating from earlier FireBrick products, such asthe FireBrick 105, to take
advantage of the significantly higher performance of the FB2500, and perhapsto use featuresthat simply didn't
exist on the FB105. As you will see from reading Chapter 3, the new range of FireBrick products introduce
amodern, well structured configuration based on an underlying XML file. The User Interface is intentionally
closely coupled with the XML structures, and this will likely be the most apparent visual difference for users
experienced with the FB105.

To aid the transition, a trandlator is provided which will generate an FB2500 XML configuration file from an
FB105 configuration file, mapping features and functionality across as closely as is possible; the converted
configuration should be treated as a starting point for using your FB2500 in place of your FB105, as the result
from the converter may be incomplete, or there may be aspects that cannot be carried over. The trandator can
be accessed at : http://www.firebrick.co.uk/fb105-2700.php
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If you have one or more FB105 devicesin your network, you'll be pleased to know that the fully-loaded FB2500
supports the FB105 tunnel protocol, and will interwork seemlessly, allowing you to upgrade devices as time
and budgets allow.

Y our dealer can also give you advice on converting configurations from older FB105 based networks.

1.2. About this Manual
1.2.1. Version

Every major FB2500 software release is accompanied by arelease-specific version of thismanual. This manual
documents software version V1.41.004 - please refer to Section 4.3 to find out more about software rel eases,
and to see how to identify which software version your FB2500 is currently running.

If your FB2500 isrunning adifferent version of system software, then please consult the version of this manual
that documents that specific version, as there may be significant differences between the software versions.
Also bear in mind that if you are not reading the latest version of the manual (and using the latest software
release), referencesin this manual to external resources, such as the FireBrick website, may be out of date.

Y ou can find the latest revision of a manual for a specific software version on the FB2500 software downloads
website [ http://www.firebrick.co.uk/software.php?PRODUCT=2500]. Thisincludestherevision history for all
software releases.

1.2.2. Intended audience

This manual is intended to guide FB2500 owners in configuring their units for their specific applications. We
try to make no significant assumption about the reader's knowledge of FireBrick products, but as might be
expected given the target market for the products, it is assumed the reader has a reasonable working knowledge
of common IP and Ethernet networking concepts. So, whether you've used FireBrick products for years, or
have purchased one for the very first time, and whether you're a novice or a network guru, this Manual sets out
to be an easy to read, definitive guide to FireBrick product configuration for all FireBrick customers.

1.2.3. Technical details

There are a number of useful technical details included in the apendices. These are intended to be areference
guild for key features.

1.2.4. Document style

At FireBrick, we appreciate that different people learn in different ways - some like to dive in, hands-on,
working with examples and tweaking them until they work the way they want, referring to documentation
as required. Other people prefer to build their knowledge up from first principles, and gain a thorough
understanding of what they'reworking with. M ost people we suspect fall somewhere between thesetwolearning
styles.

This Manual aims to be highly usable regardless of your learning style - material is presented in an order that
startswith fundamental concepts, and buildsto more complex operation of your FireBrick. At all stageswehope
to provide a well-written description of how to configure each aspect of the FireBrick, and - where necessary
- provide enough insight into the FireBrick's internal operation that you understand why the configuration
achieveswhat it does.

1.2.5. Document conventions

Various typefaces and presentation styles are used in this document as follows :-
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e Text that would be typed as-is, for example a command, or an XML attribute name is shown in
nmonospaced_f ont

» Program (including XML) listings, or fragments of listings are shown thus :-

/* this is an example programlisting*/
printf("Hello World!\n");

» Text asit would appear on-screen is shown thus :-

This is an exanple of sone text that would

appear on screen.

Not e that for docunentation purposes additional

| i ne-breaks may be present that would not be in the on-screen text

» Notes of varying levels of significance are represented thus (colour schemes may differ depending on
signficance) :-

Note

Thisisan example note.
Thesignificanceisidentified by the heading text and can be one of : Tip - general hints and tips, for example
to point out a useful feature related to the current discussion ; Note - a specific, but not critical, point relating

to the surrounding text ; Caution - a potentially critical point that you should pay attention to, failure to do
so may result in loss of data, security issues, loss of network connectivity etc.

1.2.6. Comments and feedback

If you'd like to make any comments on this Manual, point out errors, make suggestions for improvement or
provide any other feedback, wewould be pleased to hear from youviae-mail at: docs@ i r ebri ck. co. uk.

1.3. Additional Resources

1.3.1. Technical Support

Technical support is available, in the first instance, viathe reseller from which you purchased your FireBrick.
FireBrick provide extensive training and support to resellers and you will find them experts in FireBrick
products.

However, before contacting them, please ensure you have :-

 upgraded your FB2500 to the latest version of software (see Section 4.3) and

» areusing the latest revision of the manual applicable to that software version and

* have attempted to answer your query using the material in this manual

Many FireBrick resellers also offer general IT support, including installation, configuration, maintenance, and

training. You may be able to get your reseller to develop FB2500 configurations for you - although this will
typically be chargeable, you may well find this cost-effective, especially if you are new to FireBrick products.
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If you are not satisfied with the support you are getting from your reseller, please contact us [http://
www.firebrick.co.uk/contact.php].

1.3.2. IRC Channel

A public IRC channel is available for FireBrick discussion - the IRC server isi rc. z. j e, and the channel
is#firebrick.

1.3.3. Application Notes

FireBrick are building alibrary of Application Note documents that you can refer to - each Application Note
describes how to use and configure a FireBrick in specific scenarios, such as using the device in a multi-tenant
Serviced Office environment, or using the FireBrick to bond multiple WAN connections together.

1.3.4. White Papers

FireBrick White Papers cover topics that deserve specific discussion - they are not related to specific
Applications, rather they aim to educate interested readers regarding networking protocols, common/best
practice, and real-world issues encountered.

1.3.5. Training Courses

FireBrick provide training courses for the FB2x00 series products, and also training course on general IP
networking that are useful if you are new to networking with IP.

To obtain information about upcoming courses, please contact us via emal a
training@irebrick. co. uk.
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Chapter 2. Getting Started
2.1. IP addressing

You can configure your FireBrick using a web browser - to do this, you need IP connectivity between your
computer and the FireBrick. For a new FB2500 or one that has been factory reset, there are three methods
to set this up, as described below - select the method that you prefer, or that best suits your current network
architecture.

* Method 1 - use the FireBrick's DHCP server to configure a computer.

If your computer is aready configured (as many are) to get an |P address automatically, you can connect
your computer to port 1 on the FireBrick, and the FireBrick's inbuilt DHCP server should give it an IPv4
and IPv6 address.

* Method 2 - configure a computer with afixed 1P address.

Alternatively, you can connect acomputer to port 1 on the FireBrick, and manually configure your computer
to have the fixed | P address(es) shown below :-

Table2.1. IP addresses for computer

IPv6 | Pv4
2001: DB8:: 2/ 64 10. 0. 0. 2 ; subnet mask : 255. 255. 255. 0

» Method 3 - use an existing DHCP server to configure the FireBrick.

If your LAN already has a DHCP server, you can connect port 4 of your FireBrick to your LAN, and it
will get an address. Port 4 is configured, by default, not to give out any addresses and as such it should not
interfere with your existing network. Y ou would need to check your DHCP server to find what address has
been assigend to the FB2500.

2.2. Accessing the web-based user interface

If you used Method 1, you should browse to the FireBrick's web interface as follows, or you can use the IP
addresses detailed:-

Table2.2. IP addressesto accessthe FireBrick

URL
http://ny.firebrick. co. uk/

If you used Method 2, you should browse to the FireBrick's I P address as listed below:-

Table 2.3. IP addressesto access the FireBrick

IPv6 | Pv4
http://[2001: DB8: : 1] http://10.0.0.1

If you used Method 3, you will need to be able to access a list of alocations made by the DHCP server in
order to identify which IP address has been allocated to the FB2500, and then browse this address from your
computer. If your DHCP server shows the client name that was supplied in the DHCP request, then you will
see FB2500 in the client name field (assuming a factory reset configuration) - if you only have one FB2500 in
factory reset state on your network, then it will be immediately obvious via this client name. Otherwise, you
will need to locate the allocation by cross-referring with the MAC address range used by the FB2500 you are
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interested in - if necessary, refer to Appendix C to see how to determine which MAC address you are looking
for in thelist of allocations.

Once you are connected to the FB2500, you should see a page with "Configuration needed" prominently
displayed, as shown below :-

Figure 2.1. Initial web pagein factory reset state

B FireBrick FB2500

=] Test Brick

Configuration needed

This is a factory reset configuration.
No usernames and passwords have been configured to access the system.
Please edit the configuration and add a user and password. You can also edit XML.

Click on the "edit the configuration” link (red text), which will take you to the main user interface page for
managing the configuration.

2.2.1. Add a new user

Y ou now need to add a new user with a password in order to gain full access to the FireBrick's user interface.

Click on the "Users" icon, then click on the "Add" link to add a user. The "Users' page is shown below, with
the "Add" link highlighted:-

Figure 2.2. Initial "Users' page

B FireBrick FB2500

DAAAAAASAA

I Setup I I Users IPruhlcs I Shap: Ilnttrficc IPgmupl |Firr.~wa||| Tlmmlsl
] ] L] L] L]

Save | Cancel | There are unsaved changes that have not yet been sent to the FireBrick

The config has been changed during your edit - if you save now those changes will be replaced by yours.

Admin users

wr Admin users

Enter asuitable usernameinthe"Name" box, and enter apassword (passwords are mandatory), as shown below.
Leave al other checkboxes un-ticked, but see the Tip below regarding thet i meout setting.

Note

Take care to enter the password carefully, as the FB2500 does not prompt you for confirmation of
the password.
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Figure 2.3. Setting up a new user

Admin users :: user 1 of 1

Up New || Erase | Help

User names, passwords and abilities for admin users

name M comment profile

User name Comment Profile name
wallace Mone

password H full-name H otp

User pa rdd Full name OTF sernial number

M timeout M config H level

Config access level | Login level

5:00 full ADMIN

N allow

Restrict lo

Tip
Y ou may a so want to increase the login-session idle time-out from the default of 5 minutes, especially

if you are unfamiliar with the user-interface. To do that, tick the checkbox next to t i neout , and
enter an appropriate value as minutes, colon, and seconds, e.g. 15: 00 for 15 minutes.

Click on the Save button near the top of the screen which will save a new configuration that includes your
new user definition.

Y ou should now see a page showing the progress of storing the new configuration in Flash memory :-

Figure 2.4. Configuration being stored

Loading config

No errors found

Erasing flash page

Programming flash page

Flashed 1789 bytes

Config loaded. Please login to make any further changes.

Login

On this page there is a"Login" link (in red text)- click on this link and then log in using the username and
password you chose.

We recommend you read Chapter 3 to understand the design of the FB2500's user interface, and then start
working with your FB2500's factory reset configuration. Once you are familiar with how the user interface is
structured, you can find more detail on setting up usersin Section 4.1.




Chapter 3. Configuration
3.1. The Object Hierarchy

The FB2500 has, at its core, a configuration based on a hierarchy of objects, with each object having one or
more attributes. An object has a type, which determines its role in the operation of the FB2500. The values
of the attributes determine how that object affects operation. Attributes also have a type (or datatype), which
defines the type of datathat attribute specifies. Thisin turn defines what the valid syntax is for a value of that
datatype - for example some are numeric, some are free-form strings, others are strings with a specific format,
such as a dotted-quad |P address. Some examples of attribute values are :-

 |Paddresses, and subnet definitionsin CIDR format e.g. 192.168.10.0/24
« free-form descriptive text strings, e.g. aname for afirewall rule

 Layer 4 protocol port numbers e.g. TCP ports

datarates used to control traffic shaping
» enumerated values used to control afeature e.g. defining Ethernet port LED functions

The object hierarchy can be likened to afamily-tree, with rel ationships between objects referred to using terms
such as Parent, Child, Sibling, Ancestor and Descendant. This tree-like structure is used to :-

 group aset of related objects, such asaset of firewall rules - the parent object acts as a container for agroup
of (child) objects, and may also contribute to defining the detailed behaviour of the group

« define a context for an object - for example, an object used to define a locally-attached subnet is a child of
an object that defines an interface, and as such definesthat the subnet is accessible on that specific interface.
Since multiple interfaces can exist, other interface objects establish different contexts for subnet objects.

Additional inter-object associations are established via attribute values that reference other objects, typically
by name, e.g. afirewall rule can specify one of several destinations for log information to be sent when the
ruleis processed.

3.2. The Object Model

The term 'object model' is used here to collectively refer to :-

« the constraints that define a valid object hiearchy - i.e. which object(s) are valid child objects for a given
parent object, how many siblings of the same type can exist etc.

« for each object type, the allowable set of attributes, whether the attributes are mandatory or optional, their
datatypes, and permissible values of those attributes

The bulk of this User Manual therefore serves to document the object model and how it controls operation of
the FB2500.

Tip

This version of the User Manual may not yet be complete in its coverage of the full object model.
Some more obscure attributes may not be covered at all - some of these may be attributes that are
not used under any normal circumstances, and used only under guidance by support personnel. If you
encounter attribute(s) that are not documented in this manual, please refer in the first instance to the
documentation described in Section 3.2.1 below. If that information doesn't help you, and you think
the attribute(s) may be relevant to implementing your requirements, please consult the usual support
channel(s) for advice.
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3.2.1. Formal definition of the object model

The object model has a formal definition in the form of an XML Schema Document (XSD) file, which is
itself an XML file, normally intended for machine-processing. A more readable version of thisinformation is
availablein Appendix K.

Note, however, that thisis reference material, containing only brief descriptions, and intended for users who
are familiar with the product, and in particular, for users configuring their units primarily via XML.

The XSD file is aso available on the software downloads website by following the "XSD" link that is present
against each software release.

3.2.2. Common attributes

Most objects have acomment attribute which is free-form text that can be used for any purpose. Similarly,
most objects have asour ce attribute that is intended for use by automated configuration management tools.
Neither of these attributes have a direct effect on the operation of the FB2500.

Many objects have anane attribute which isnon optional and often needsto be unique withinthelist of object.
This allows the named object to be referenced from other attributes. The data type for these is typically an
NMTOKEN which is avariant of a string type that does not allow spaces. If you include spaces then they are
removed automatically. This helps avoid any problems referencing namesin other places especially where the
reference may be a space separated list.

Many objects have a gr aph attribute. This allows a graph name to be specified. However, the actual graph
name will be normalised to avoide spaces and limit the number of characters. Try to keep graph names as basic
characters (letters, numbers) to avoid confusion.

3.3. Configuration Methods

The configuration objects are created and manipulated by the user via one of two configuration methods :
» web-based graphical User Interface accessed using a supported web-browser

» an XML (eXtensible Markup Language) file representing the entire object hierarchy, editable via the web
interface or can be uploaded to the FB2500

The two methods operate on the same underlying object model, and so it is possible to readily move between
the two methods - changes made via the User Interface will be visible as changes to the XML, and vice-versa
Users may choose to start out using the User Interface, and - as experience with the object model and the XML
language develops - increasingly make changes in the XML environment. For information on using XML to
configure the FB2500, please refer to Section 3.5.

3.4. Web User Interface Overview

This section provides an overview of how to use the web-based User Interface. We recommend that you
read this section if you are unfamiliar with the FB2500, so that you feel comfortable with the design of the
User Interface. Later chapters cover specific functionality topics, describing which objects are relevant, any
underlying operational principlesthat are useful to understand, and what effect the attributes (and their values)
have.

The web-based User Interface provides a method to create the objects that control operation of the FB2500.
Internally, the User Interface uses aformal definition of the object model to determine where (in the hierarchy)
objects may be created, and what attributes may exist on each object, so you can expect the User Interface to
always generate valid XML. !

11 the User Interface does not generate valid XML - i.e. when saving changes to the configuration the FireBrick reports XML errors, then this
may be abug - please check this via the appropriate support channel(s).

10
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Additionally, the web User Interface provides access to the following items :-
 statusinformation, such as DHCP server allocations, FB105 tunnel information and system logs

» network diagnostic tools, such as Ping and Traceroute ; there are also tools to test how the FB2500 will
process particular traffic, allowing you to verify your firewalling is as intended

* traffic graphs

By default, access to the web user interface is available to all users, from any IP address. If you don't require
such open access, you may wish to restrict access using the settings described in Section 13.3.

3.4.1. User Interface layout

The User Interface has the following general layout :-
» a'banner’ area at the top of the page, containing the FireBrick logo, model number and system name

e amain-menu, with sub-menus that access various parts of the user interface ; the main-menu can be shown
vertically or horizontally - sub-menu appearance depends on this display style: if the main-menuisvertical,
sub-menus are shown by 'expanding' the menu verticaly ; if the main-menu is horizontal, sub-menus are
shown as pull-down menus

» a'footer' area at the bottom of the page, containing layout-control icons and showing the current software
version

* theremaining page area contains the content for the selected part of the user-interface

Figure 3.1 showsthemain menuwhenitisset to display horizontally. Notethat the main-menuitemsthemselves
have a specific function when clicked - clicking such items displays a general page related to that item - for
example, clicking on Status shows some overal status information, whereas sub-menu items under Status
display specific categories of status information.

Figure 3.1. Main menu

[3  FireBrick FB2700

Home

Status Diagnostics Graphs Config Logout

The user interface pages used to change the device configuration are referred to as the 'config pages in this
manual - these pages are accessed by clicking on the "Edit" item in the sub-menu under the "Config" main-
menu item.

Note

The config pages utilise JavaScript for their main functionality ; you must therefore have JavaScript
enabled in your web browser in order to configure your FB2500 using the web interface.

3.4.1.1. Customising the layout
The following aspects of the user interface layout can be customised :-
» The banner area can be reduced in height, or removed all together

» The main menu strip can be positioned vertically at the left or right-hand sides, or horizontally at the top
(under the banner, if present)

Additionally, you can choose to use the default fonts that are defined in your browser setup, or use the fonts
specified by the user interface.

11
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These customisations are controlled using three icons on the left-hand side of the page footer, as shown in
Figure 3.2 below :-

Figure 3.2. Iconsfor layout controls

! « A ® "FireBrick" is a registered trademark of FireBrick Ltd,

Thefirst icon, an up/down arrow, controls the banner size/visibility and cycles through three settings : full size
banner, reduced height banner, no banner. The next icon, a left/right arrow, controls the menu strip position
and cyclesthrough three settings : menu on the left, menu on the right, menu at the top. The last icon, the letter
‘A, toggles between using browser-specified or user-interface-specified fonts.

Layout settings are stored in a cookie - since cookies are stored on your computer, and are associated with
the DNS name or |P address used to browse to the FB2500, this means that settings that apply to a particular
FB2500 will automatically be recalled next time you use the same computer/browser to connect to that FB2500.
Itisalso possibleto configure an external CSSto use with the FireBrick web control pageswhich allowsagreat

deal of control over the overall layout and appearance. This can be usful for dealers or IT support companies
to set up FireBricksin a style and branding of their choice.

3.4.2. Config pages and the object hierarchy

The structure of the config pages mirrors the object hierachy, and therefore they are themselves naturally
hierachical. Y our postition in the hierachy is illustrated in the 'breadcrumbs’ trail at the top of the page, for
example :-

Firewal | /mapping rules :: rule-set 1 of 3 (filters) :: rule 7 of 19 (1 CW)

This shows that the current page is showing a rule, which exists within a rule-set, which in turn is in the
"Firewall/mapping rules’ category (see below).

3.4.2.1. Configuration categories

Configuration objects are grouped into a number of categories. At the top of the config pagesis a set of icons,
one for each category, as shown in Figure 3.3 :-

Figure 3.3. Iconsfor configuration categories

3

FireBrick FB2700

Diagnostics
N A AN A LA A
‘Scr.upl |u,m| F'rufilc;sl |smp.=| ||nt.;rr=¢¢| |Rnuncs| |Pgmup| |Firr_'w;|II| |'r..n..¢|.‘|

Within each category, there are one or more sections delimited by horizontal lines. Each of these sections has a
heading, and correspondsto a particular type of top-level object, and relatesto amajor part of the configuration
that comes under the selected category. See Figure 3.4 for an example showing part of the "Setup” category,
which includes general system settings (the sy st emabject) and control of system services (network services
provided by the FB2500, such as the web-interface web server, telnet server etc., controlled by theser vi ces
object).
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Figure 3.4. The" Setup" category

System
System settings
name contact location intro comment

Edit ruby Mike Chambers WF Ryde Office ---  ---

General system services

| Edit General system services

Constant Quality Monitoring config

Add New: Constant Quality Monitoring config

Each section is displayed as a tabulated list showing any existing objects of the associated type. Each row of
the table corresponds with one object, and a subset (typically those of most interest at a glance) of the object's
attributes are shown in the columns - the column heading shows the attribute name. If no objects of that type
exist, therewill beasinglerow with an "Add" link. Where the order of the objects matter, there will be an'Add'
link against each object - clicking an 'Add' link for a particular object will insert anew object beforeit. To add
anew object after the last existing one, click on the'Add' link on the bottom (or only) row of the table.

Tip

If there is no 'Add' link present, then this means there can only exist a limited number of objects of
that type (possibly only one), and this many already exist. The existing object(s) may have originated
from the factory reset configuration.

You can 'push-down' into the hierarchy by clicking the 'Edit’ link in a table row. This takes you to a page
to edit that specific object. The page also shows any child objects of the object being edited, using the same
horizontal-line delimited section style used in the top-level categories. Y ou can navigate back up the hierarchy
using various methods - see Section 3.4.3.

Caution

Clicking the "Add" link will create a new sub-object which will have blank/default settings. This can
be useful to see what attributes an object can take, but if you do not want this blank object to be part
of the configuration you later save you will need to click Erase. Simply going back "Up" or moving to
another part of the config will leave this newly created empty object and that could have undesirable
effects on the operation of your FireBrick if saved.

3.4.2.2. Object settings

The details of an object are displayed as a matrix of boxes (giving the appearance of a wall of bricks), one
for each attribute associated with that object type. Figure 3.5 shows an example for an i nt er f ace object
(covered in Chapter 6) :-
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Figure 3.5. Editing an " Interface" object

B comment @ profile

Comment Profile name

¥ port W@ vilan 8 mtu
Port group name VLAN ID (O=untagged) 1 name MTU for this interface

@ ra-client

true Not logging
® log-error

Log errors

Log as event

By default, more advanced or less frequently used attributes are hidden - if this applies to the object being
edited, you will see the text shown in Figure 3.6. The hidden attributes can be displayed by clicking on the
link "Show all".

Figure 3.6. Show hidden attributes

There are additional attributes which have not been shown. Show all

Each brick in the wall contains the following :-

 acheckbox - if the checkbox is checked, an appropriate value entry widget is displayed, otherwise, a default
value is shown and applied for that setting. If the attribute is not optional then no checkbox is show.

« the attribute name - thisis a compact string that exactly matches the underlying XML attribute name

* ashort description of the attribute
Tip
If there is no default shown for an attribute then its value, if needed, is zero, blank, null, empty string,
false (internally it is zero bitsl). In some cases the presence of an attribute will have meaning even
if that attribute is an empty string or zero value. In some cases the default for an attribute will not
be a fixed value but will depend on other factors, e.g. it may be "auto", or "set if using xyz...". The
description of the default value should make this clear. Where an optional attribute is not ticked the
attribute does not appear in the XML at all.

These can be seenin Figure 3.7 :-

Figure 3.7. Attribute definitions

Attribute name

Attribute
descriptions

Attribute values

Port group name
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If the attribute value is shown in a 'strike-through' font (with a horizontal line through it mid-way verticaly),
this illustrates that the attribute can't be set - this will happen where the attribute value would reference an
instance of particular type of object, but there are not currently any instances of objects of that type defined.

Tip
Sincetheattribute nameisacompact, conciseand un-ambiguousway of referring to an attribute, please
guote attribute names when reguesting technical support, and expect technical support staff to discuss

your configuration primarily in terms of attribute (and object/element) names, rather than descriptive
text, or physical location on your screen (both of which can vary between software rel eases).

3.4.3. Navigating around the User Interface

Y ou navigate around the hierarchy using one or more of the following :-
* configuration category icons
* the breadcrumbs - each part of the breadcrumbs (delimited by the :: symbol) is aclickable link

* thein-page navigation buttons, shown in Figure 3.8 : "Up" - move onelevel up in the object hierachy, "Prev"
- Previous object in alist, and "Next" - Next object in alist.

Figure 3.8. Navigation controls

Interface :: interface 2 of 3 (LAN)

Up Prev | Next New Erase | Help

Caution

The configuration pages are generated on-the-fly using JavaScript within your web browser
environment (i.e. client-side scripting). As such, the browser is essentially unaware of changes to
page content, and cannot track these changes - this means the browser's navigation buttons (Back,
Forward), will not correctly navigate through a series of configuration pages.

Please take care not to use the browser's Back button whilst working through configuration pages -
navigation between such pages must be done via the buttons provided on the page - "Prev", "Next"
and "Up".
Navigating away from an object using the supported navigation controls doesn't cause any modifications to
that object to be lost, even if the configuration has not yet been saved back to the FB2500. All changes are
initially held in-memory (in the web browser itself), and are committed back to the FireBrick only when you
press the Save button.
The navigation button area, shown in Figure 3.8, also includes three other buttons :-

» New : creates anew instance of the object type being edited - the new object isinserted after the current one;
thisis equivalent to using the "Add" link one level up in the hierarchy

» FErase: deletesthe object being edited - note that the object will not actually be erased until the configuration
issaved

» Help : browsesto the online reference material (as desribed in Section 3.2.1) for the object type being edited
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Caution

If you Add a new object, but don't fill in any parameter values, the object will remain in existence
should you navigate away. Y ou should be careful that you don't inadvertently add incompletely setup
objects thisway, asthey may affect operation of the FireBrick, possibly with a detrimental effect.

If you have added an object, perhaps for the purposes of looking at what attributes can be set on it,
remember to del ete the object before you navigate away -- the "Erase" button (see Figure 3.8) is used
to delete the object you are viewing.

3.4.4. Backing up / restoring the configuration
To back up / save or restore the configuration, start by clicking on the "Config" main-menu item. This will

show a page with a form to upload a configuration file (in XML) to the FB2500 - also on the page is a link
"Download/save config" that will download the current configuration in XML format.

3.5. Configuration using XML
3.5.1. Introduction to XML

An XML fileis atext file (i.e. contains human-readable characters only) with formally defined structure and
content. An XML file starts with the line :-

<?xm version="1.0" encodi ng="UTF-8"?>

This defines the version of XML that the file complies with and the character encoding in use. The UTF-8
character coding is used everywhere by the FireBrick.

The XML file contains one or more elements, which may be nested into a hiearchy.

Note

In XML, the configuration objects are represented by elements, so the terms object and element are
used interchangeably in this manual.

Each element consists of some optional content, bounded by two tags - a start tag AND an end tag.
A start tag consists of the following sequence of characters:-
* a< character

* the element name

« optionally, anumber of attributes

» a> character

An end tag consists of the following sequence of characters:-
» a<character

* a/ character

* the element name

* a> character

If an element needs no content, it can be represented with a more compact self closing tag. A self closing tag
isthe same as a start tag but ends with /> and then has no content or end tag.
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Sincethe <, >and" characters have special meaning, there are special (‘escape’) character sequences starting
with the ampersand character that are used to represent these characters. They are :-

Table 3.1. Special character sequences

Sequence Character represented
&lt; <
&gt ; >
&quot ; "
&anp; &

Note that since the ampersand character has special meaning, it too has an escape character sequence.

Attributes are written in the form : nane="val ue" or nane=' val ue' . Multiple attributes are separated
by white-space (spaces and line breaks).

Generally, the content of an element can be other child elements or text. However, the FB2500 doesn't use text
content in elements - all configuration datais specified viaattributes. Therefore you will see that elements only
contain one or more child elements, or no content at all. Whilst there is generally not any text between the tags,
white space is normally used to make the layout clear.

3.5.2. The root element - <config>

At the top level, an XML file normally only has one element (the root element), which contains the entire
element hierarchy. In the FB2500 the root element is <confi g>, and it contains 'top-level' configuration
elements that cover mgjor areas of the configuration, such as overall system settings, interface definitions,
firewall rule sets etc.

In addition to this User Manual, there is reference material is available that documents the XML elements -
refer to Section 3.2.1.

3.5.3. Viewing or editing XML

The XML representation of the configuration can be viewed and edited (in text form) via the web interface
by clicking on "XML View" and "XML Edit" respectively under the main-menu "Config" item. Viewing the
configuration is, as you might expect, 'read-only', and so is 'safe' in as much as you can't accidentally change
the configuration.

3.5.4. Example XML configuration

An example of asimple, but complete XML configuration is shown below, with annotations pointing out the
main elements

<?xm version="1.0" encodi ng="UTF-8"?>

<config xm ns="http://firebrick.ltd. uk/xm/fb2700/"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://firebrick.|td.uk/xm/fb2700/
timestanp="2011-10- 14T12: 24: 072"
pat ch="8882" >

<syst em nanme="gat eway" (1]
contact="Peter Smth"
| ocati on="The Basenent"
| og- pani c="f b- support" >

</ syst enp
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<user nanme="peter" (2
full -name="Peter Smth"
passwor d="FB105#4D42454D26F8BF5480F07DFA1E4A1AEA7410154F6"
ti meout =" PT3H20M'
config="full"
| evel =" DEBUG'/ >

<l og nane="defaul t"/> (3]
<l og nane="fb-support">
<emai|l to="crashlog@irebrick.|td. uk"
conmment =" Crash logs emniled to FireBrick Support"/>
</l og>

<servi ces> (4
<ntp tineserver="pool.ntp.org"/>
<telnet |og="default"/>
<http />
<dns donai n="wat chfront. co. uk"
resol vers="81. 187. 42. 42 81.187.96. 96"/ >
</ servi ces>

<port name="WAN" (5]
ports="1"/>

<port nanme="LAN'
ports="2"/>

<i nterface nanme="WAN'
port ="WAN'>
<subnet nane="ADSL"
i p="81.187.106. 73/ 30"/ >
</interface>

<i nterface nanme="LAN' (6]
port="LAN'>
<subnet name="LAN"
i p="81.187.96.94/28"/>

<dhcp nanme="LAN'

i p="81.187. 96. 88-92"

| og="default"/>
</interface>

<rul e-set name="filters" (7]
no- mat ch- acti on="drop" >

<rul e name="Qur-Traffic"
source-interface="sel f"
comment="FB originated traffic all owed"/>

<rule name="FireBrick U
target - port="80"
target-interface="sel f"
prot ocol ="6"/>

<rul e name="1 CWvP"
pr ot ocol =" 1"
| og="default"/>

<rul e nane="Al|l outgoi ng"
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source-interface="LAN'/ >
<rul e name="FB- access"

source-interface="LAN'
target - port="80"
target-interface="sel f"
pr ot ocol =" 6"
comment =" FB web config access"/>

<rul e name="fi nal - no- mat ch"
| og="default"
action="drop"
comment ="Catch all - sets default |ogging for no match"/>

</rul e-set>

</ config>

sets some general system parameters (see Section 4.2)

defines asingle user with the highest level of access (DEBUG) (see Section 4.1)
defines alog target (see Chapter 5)

configures key system services (see Chapter 13)

defines physical-port group (see Section 6.1)

defines an interface, with one subnet and a DHCP allocation pool (see Chapter 6)
defines a set of firewalling rules (see Chapter 7)

Q000600

3.6. Downloading/Uploading the
configuration

The XML file may be retrieved from the FireBrick, or uploaded to the FireBrick using HTTP transfers done
via tools such as cur | . Using these methods, configuration of the FB2500 can be integrated with existing
administrative systems.

Note

Linebreaks are shown in the examples below for clarity only - they must not be entered on the
command-line

3.6.1. Download

To download the configuration from the FB2500 you need to perform an HTTP GET of the following URL :-
http://<FB2500 | P address or DNS nane>/config/config

An example of doing thisusing cur | , run on aLinux box is shown below :-

curl http://<FB2500 | P address or DNS name>/config/config
--user "usernane: password" --output "fil enane"

Replace username and password with appropriate credentials.

The XML configuration file will be stored in the file specified by filename - you can choose any file extension
you wish (or none at all), but we suggest that you use . xmi for consistency with the file extension used when
saving a configuration viathe User Interface (see Section 3.4.4).
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3.6.2. Upload

To upload the configuration to the FB2500 you need to send the configuration XML file asif posted by aweb
form, using encoding MIME typenul ti - part/form dat a.

An example of doing thisusing cur | , run on aLinux box is shown below :-

curl http://<FB2500 | P address or DNS name>/config/config
--user "usernane: password" --formconfig="@il enane"
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Chapter 4. System Administration
4.1. User Management

You will have created your first user as part of the initial setup of your FB2500, as detailed in either the
QuickStart Guide or in Chapter 2 in this manual.

To create, edit or delete users, browse to the config pages by clicking the "Edit" item in the sub-menu under
the "Config" main-menu item, then click on the "Users" category icon. Click on the "Edit" link adjacent to the
user you wish to edit, or click on the "Add" link to add a user.

To delete auser, click the appropriate "Edit" link, then click the "Erase” button in the navigation controls - see
Figure 3.8. Aswith any such object erase operation, the object will not actually be erased until the configuration
issaved.

Once you have added a new user, or are editing an existing user, the object editing page will appear, as shown
inFigure4.1 :-

Figure4.1. Setting up a new user

Admin users :: user 1 of 1

Up New || Erase | Help

User names, passwords and abilities for admin users

name H comment profile

User name Comment FProfile name
wallace MNone

password H full-name N otp

User p o Full mame OTF senal number

M timeout M config H level

Login idle timeout (zero to stay logged in) Config access level | Login level

5:00 full ADMIN

N allow

Restrict logins te be from specific IP adc

The minimum attributes that must be specified are name, which isthe username that you type in when logging
in, and passwor d - passwords are mandatory on the FB2500.

Y ou can optionally provide afull name for the specified username, and a general comment field value.

4.1.1. Login level

A user'slogin level isset withthel evel attribute, and determineswhat CLI commands the user can run. The
default, if thel evel attributeisnot specified, isADM N - you may wish to downgrade the level for users who
are not classed as 'system administrators.
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Table4.1. User login levels

Level Description

NOBODY No access to any menu items, but can access control
switches for which the user has access.

GUEST Guest user, access to some menu items

USER Normal unprivileged user

ADM N System administrator

DEBUG System debugging user

Tip

In general you only want to use NOBODY, ADMIN or DEBUG levels.

4.1.2. Configuration access level

The configuration access level determines whether a user has read-only or read-write access to the
configuration, as shown in Table 4.2 below. This mechanism can also be used to deny all access to the
configuration using the none level, but still allowing access to other menus and diagnostics.

This setting is distinct from, and not connected with, the login level described above. Y ou can use the access
level to define, for example, whether a USER login-level user can modify the configuration. Typically an
ADMIN (or DEBUG) login-level user would always be granted full access, so for ADMIN or DEBUG level

user's, the default of f ul | issuitable.

Table 4.2. Configuration access levels

Level Description

none No access unless explicitly listed

Vi ew View only access (no passwords)
read Read only access (with passwords)
full Full view and edit access- DEFAULT

4.1.3. Login idle timeout

Toimprove security, login sessionsto either the web user interface, or to the command-lineinterface (viatelnet,
see Chapter 20), will time-out after a period of inactivity. Thisidle time-out defaults to 5 minutes, and can be

changed by settingthet i meout attribute value.

Thetime-out valueis specified using the syntax for the XML fb: duration datatype. The syntax ishours, minutes
and seconds, or minutes and seconds or just seconds. E.g. 5: 00.

To set a user's time-out in the user interface, tick the checkbox next to t i meout , and enter a value in the

format described above.

Setting atimeout to O means unlimited and shoud! obviously be used with care.

4.1.4. Restricting user logins

4.1.4.1. Restrict by IP address

Y ou can restrict logins by agiven user to be allowed only from specific | P addresses, usingtheal | owattribute.
Thisrestriction isper-user, and isdistinct from, and appliesin addition to, any restrictions specified on either the
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web or telnet (for command line interface access) services (see Section 13.3 and Section 13.4), or any firewall
rules that affect web or telnet access to the FB2500 itself.

4.1.4.2. Logged in IP address

The FireBrick alows a general definition of IP groups which allow a name to be used in place of a range of
IP addresses. This is a very general mechanism that can be used for single IP addresses or groups of ranges
IPs, e.g. admin-machines may be alist or range of the |P addresses from which you want to allow some access.
The feature can aso be useful even where only one IP is in the group just to give the IP a meaningful name
inan access list.

These named | P groups can be used in the allow list for auser login, along with specific | P addresses or ranges
if needed.

However, IP groups can also list one or more user names and implicitely include the current IP address from
which those users are logged in to the web interface. This can be useful for firewall rules where you may have
tolog in to the FireBrick, even asa NOBODY level user, just to get your |P addressin an access list to allow
further access to a network from that | P.

4.1.4.3. Restrict by profile

By specifying a profile name using the pr of i | e attribute, you can allow logins by the user only when the
profile is in the Active state (see Chapter 9). You can use this to, for example, restrict logins to be allowed
only during certain times of the day, or you can effectively suspend a user account by specifying an always-
Inactive profile.

4.1.5. One Time Password

Under the main config menu you will find an option to set up OTP (One Time Password). This alows details
of aOATH one time password such as a keyring OATN device, or an app on a mobile phone. The device/app
provides a series of digits which change automatically.

To set up an OATH device you will need to know a key, which is along string of random hexadecimal digits.
Some apps can provide arandom key for you to copy/paste in to the set up page. If you have meansto generate
a suitably long random hex string you could enter in to the device settings and the setup page. Aslong as the
key matches then the AOTH device should work. For a pysical OATH device the key is pre-set and supplied
with the device. The key needs to be secret.

In order to link the OATH settings to a user you need aserial number. Thisisjust astring of characters. If you
have a physical OATH device then it is likely to have a serial number on it. If using an app on a phone you
could make the serial number that of the phone, or just "fred'siphone" or some such.

Y ou will aso haveto specify if the OATH device usestime or event coding. For time based you need to say the
time interval, e.g. 30 or 60 seconds. Time based tokens change automatically on time, but event based tokens
change every time you use them. If using the same device for more than one FireBrick then you should use
time based as the event based devices use up the codes when accessing one FireBrick and so can become out
of sync when going back to another FireBrick later. A time based device cannot get out of sync like that. You
also have to say how many digits are used. A common setting is time based, 60 seconds, and 6 digits.

As part of the set up you will ahve to enter a sequence of three codes. For time based tokens you have to wait
for the next code. Do not leave any out, put exactly three codes in order. If the details are al correct then the
FireBrick confirms the token is loaded. Y ou cannot then access the details of the token, they are secret. You
can load many different tokens with different serial numbers.

Finally, to associate an OATH device with a user login, put the serial number in the otp setting for the user.
This then means that all logins with that username require the sequence of digits at the start of the password.
You can, in such cases, leave the password blank if you only want to use the digits to log in, but this is not
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recommended. The password as typed is the sequence of digits immediately follwoed by the password you
have set for the user. Once a sequence is used, it cannot be re-used, so if you login, logout, and login again
trying the same code, it will not work and you have to wait for (or request) a new code.

4.2. General System settings

The syst emtop-level object can specify attributes that control general, global system settings. The available
attributes are described in the following sections, and can be configured in the User Interface by choosing the
"Setup" category, then clicking the "Edit" link under the heading " System settings'.

The software auto upgrade process is controlled by syst em objects attributes - these are described in
Section 4.3.3.2.

4.2.1. System name (hostname)

The system name, also called the hosthame, is used in various aspects of the FB2500's functions, and so we
recommend you set the hostname to something appropriate for your network.

The hostname is set using the nane attribute.

4.2.2. Administrative details

The attributes shown in Table 4.3 allow you to specify general administrative details about the unit :-

Table 4.3. General administrative details attributes

Attribute Purpose

commrent General comment field

cont act Contact name

intro Text that appears on the 'home' page - the home page

isthefirst page you see after logging in to the FB2500.
Thistext isaso displayed immediately after you login
to a command-line session.

| ocation Physical location description

4.2.3. System-level event logging control

Thel og and | og-. . . attributes control logging of events related to the operation of the system itself. For
details on event logging, please refer to Chapter 5, and for details on the logging control attributeson syst em
object, please refer to Section 5.7.

4.2.4. Home page web links

The home page is the first page you see after logging in to the FB2500, or when you click the Home main-
menu item. The home page displays the system name, and, if defined, the text specified by thei nt r o attribute
on the syst emobject.

Additionally, you can define one or more web linksto appear on the home page. Thesearedefined using | i nk
objects, which are child objects of the syst emobject.

To make ausable link, you must specify the following two attributes on thel i nk object :-

» text :thetext displayed as a hyperlink
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e url :link destination URL

Additionally, you can name a link, specify a comment, and make the presence of the link on the home page
conditiona on aprofile.

4.2.5. Password hashing

The user settings on the firebrick have password control (aswell as optional OATH one time pad restrictions).
In the config this is entered as a simple password, but when accessed you will see that the password has been
replaced with a hash.

The FireBrick supports a number of hash functions for passwords, but on any successful login may change the
in-memoty config to use the current preferred password hash function. Thisisdoneif avery old hash is being
used. Thisis not automatically saved, but any view/edit of the config will see the new hash and on save will
record the new hash. This allows FireBrick to more to more secure password hash functions in future whilst
maintaining backward compatibility.

If making a config file independantly you can generate the hashes yourself in most cases. The supported hash
codings ar as follows. For salted hashes, the salt is the additional bytes after the number of bytes for the hash.

» FB105#{10 bytes of hex]: A legacy for the old FB105 password hashing, used by the FB105 conversion tool.

» MD5#[16 to 19 bytes of hex]: The first 16 bytes are an MD5 hash of the password appended with up to 3
bytes of salt.

* SHA1#[20 to 31 bytes of hex]: The first 20 bytes are an SHA1 hash of the password appended with up to
11 bytes of salt.

» SHA256#[32 to 47 bytes of hex]: The first 32 bytes are an SHA256 hash of the password appended with
up to 15 bytes of salt.

The preferred hasis SHA256 with 15 bytes of salt.

4.3. Software Upgrades

FB2500 users benefit from FireBrick's pro-active software development process, which delivers fast fixes of
important bugs, and implementation of many customer enhancement requests and suggestionsfor improvement.
Asamatter of policy, FireBrick software upgrades are always free to download for al FireBrick customers.

To complement the responsive UK-based development process, the FB2500 is capable of downloading and
installing new software directly from Firebrick's servers, providing the unit has Internet access.

This Internet-based upgrade process can be initiated manually (refer to Section 4.3.3.1), or the FB2500 can
download and install new software automatically, without user intervention.

If the unit you want to upgrade does not have Internet access, then new software can be uploaded to the unit
viaaweb browser instead - see Section 4.3.4.

Caution

Software upgrades are best done using the Internet-based upgrade process if possible - this ensures
the changes introduced by Breakpoint rel eases are automatically accounted for (see Section 4.3.1.1)

Software upgrades will trigger an automatic reboot of your FB2500 - this will cause an outage in routing,
and can cause connections that are using NAT to drop. However, the FB2500 reboots very quickly, and in
many cases, users will be generally unaware of the event. Y ou can also use a profile to restrict when software
upgrades may occur - for example, you could ensure they are always done over night. The reboot will close
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all L2TP connections first. The reboot will close all BGP sessions first. The reboot will wait for all Vol P calls
to complete before rebooting.

4.3.1. Software release types

There are three types of software release : factory, beta and apha. For full details on the differences
between these software releases, refer to the FB2500 software downloads website [ http://www.firebrick.co.uk/
software.php?PRODUCT=2500] - please follow the 'read the instructions' link that you will find just above
thelist of software versions.

Note

In order to be able to run alpha releases, your FB2500 must be enabled to run apha software - this
is done by changing the entry in the FireBrick capabilities database (hosted on FireBrick company
servers) for your specific FB2500, as identified by the unit's Serial Number. Normally your FB2500
will be running factory or possibly beta software, with apha software only used under advice and
guidance of support personnel while investigating/fixing possible bugs or performance issues. You
can see whether your FB2500 is able to run alpha releases by viewing the main Status page (click the
Status main menu-item), and look for the row labelled "Allowed" - if the text shows "Alpha builds
(for testing)" then your FB2500 can run a pha releases.

4.3.1.1. Breakpoint releases

Occasionally, a software release will introduce a change to the object mode that means the way specific
functionality is configured in XML also changes - for example an attribute may have been deprecated, and
areplacement attribute should be used instead. A release where such an change has been made, and existing
configurations will need modifying, are termed Breakpoint software rel eases.

Breakpoint releases are special as they are able to automatically update an existing configuration - used with
the previous software rel ease - so that it is compatible with the new release, and functionality isretained where-
ever possible.

When using the Internet-based upgrade process, the FB2500 will always upgrade to the next available
breakpoint version first, so that the configuration is updated appropriately. If your current software version is
several breakpoint releases behind the latest version, the upgrade process will be repeated for each breakpoint
release, and then to the latest version if that islater than the latest breakpoint release.

On the FB2500 software downloads website, breakpoint releases are labelled [ Br eakpoi nt ] immediately
under the version number.

Note

If you have saved copiesof configurationsfor back-up purposes, awaysre-saveacopy after upgrading
to abreakpoint issue. If you use automated methods to configure your FB2500, check documentation
to see whether those methods need updating.

4.3.2. Identifying current software version

The current software version is displayed on the main Status page, shown when you click the Status main
menu-item itself (i.e. not a submenu item). The main software application version is shown next to the word
"Software", e.g. :-

Sof t war e FB2700 Hermia (V1.07.001 2011-11-15T10: 22: 48)

The software version is also displayed in the right hand side of the 'footer' area of each web page, and is shown
immediately after you login to a command-line on.
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4.3.3. Internet-based upgrade process

Note

'Out of the box' the FB2500 is configured to automatically download and install new factory releases.
Thisis a safe option, and we expect many users to be happy with this - however, if you would prefer,
this process can be disabled - refer to Section 4.3.3.2.

If automatic installs are allowed, the FB2500 will check for new software on boot up and approximately every
24 hours thereafter - your FB2500 should therefore pick up new software at most ~ 24 hours after it isreleased.
Y ou can chooseto allow thisprocessto install only new factory-rel eases, factory or betarel eases, or any release,
which then includes al pha releases (if your FB2500 is enabled for al pha software - see Section 4.3.1) - refer to
Section 4.3.3.2 for details on how to configure auto upgrades.

Caution
Alpha releases may be unstable, and so we do not generally recommend setting your FB2500 to
automatically install alphareleases.

4.3.3.1. Manually initiating upgrades
Whenever you browse to the main Status page, the FB2500 checks whether there is newer software available,

given the current software version in use, and whether alphareleases are allowed. If new software is available,
you will be informed of this as shown in Figure 4.2 :-

Figure 4.2. Softwar e upgrade available notification

Upgrade This FireBrick automatically upgrades to new factory releases

Software upgrade: Upgrade available

1 « A ®"FireBrick” is a registered trademark of FireBrick Ltd, Copyright © 2009-11 FireBrick Lid. All Rights Reserved.

To see what new softwareis available, click on the "Upgrade available" link. Thiswill take you to a page that
will show Release notesthat are applicabl e given your current software version, and thelatest version available.
On that page thereisan "Upgrade” button which will begin the software upgrade process.

4.3.3.2. Controlling automatic software updates

There are two attributes on the syst emobject (see Section 4.2) that affect the automatic software upgrade
process :-

Table 4.4. Attributes controlling auto-upgrades

Attribute Description

Sw- updat e Controls what types of software releases the auto-
upgrade process will download/install. This attribute
can a'so be used to disable the auto-upgrade process -
usethevalueof f al se to achieve this.

« fal se : Disables auto upgrades

« factory : Only download/install factory releases
- thisisthe default if the attribute is not specified

* bet a : Download/install factory or beta releases
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« al pha : Download/install factory, beta or alpha
releases

sw updat e-profile Specifies the name of a profile to use to control when
software upgrades are attempted (see Chapter 9 for
details on profiles).

The current setting of sw- updat e (in descriptive form) can be seen on the main Status page, adjacent to the
word "Upgrade”, asshown in Figure4.2 (in that example, sw updat e issetto, orisdefaultingto, f act or y).

4.3.4. Manual upgrade

This method is entirely manual, in the sense that the brick itself does not download new software from the
FireBrick servers, and responsibilty for loading breakpoint releases as required lies with the user.

In order to do this, you will first need to download the required software image file (which has the file
extension . i ng) from the FB2500 software downloads website [http://ww.firebrick.co.uk/software.php?
PRODUCT=2500] onto your PC.

The next step is the same as you would perform when manually-initiating an Internet-based upgrade i.e. you
should browse to the main Status page, where, if there is new software is available, you will be informed of
this as shown in Figure 4.2.

Thisstepisnecessary since the manual upgrade feature currently sharesthe page used for Internet-based manual
upgrades, which is reached by clicking "Upgrade available" link. After clicking this link, you will find the
manual upgrade method at the bottom of the page, as shownin Figure 4.3 :-

Figure 4.3. Manual Software upload

Manual software upload

Browse... Send new code

Use this to upgrade software for the boot loader or main application as required. Tick the box to force a reboot once new software is loaded.

4.4. Boot Process

The FB2500 contains internal Flash memory storage that holds two types of software :-
» main application software (generally referred to as the app)
 abootloader - runsimmediately on power-up, initialises system, and then loads the app

It is possible for only one of these types of software, or neither of them, to be present in the Flash, but when
shipped from the factory the unit will contain a bootloader and the latest factory-release application software.
The FB2500 can store multiple app software images in the Flash, and this is used with an automatic fall-back
mechanism - if a new software image proves unreliable, it is'demoted’, and the unit falls back to running older
software. Theshow fl ash cont ent s CLI command can be used to see what is stored in the Flash - see
Appendix |.

4.4.1. LED indications

4.4.1.1. Power LED status indications

The green power LED has three defined states, as shown in Table 4.5 below :-

Table 4.5. Power LED statusindications

Indication Status
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Off No AC power applied to unit (or possibly hardware
fault)

Flashing with approximately 1 second period Bootloader running / waiting for network connection

On Main application software running

After power-up, the normal power LED indication sequence is therefore to go through the ~1 second period
flashing phase, and then - if at least one Ethernet port is connected to an active device - change to solid once
the app is running.

From power-up, a FB2500 will normally boot and be operational in under five seconds.

4.4.1.2. Port LEDs

Whilst the bootloader is waiting for an active Ethernet connection, the green and yellow LEDs built into the
physical port connectors flash in a continual |eft-to-right then right-to-left sequence. The port LEDs on the
panel on the opposite side to the physical ports aso flash, in a clock-wise sequence.

Note

The same port LED flashing sequences are observed if the app is running and none of the Ethernet
ports are connected to an active link-partner. Note that the app continues to run, and the power LED
will still be on solid.

When connected to an active link-partner, these flashing sequences will stop and the port LEDs will start
indicating physical port status, with various status indications possible, controllable via the configuration (see
Section 6.4).
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5.1. Overview

Many events in the operation of the FireBrick create alog entry. These are aone-line string of text saying what
happened. This could be normal events such as someone logging in to the web interface, or unusual events such
as awrong password used, or DHCP not being able to find any free addresses to allocate.

5.1.1. Log targets

A log target isanamed destination (initially internal to the FB2500) for log entries - you can have multiplelog
targets set up which you can use to separate out log event messages according to some criteria - for example,
you could log all firewalling related log eventsto alog target specifically for that purpose. This makesit easier
to locate events you are looking for, and helps you keep each log target uncluttered with un-related log events
- thisis particularly important when when you are logging alot of things very quickly.

A log target is defined using al og top-level object - when using the web User Interface, these objects arein
the "Setup" category, under the heading "L og target controls".

Every log entry is put in a buffer in RAM, which only holds a certain number of log entries (typically around
1MB of text) - once the buffer is full, the oldest entries are lost as new ones arrive. Since the buffer is stored
in volatile memory (RAM), buffer contents are lost on reboot or power failure.

This buffer can be viewed viathe web interface or command line which can show the history in the buffer and
thenfollowtheloginreal time (even when viewing viaaweb browser, with some exceptions- see Section 5.6.1).

In some cases it is essential to ensure logged events can be viewed even after a power failure. You can flag a
log target to log to the non-volatile Flash memory within the FB2500, where it will remain stored even after a
power failure. Y ou should read Section 5.5 before deciding to log eventsto Flash memory.

Each log target has various attributes and child objects defining what happens to log entries to this target.
However, in the simplest case, where you do not require non-volatile storage, or external logging (see
Section 5.3), the log object will only need a nanre attribute, and will have no child objects. In XML this will
look something like :-

<l og nane="ny_| og"/ >

5.1.1.1. Logging to Flash memory

The internal Flash memory logging system is separate from the external logging. It applies if the log target
object hasf| ash="t rue". It causes each log entry to be written to the internal non-volatile Flash log as
itiscreated.

Theflash logisintended for urgent permanent system information only, and isvisibleusingtheshow f | ash
| og CLI command (see Appendix | for details on using this command). Chapter 20 coversthe CLI in general.

Caution

Flash logging slows down the system considerably - only enable Flash logging where absolutely
necessary.

Theflash log does have alimit on how much it can hold, but it is many thousands of entries so thisisrarely an
issue. Oldest entries are automatically discarded when there is no space.
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5.1.1.2. Logging to the Console

The consoleisthe command line environment described in Chapter 20. Y ou can causelog entriesto be displayed
as soon as possible on the console (assuming an active console session) by setting consol e="true" on
the log target.

Y ou can stop the console logging with t r of f command or restart it with t r on command.

5.2. Enabling logging

Event logging is enabled by setting one of the attributes shown in Table 5.1 on the appropriate object(s) in the
configuration, which depends on what event(s) you are interested in. The attribute value specifies the name
of the log target to send the event message to. The events that cause a log entry will naturally depend on the
object on which you enable logging. Some objects have additional attributes such as| og- er r or for unusual
events, and | og- debug for extra detail.

Tableb5.1. Logging attributes

Attribute Event types

| og Thisisnormal events. Notethat if | og- err or isnot
set then thisincludes errors.

| og-error Thisiswhen things happen that should not. It could be

something as simple as bad login on telnet. Note that
if | og-error isnotsetbutl ogissetthenerrorsare
logged to the log target by default.

| og- debug This is extra detail and is normally only used when
diagnosing a problem. Debug logging can be a lot of
information, for example, in some caseswhol e packets
are logged (e.g. PPP). It is generaly best only to use
debug logging when needed.

5.3. Logging to external destinations

Entries in the buffer can also be sent on to external destinations, such as via email or syslog. Support for
triggering SNM P traps may be provided in a future software release.

Y ou can set these differently for each log target. There isinevitably a slight lag between the event happening
and the log message being sent on, and in some cases, such as email, you can deliberately delay the sending
of logs to avoid getting an excessive number of emails.

If an external logging system cannot keep up with the rate logs are generated then log entries can be lost. The
fastest type of external logging is using syslog which should manage to keep up in pretty much all cases.

5.3.1. Syslog

The FB2500 supports sending of log entries across anetwork to asyslog server. Syslog isdescribed in RFC5424
[http://tool s.ietf.org/html/rfc5424], and the FB2500 includes mi crosecond resol ution time stamps, the hostname
(from system settings) and a module name in entries sent via syslog. Syslog logging is very quick as there
is no reply, and syslog servers can be easily setup on most operating systems, particularly Unix-like systems
such as Linux.

Note

Older syslog serverswill typically show time and hostname twice, and will need upgrading.
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The module name refers to which part of the system caused the log entry, and is also shown in all other types
of logging such as web and console.

To enable log messages to be sent to a syslog server, you need to create asys| og object that isa child of the
log target (I og) object. You must then specify the DNS name or |P address of your syslog server by setting
theser ver attribute on the sysl og object. You can also set the facility and/or severity values using these
attributes :-

« facility :the'facility'tobeusedinthesyslog messages- when syslog entriesare generated by subsystems
or processes in a general-purpose operating system, the facility typicaly identifies the message source ;
where the commonly used facility identifiers are not suitable, the "local0" thru "local 7" identifiers can be
used. If thef aci | i ty attributeisnot set, it defaultsto LOCALO

e severity :theseverity valueto be used in the syslog messages- if not set, the severity defaultsto NOTI CE

The FB2500 normally uses the 'standard' syslog port number of 514, but if necessary, you can change this by
setting the por t  attribute value.

5.3.2. Emall

Y ou can cause logsto be sent by e-mail by creatinganemai | object that isachild of thelogtarget (I og) object.

An important aspect of emailed logs is that they have a delay and a hold-off. The delay means that the email
is not sent immediately because often a cluster of events happen over a short period and it is sensible to wait
for several log lines for an event before e-mailing.

The hold-off period is the time that the FB2500 waits after sending an e-mail, before sending another. Having
a hold-off period means you don't get an excessive number of e-mails ; since the logging system is initially
storing event messagesin RAM, the e-mail that is sent after the hold-off period will contain any messages that
were generated during the hold-off period.

The following aspects of the e-mail process can be configured :-

 subject : you can either specify the subject, by setting the subj ect attribute value, or you can alow the
FB2500 to create a subject based on the first line of the log message

» e-mail addresses : as to be expected, you must specify atarget e-mail address, using thet o attribute. You
can optionally specify a From: address, by setting thef r omatttribute, or you can allow the FB2500 to create
an address based on the unit's serial number

* outgoing mail server : the FB2500 normally sends e-mail directly to the Mail eXchanger (MX) host for the
domain, but you can optionally specify an outgoing mail server (‘smart host') to use instead, by setting the
server atribute

e SMTP port number : the FB2500 defaults to using TCP port 25 to perform the SMTP mail transfer, but if
necessary you can set the por t attribute to specify which port number to use

* retry delay : if an attempt to send the e-mail fails, the FB2500 will wait before re-trying ; the default wait
period is 10 minutes, but you can change this by setting ther et r y attribute

An example of asimple log target with e-mailing is available in a factory reset configuration - the associated
XML is shown below, from which you can see that in many cases, you only need to specify thet o attribute
(theconmrent attributeis an optional, general comment field) :-

<l og nane="fb- support"
conment ="Log target for sending logs to FireBrick support teant>
<emai | to="crashlog@irebrick.ltd. uk"
coment ="Crash logs enmailed to FireBrick Support teant/>
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</l og>

A profile can be used to stop emails at certain times, and when the email logging is back on an active profile
it triesto catch up any entries still in the RAM buffer if possible.

5.3.2.1. E-mail process logging

Since the process of e-mailing can itself encounter problems, it is possible to request that the process itself be
logged via the usual log target mechanism. This is done by specifying one or more of thel og, | og- debug
and | og- error attributes.

Note

We recommend that you avoid setting these attributes such that specify the log-target containing the
emai | object, otherwise you arelikely to continually receive e-mails as each previous e-mail process
log will trigger another e-mail - the hold-off will limit the rate of these mails though.

5.4. Factory reset configuration log targets

A factory reset configuration has a log target named def aul t , which only logs to RAM. Provided this log
target has not been deleted, you can therefore simply set | og="def aul t" on any appropriate object to
immediately enable logging to this ‘default’ 1og target, which can then be viewed from the web User Interface
or viathe CLI.

A factory reset configuration also has a log target named f b- support which is referenced by the | og-

pani c attribute of the syst emobject (see Section 5.7). This allows the FireBrick to automatically email the
support team if thereis a panic (crash) - you can, of course, change or delete thisif you prefer.

Caution

Please only set thingstologto f b- support if requested by support staff.

5.5. Performance

TheFireBrick canlog alot of information, and adding logs can causes thingsto slow down alittle. The controls
in the config allow you to say what you log in some detail. However, logging to flash will always slow things
down alot and should only be used where absolutely necessary.

5.6. Viewing logs

5.6.1. Viewing logs in the User Interface

To view alog in the web User Interface, select the "Log" item in the "Status" menu. Then select which log
target to view by clicking the appropriate link. Y ou can aso view a 'pseudo’ log target "All" which shows log
event messages sent to any log target.

The web page then continues showing log events on the web page in real timei.e. as they happen.

Note

Thisis an "open ended" web page which has been known to upset some browsers, but this is rare.
However it does not usually work with any sort of web proxy which expectsthe pageto actually finish.
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All log targets can be viewed viatheweb User Interface, regardless of whether they specify any external logging
(or logging to Flash memory).

5.6.2. Viewing logs in the CLI environment

The command line allows logs to be viewed, and you can select which log target, or all targets. The logging
continues on screen until you press akey such as RETURN.

In addition, anything set to log to consol e shows anyway (see Section 5.1.1.2), unless disabled with thet r of f
command.

5.7. System-event logging

Some aspects of the operation of the overall system have associated events and messages that can be logged.
Logging of such eventsis enabled viathe syst emabject attributes shown in Table 5.2 below :-

Table5.2. System-Event L ogging attributes

syst emaobject attribute Event types

I og General system events.

| og- debug System debug messages.

| og-error System error messages.

| og-eth General Ethernet hardware messages.
| og- et h-debug Ethernet hardware debug messages.

| og-eth-error Ethernet hardware error messages.

| og- pani c System Panic events.

| og-stats "One second stats' messages

Specifying system event logging attributes is usually only necessary when diagnosing problems with the
FB2500, and will typically be done under guidance from support staff. For example, | og- st at s causes a
log message to be generated every second containing some key system statistics and state information, which
are useful for debugging.

Notethat there are some system events, such as startup and shutdown, which are alwayslogged to all log targets,
and to the console and flash by default, regardless of these logging attributes.

5.8. Using Profiles

The log target itself can have a profile which stops logging happening when the profileis disabled. Also, each
of the external logging entries can have a profile. Some types of logging will catch up when their profile comes
back on (e.g. email) but most are immediate (such as syslog and SMS) and will drop any entries when disabled
by an Inactive profile.




Chapter 6. Interfaces and Subnets

This chapter covers the setup of Ethernet interfaces and the definition of subnets that are present on those
interfaces.

For information about other types of 'interfaces, refer to the following chapters :-
* Point-to-Point Protocol over Ethernet (PPPoE) - Chapter 11

e Tunnds, including FB105 tunnels - Chapter 12

6.1. Relationship between Interfaces and
Physical Ports

The FB2500 features four Gigabit Ethernet (1Gb/s) ports that can also operate at 10M b/s and 100Mb/s speeds.
Auto-negotiation of link speed is enabled by default, so when connected to auto-negotation capabl e equipment,
the ports operate at the highest speed that both ends of the link can run at. In some situations, auto-negotiation
is not supported by connected equipment, and so the FB2500 provides control of port behaviour to allow the
port to work with such equipment.

Each port features a green and amber LED, the functions of which can be chosen from a range of options
indicating link speed and/or traffic activity.

The exact function of the portsis flexible, and controlled by the configuration of the FB2500.

6.1.1. Port groups

Up to four port groups can be defined, with each group comprising a set of one or more physical ports that
doesn't overlap with any other group. The ports within the group work as a conventional Ethernet switch,
directly transferring traffic at wire-speed that is destined for aMAC address that is present on one of the other
portsin the group.

The port group has a trunk setting which defaults to being false. When only one port isin the group it makes
no difference how thisis set. With more than one port, when trunk is false, the ports work as a switch, passing
traffic directly at gigabit speeds between the physical ports. With more than one port, when trunk is true, the
ports work as a link aggregation trunk and not as a switch. There is no option for some portsin a group to be
trunked and switched to other ports.

When using a trunked port group, the ports normally use and required LACP to a suitably configured switch.
Only when the LACP confirms the correct config is the trunk set up. Until them the first active port is used
on its own. If you do not wish to use LACP for the trunk (static config) you can edit the individual ethernet
port settings to set lacp to false. If lacp mode is not set then it is assumed to be active for trunked ports, and
passive for non trunked ports.

6.1.2. Interfaces

In the FB2500, an interface is a logical equivalent of a physical Ethernet interface adapter. Each interface
normally existsin adistinct broadcast domain, and is associated with at most one port group.

Each port group, which could be asingle port, can operate simply as an interface with no VLANS, or can have
one or more tagged VLANSs which are treated as separate logical interfaces. Using VLAN tags and a VLAN
capable switch you can effectively increase the number of physical ports.

If you are unfamiliar with VVLANSs or the concept of broadcast domains, Appendix D containsabrief overview.
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By combining the FB2500 with a VLAN capable switch, using only a single physical connection between the
switch and the FB2500, you can effectively expand the number of distinct physical interfaces, with the upper
limit on number being determined by switch capabilities, or by inherent IEEE 802.1Q VLAN or FB2500 MAC
address block size. An example of such a configuration is a multi-tenant serviced-office environment, where
the FB2500 acts as an Internet access router for anumber of tenants, firewalling between tenant networks, and
maybe providing access to shared resources such as printers.

6.2. Defining port groups

Port groups come under the Interface category in the top-level icons. Under the section headed " Port grouping
and naming", you will seethelist of existing port groups - port group objects (por t ) are top-level objects. An
Add link will also be present if it is possible to add extra groups.

Each group is given a user-defined name, which is used to refer to the group in any interface definitions.

To create anew group, click on the Add link to take you to a simple page where you specify the name of the
group, and select one or more physical portsto belong to the group. To select more than one physical port, hold
down the Ctrl key whilst clicking on a port number to toggle it between selected and unselected. An optional
comment can also be specified for the group, which may be useful to act as a memory jogger for the purpose
of the port group.

Editing an existing group works similarly - click the Edit link next to the group you want to modify.
The per port ethernet settings also control if LACP and LLDP packets are sent, or not.

The example XML below shows three port groups :-

<config ...>

<port nanme="WAN"

ports="1"/>
<port nanme="ADM N'
ports="2"/>

<port nanme="LAN'
ports="3 4"/ >

</ config>

Inthisexample, "WAN" and"ADMIN" groups consistsof asingle port each, physical ports1and 2 respectively.
The "LAN" group consists of two physical ports, numbers 3 and 4. Ports 3 and 4 are members of a single
layer 2 broadcast domain, and are equivalent in function in terms of communication between the FB2500 and
another device.

6.3. Defining an interface

To create or edit interfaces, select the Interface category in the top-level icons - under the section headed
"Ethernet interface (port-group/vlan) and subnets’, you will see the list of existing i nt er f ace top-level
objects (if any), and an "Add" link.

The primary attributes that define an interface are the name of the physical port group it uses, an optional
VLAN ID, and an optional name. If the VLAN ID isnot specified, it defaultsto "0" which means only untagged
packets will be received by the interface.

To create a new interface, click on the Add link to take you to a new interface defintion. Select one of the
defined port groups. If the interface isto exist in a VLAN, tick the vl an checkbox and enter the VLAN ID
in the text field.
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Editing an existing interface works similarly - click the Edit link next to the interface you want to modify.
Ani nt er f ace object can have the following child objects :-

» One or more subnet definition objects

» Zero or more DHCP server settings objects

» Zero or more Virtual Router Redundancy Protocol (VRRP) settings objects (refer to Chapter 15)

6.3.1. Defining subnets

Each interface can have one or more subnets definitions associated with it. The ability to specify multiple
subnets on an interface can be used where it is necessary to communicate with devices on two different subnets
and it is acceptabl e that the subnets exist in the same broadcast domain. For example, it may not be possible to
reassign machine addressesto form asingle subnet, but the machines do not require firewalling from each other.

Note

As discussed in Section 6.1, an interface is associated with a broadcast domain ; therefore multiple
subnets existing in a single broadcast domain are not 'isolated' (at layer 2) from each other. Effective
firewalling (at layer 3) cannot be established between such subnets ; to achieve that, subnets need to
exist in different broadcast domains, and thus be on different interfaces. An example of thisisseenin
the factory default configuration, which has two interfaces, "WAN" and "LAN", allowing firewalling
of the LAN from the Internet.

Y ou may also have both IPv4 and 1Pv6 subnets on an interface where you are also using 1Pv6 networking.

The primary attributes that define a subnet are the | P address range of the subnet, the | P address of the FB2500
itself on that subnet, and an optional name.

The P address and address-range are expressed together using CIDR notation - if you are not familiar with this
notation, please refer to Appendix B for an overview.

To create or edit subnets, select the Interface category in the top-level icons, then click Edit next to the
appropriate interface - under the section headed "1P subnet on the interface”, you will see the list of existing
subnet child objects (if any), and an "Add" link.

Note

In a factory reset configuration, there are two temporary subnets defined on the "LAN" interface :
2001: DB8: : 1/ 64 and 10. 0. 0. 1/ 24. These subnet definitions provide a default | P address that
the FB2500 can initially be accessed on, regardless of whether the FB2500 has been able to obtain an
address from an existing DHCP server on the network. Once you have added new subnets to suit your
requirements, and tested that they work as expected, these temporary definitions should be removed.

To create a new subnet, click on the Add link to take you to a new subnet object defintion. Tick thei p
checkbox, and enter the appropriate CIDR notation.

Editing an existing subnet works similarly - click the Edit link next to the subnet you want to modify.

The FB2500 can perform conventional Network Address Tranglation (NAT) for network connections/ flows
originating from all machines on asubnet (for example, one using RFC1918 private | P address space) by setting
thenat attribute onthe subnet object.

Tip

Behind the scenes, activation of NAT is on a 'per-session’ basis, and the nat attribute on a subnet
is really a shortcut for a session-rule using the set - nat attribute. If you wish to learn more about
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sessions and session-tracking, please refer to Chapter 7. If you have any need for firewalling, you'll
need to refer to that chapter in due course anyway.

6.3.1.1. Source filtering

Theinterface hasan optionto sour ce-fi | t er traffic received from the interface. This means checking the
source | P of al traffic that arrives.

Setting sourcefiltering to t r ue will only allow |Ps that would be routed back down that interface. That isthe
most restrictive setting, and can be useful for restricting customer connections to only originate traffic from
their assigned | P addresses.

Setting source filtering to bl ackhol e is less restrictive. It alows |Ps to which there is a valid route even
if to a different interface. If the IP is routed to a black hole or a dead end or not in the routing table then it
is not accepted.

Tip

The routing look up to check the source IP is normally done in the routing table of the interface.
However, it is possible to set asour ce-filter-tabl e which alows the check to be done in
adifferent routing table. This usually only makes sense when used with the bl ackhol e option. It
allows a separate routing table to be used to define source filtering explicitly if needed.

Note

Link local IPv6 addresses starting FE80 are always allowed, asisthe 0.0.0.0 null IP for DHCP usage.
I Pv6 addresses within 2002::/16 are treated as the embedded | Pv4 address for filtering checks.

Obvioudly, having a firewall setting allows much more control over source address checking. These options
are independant of firewall rules and mainly applicable to devices where firewalling is not available.

6.3.1.2. Using DHCP to configure a subnet

Y ou can create asubnet that is configured viaDHCP by clearing thei p checkbox - the absence of an | P address/
prefix specification causes the FB2500 to attempt to obtain an address from a DHCP server (which must be
in the same broadcast domain). It may help to use the Comment field to note that the subnet is configured via
DHCP.

Initssimplest form, a DHCP configured subnet is created by the following XML :- <subnet />

Tip
It is possible to specify multiple DHCP client subnetslike this, and the FB2500 will reserve aseparate

MAC addressfor each. Thisallowsthe FB2500 to aquire multiple independant | P addresses by DHCP
on the same interface if required.

6.3.2. Setting up DHCP server parameters

The FB2500 can act asaDHCP server to dynamically allocate | P addressesto clients. Optionally, the allocation
can be accompanied by information such as alist of DNS resolvers that the client should use.

Since the DHCP behaviour needs to be defined for each interface (specifically, each broadcast domain), the
behaviour is controlled by one or more dhcp objects, which are children of ani nt er f ace object.

Address allocations are made from a pool of addresses - the pool is either explicitly defined using the i p
attribute, or if i p isnot specified, it consists of all addresses on theinterface, i.e. from all subnetsbut excluding
network or broadcast addresses, or any addresses that the FB2500 has seen ARP responses for (eg addresses
already in use, perhaps through a device configured with afixed static address).

The XML below shows an example of an explicitly-specified DHCP pool :
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<interface ...>
<dhcp name="LAN'
i p="172. 30. 16. 50- 80"
| og="defaul t"/>

</interface>

Tip

When specifying an explicit range of I1P addresses, if you start at the network then the FB2500 will
allocate that address. Not all devices cope with thisso it isrecommended that an explicit rangeisused,
eg.192. 168. 1. 100- 199. You do not, however, have to be careful of either the FireBrick's own
addresses or subnet broadcast addresses as they are automatically excluded. When using the default
(0.0.0.0/0) range network addresses are aso omitted, as are any other addresses not within a subnet
on the same interface.

Every allocation made by the DHCP server built-in to the FB2500 is stored in non-volatile memory, and will
survive power-cycling and/or rebooting. The allocations can be seen using the "DHCP" item in the "Status’
menu, or using theshow dhcp CLI command.

If a client does not request renewal of the lease before it expires, the alocation entry will show "expired”.
Expired entries remain stored, and are used to lease the same | P address again if the same client (asidentified
by its MAC address) requests an | P address. However, if anew MAC address requests an all ocation, and there
are no available IPs (excluding expired allocations) in the allocation pool, then the oldest expired allocation
IP addressis reused for the new client.

6.3.2.1. Fixed/Static DHCP allocations

'Fixed' (or 'static') allocations can be achieved by creating a separate dhc p object for each such allocation, and
specifying the client MAC addressviathe mac attribute, or the client nameusingthecl i ent - nane attribute.

The XML below shows an example of afixed allocation. Note the MAC addressis written without any colons,
and is therefore a string of twelve hexadecimal digits (48 bits). This allocation also supplies DNS resolver
information to the client.

<interface ...>

<dhcp nanme="1 apt op"
i p="81.187. 96. 81"
mac="0090F59E4F12"
dns="81.187.42. 42 81.187. 96. 96"
| og="defaul t"/>

</interface>

Tip

If you are setting up a static allocation, but your client has already obtained an address (from your
FB2500) from a pool, you will need to clear the existing allocation and then force the client to issue
anew DHCP request (e.g. unplug the ethernet cable, do a software ‘repair connection' procedure or
similar). Seetheshow dhcp andcl ear dhcp CLI commandsin Appendix | for details on how
to clear the alocation. Chapter 20 coversthe CLI in general.

Y ou can also lock an existing dynamic allocation to prevent it being re-used for adifferent MAC address even
if it has expired.
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6.3.2.2. Restricted allocations

You can restrict a pool to apply only to devices with specific MAC addresses, client names or vendor class
names using the mac, cl i ent - nanme and cl ass attributes on the dhcp object. The client and class names
can be specified using wildcard strings, where the characters ** and *? stand for any run of characters, and any
single character, respectively. The value specified for the nac attribute can be alist of partial MAC addresses,
where each item can be less than a full 6-byte address. Any device whose MAC's leading bytes match one of
the items in the mac list is acceptable. [ The fixed-allocation example above is actually a special case of this
general method for restricting allocation pools, where asingle MAC address was specified in full.]

For example, as discussed in Appendix C, the first three octets (bytes) of a MAC address identify the
organization (often the end product manufacturer) which is registered to allocate that MAC address to an
Ethernet device. By specifying only thesefirst three bytes (six hexadecimal characters, no colon delimiters), in
themac attribute, you can ensurethat all devicesfrom the associated manufacturer are all ocated addresses from
aparticular address pool. Thisis helpful if you have some common firewalling requirements for such a group
of devices - for example, if all of your Vol P phones are from one manufacturer, as you can have appropriate
firewall rule(s) that apply to addressesin that pool.

The following example illustrates this technique. It will match any devices which have MAC addresses
beginning 00:04:13 or 00:0E:08, and which also have a vendor class hame containing the string phone:

<interface ...>

<dhcp name=" Vol P"
i p="10. 20. 30. 40- 50"
mac="000413 00OOEO8"
cl ass="*phone*"
dns="8. 8. 8. 8"
| og=" DHCP- Phones™
conment =" Vol P phones"/ >

</interface>

The algorithm used to determine which pools apply to aparticular deviceis asfollows:

« If no restricted pools (ie those with one or more of the mac, cl i ent - nane or cl ass attributes present)
match the device's properties, then all non-restricted pools apply.

« If any restricted pools match the device's properties, then only restriced pools which match the device apply.
Furthermore, a scoring system is used to select which of those pools to use based on how well the device's
properties match. An exact match scores higher than any partial or wildcarded match and a MAC match
scores higher than a client-name match, with a class-name match scoring the least. The score for a partial or
wildcarded match is based on the number of bytes or characters which were explicitly matched.

 Only the pool or pools with the highest score are considered.

Note

While this may seem rather complex, it achieves the intuitively-expected result in most cases - for
example it allows a pool to be set up for ageneral class of device or arange of MAC addresses, and
for more specific pool entries to be included which will take precedence for individual devices, eg
with afull MAC address or a specific client-name.

6.3.2.3. Special DHCP options

For each pool, in addition to the common DHCP options to be supplied to the client device which you can
configure using recognized attributes (eg gat eway, dns, domai n), you can a so supply other DHCP options,
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specified as a string, 1Pv4 address or number, or even as raw data in hexadecimal. Y ou can force sending of
an option even if not requested.

For vendor-specific options (1D 43) you can either specify in hex as 1D 43, or you can specify the code to use
and set the vendor flag; this adds an option type 43 with the code and length for the option which can be string,
| Pv4 address, number, or hexadecimal.

6.3.3. DHCP Relay Agent

Y ou can configure the FireBrick to operate as a DHCP/BOOTP Relay agent simply by setting the dhcp-relay
in the interface object to the |Pv4 address of the remote DHCP server.

If you also configure a DHCP allocation on the same interface, thisis checked first, and if there are no suitable
allocation pools or IP addresses available then the request is relayed. Normally you would configure either a
relay or apool and not both.

The top level dhcp-relay configuration allows you to configure the FireBrick to be the remote server for a
DHCP/BOOTP Relay Agent. Therelay attribute allows specific poolsto be set up for specific relays. Thetable
and allow allow you to limit the use of the DHCP Remote server to requests from specific sources - note that
renewal requests come from the allocated IP, or NAT IP if behind NAT and not necessarily from therelay IP.

The allocation-table attribute allows for this pool of IPs to be placed in a separate table, thus alowing it to
be independant from other DHCP allocations on the FireBrick and to allow different overlapping pools for
different relay endpoints, which is not uncommon if the endpoints are behind separate NAT routers.

6.4. Physical port settings

The detailed operation of each physical port can be controlled by creating et her net top-level objects, one
for each port that you wish to define different behaviour for vs. default behaviour.

To create anew et her net object, or edit an existing object, select the Interface category from the top-level
icons. Under the section headed "Ethernet port settings’, you will see the list of existing et her net objects
(if any), and an "Add" link.

In afactory reset configuration, there are no et her net objects, and all ports assume the following defaults :-

 Link auto-negotiation is enabled - both speed and duplex mode are determined via auto-negotiation, which
should configure the link for highest performance possible for the given link-partner (which will need to be
capable of, and participating in, auto-negotiation for this to happen)

» Auto-crossover modeisenabled - the port will swap Receive and Transmit pairsif required to adapt to cable/
link-partner configuration

» The green port LED is configured to show combined Link Status and Activity indication - the LED will be
off if no link is established with a link-partner. When a link is established (at any speed), the LED will be
on steady when there is no activity, and will blink when there is activity.

e Theydlow port LED is configured to show Transmit activity.

When you first create an et her net object you will see that none of the attribute checkboxes are ticked, and
the defaults described above apply. Ensure that you set the por t attribute value correctly to modify the port
you intended to.

6.4.1. Disabling auto-negotiation

If you are connecting a port to a link-partner that does not support auto-negotiation (or has it disabled), it is
advisable to disable auto-negotiation on the FB2500 port. To do this, tick the checkbox for the aut oneg
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attribute and select f al se from the drop-down box. You will then need to set port speed and duplex mode
manually (see below) to match the link-partner settings.

6.4.2. Setting port speed

If auto-negotiation isenabled, the FB2500 port will normally advertisethat it is capable of link-speeds of 10Mb/
s, 100Mb/s or 1Gb/s - if you have reason to restrict the possible link-speed to one of these values you can set
the speed attribute to 10M, 100M or 1G. Thiswill cause the port to only advertise the specified speed - if the
(auto-negotiate capable) link-partner does not support that speed, the link will fail to establish.

If auto-negotiation is disabled, the speed attribute ssimply sets the port's speed.

6.4.3. Setting duplex mode

If auto-negotiation is enabled, the FB2500 port will normally advertise that it is capable of either half- or full-
duplex operation modes - if you have reason to restrict the operation to either of these modes, you can set the
dupl ex attribute to either hal f or f ul | . Thiswill cause the port to only advertise the specified mode - if
the (auto-negotiate capable) link-partner does not support that mode, the link will fail to establish.

If auto-negotiation is disabled, the dupl ex attribute simply sets the port's duplex mode.

Note

If you do not set the aut oneg attribute (checkbox is unticked), and you set both port speed and
duplex mode to values other than aut o, auto-negotiation will be disabled ; this behaviour isto reduce
the potential for duplex mis-match problems that can occur when connecting the FB2500 to some
vendors' (notably Cisco) equipment that has auto-negotation disabled by default.

6.4.4. Defining port LED functions

For each port, the green and yellow port LEDs can be set to indicate any of the conditions shownin Table 6.1,
by setting the values of the gr een and/or yel | ow attributes.

Table6.1. Port LED functions

Value Indication

Li nk/ Activity On when link up (any speed); blink (off) when Tx or
Rx activity (Default for Green LED)

Li nk1000/ Activity Onwhen link up at 1Gbit/s; blink (off) when Tx or Rx

activity

Li

nk100/ Activity

On when link up at 100Mbit/s; blink (off) when Tx or
Rx activity

Li

nk10/ Activity

On when link up at 10Mbit/s; blink (off) when Tx or
Rx activity

Li

nk100- 1000/ Activity

On when link up at 100Mbit/s or 1Ghit/s; blink (off)
when Tx or Rx activity

Li

nk10- 1000/ Activity

On when link up at 10Mbit/s or 1Ghit/s; blink (off)
when Tx or Rx activity

Li

nk10- 100/ Activity

Onwhen link up at 10Mbit/s or 100Mbit/s; blink (off)
when Tx or Rx activity

Dupl ex/ Col |'i si on

On when full-duplex; blink when half-duplex and
collisions detected

Col l'i sion

Blink (on) when collisions detected
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Tx Blink (on) when Transmit activity (Default for Yellow
LED)

RXx Blink (on) when Receive activity

O f Permanently off

On Permanently on

Li nk Onwhen link up

Li nk1000 On when link up at 1Ghit/s

Li nk100 On when link up at 100Mbit/s

Li nk10 On when link up at 10Mbit/s

Li nk100- 1000 On when link up at 100Mbit/s or 1Ghit/s

Li nk10- 1000 On when link up at 10Mbit/s or 1Gbit/s

Li nk10- 100 On when link up at 10Mbit/s or 100Mbit/s

Dupl ex On when full-duplex

For example, to configure the port LEDs to show the port link speed via the pattern of the green and yellow
LEDs, you could set the gr een attribute to Li nk10- 1000/ Acti vi ty, and the yel | ow attribute to
Li nk100- 1000 so that the indication is:-

Table 6.2. Example modified Port LED functions

Green Yellow Indication

Off Off Link down

On/Blinking Off Link up a 10Mbit/s / Tx or Rx
Activity

Off On/Blinking Link up at 100Mbit/s / Tx or Rx
Activity

On/Blinking On/Blinking Link up at 1Ghit/s / Tx or Rx
Activity
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Chapter 7. Session Handling

This chapter describes sessions, session-tracking, and how the rules for session creation can be used
to implement Firewalling, subject specific traffic flows to traffic-shaping, and perform address mapping
techniques including conventional Network Address Trandation (NAT).

Session-tracking is aso involved in the route override functionality of the FB2500 - this is covered in
Section 8.6.

7.1. Routing vs. Firewalling

A network router is a device whose role is to forward packets entering the device out onto an appropriate
physical interface, based primarily, or solely, on the destination I P address of the packets. Typically the source
address of each packet is not considered in the forwarding decision.

A firewall on the other hand is a device whose primary roleisto filter traffic based on specified criteria. Since
most network communication between two end-pointsis bi-directional, any such filtering must correctly handle
the packets flowing in both directions that constitute a specific end-to-end 'flow' (for connection-less protocols,
such as UDP) or ‘connection’ (for connection-orientated protocols, such as TCP).

In practice, afirewall appliance will have to make routing decisions too.

7.2. Session Tracking

Each flow or connection isidentifiable by the set of parameters that makes it unique ; two of these parameters
are the network addresses of the two end-points. For protocols that support multiplexing of multiple flows or
connections to/from a single network address - UDP and TCP both support this - the remaining parameters
are theidentifiers used to do the multiplexing. For both UDP and TCP, thisidentifier is a port-number, whose
scopeislocal to the end-point, and is therefore usually different at each end-point for a given flow/connection.

Normally, only one of the two port-numbers involved will be known a priori - this will be the documented
port-number used for a specific service at the server end (for example, port 80 for an HTTP service) ; the other
is dynamically chosen from the available pool of unused port numbers at the client end.

Therefore, the filter criteria can only specify that known port-number ; the other port-number can only be
determined by inspection of the IP packet payloads, discovering which protocol is being carried, and using
knowledge of the protocol to extract the port-number.

This information must then be stored, and held for a duration not less than the duration that communications
occur over the flow or connection. This information defines a session, and is stored in the session-table. The
key point of the session table entry isthat it will then cause return traffic to be allowed, and sent to the correct
place. Without the session table entry, the FB2500 would have no way of knowing that thereturn traffic is part
of an allowed (by firewalling rules) session, and it would likely be dropped due to firewalling.

The overall process of analysing packet payloads and maintaining the session-table is referred to as session-
tracking.

Session-tracking is necessary to be able to implement firewalling using the kind of rules you might expect to
specify - for example:

"allow TCP connection to port 80 on |IP address 10.1.2.3, from any IP address" (note source port number not
specified)

Session-tracking will therefore be present in afirewall, but not required in arouter.
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The contents of the session-table can be viewed in the web user interface by clicking "Sessions' in the " Status'
menu. You will normally see two entries per session, one with a green background and one with a yellow
background. These two 'entries’ are the forward and reverse details of the session.

7.2.1. Session termination

For connection-orientated protocols such as TCP, the session-tracking is able to detect connection closure and
delete the session from the session-table.

For protocols such as UDP, which will likely be carrying ahigher-level protocol that may well itself implement
some form of connection-orientated data transfers, further inspection and analysis of communications is not
done by the FB2500. To do so would require support for a very wide range of protocols that are carried over
UDP, and thisis generally not practical.

Instead, all sessions (including TCP ones) have an associated time-out value - if no packets matching the session
arrive for a period equal to the time-out value, the session is deleted automatically. This is adequate for most
cases, but may require selection of a suitable time-out value based on knowledge of how frequently the higher-
level protocol sends packets. An unnecessarily high time-out may cause the session-table to become popul ated
with a significant number of sessions that correspond to flows or connections that have actually ceased.

However, the FB2500 has highly efficient handling of session tracking, both in terms of memory usage and
processor load, so in practice it can easily handle very large session tables (hundreds of thousands of entries).

Note that TCP sessions also have time-outs ; thisis necessary since the connection may not be cleanly closed,

for example one end may crash - if there were no time-out, the session-table would hold a stale entry until the
FB2500 was rebooted.

7.3. Session Rules

7.3.1. Overview

As each packet arrives, the FB2500 determines whether the packet is part of an existing active session by doing
a look-up in the session table. If a matching session is found, the session-table entry details determine how
the packet is handled. If no matching session is found, the list of session-rulesis then analysed to determine
whether anew session should be established, or whether the traffic should be dropped or rejected.

Each session rule contains alist of criteriathat traffic must match against, and contains an action specification
that is used in the logic to decide whether the session will be alowed or not. The session rule can aso :-

» make the session subject to traffic-shaping
* gpecify that Network Address Translation should occur
» gpecify that address and/or port mapping should occur

Session-rules are grouped into rule-sets, and together they are involved in a well-defined processing flow
seguence - described in the next section - that determines the final outcome for a candidate session.

Tip

The FB2500 provides a method to illustrate how specific traffic will be processed according to the
flow described. This can be used to 'debug’ your rules and rule-sets, or simply to improve / verify
your understanding of the processing flow used to determine whether sessions are established. Refer
to Section 14.1 for details.
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7.3.2. Processing flow

The following processing flow appliesto rules and rule-sets :-
* Rule-sets are processed sequentialy.

» Eachrule-set can optionally specify entry-criteria - if present, these criteria must be matched against for the
rules within the rule-set to be considered.

« If the rule-set's entry-criteria are not met, processing immediately procedes with the next rule-set, if any.

« If the rule-set's entry-criteriaare met, or no entry-criteria were specified, processing of the rules within that
rule-set begins :-

» Rulesare processed sequentially.

» Each session-rule specifies criteria, and an action to be taken when traffic meets that criteria ; the action
values are their meanings are shown in Table 7.1. Once a rule matches, no more rulesin that rule set are
considered.

« If all of therulesin arule-set have been considered, and none of them matched against the traffic, then
the action specified by theno- mat ch- act i on attribute (of the rule-set) istaken. The available actions
are the same as for a session-rule.

Table7.1. Action attribute values

"action" attribute Action taken

drop immediately cease rule processing, 'quietly’ drop the
packet and create a short-lived session to drop further
packets matching the rule criteria

reject immediately cease rule processing, drop the packet,
send rejection notification back to the traffic source
and create a short-lived session to drop further packets
matching the rule criteria

accept immediately cease rule processing, and establish a
normal session

conti nue ‘jump’ out of the rule-set ; processing resumeswith the
next rule-set, if any

i gnore immediately cease rule processing, 'quietly' drop the
packet but do not create a short-lived session (in
contrast to the dr op action)

The short-lived session that is created when either dr op and r ej ect are actioned will appear in the session
table when it is viewed in the web user interface (or via the CLI) - see Figure 7.1 for an example of ICMP
sessions resulting from some pings ; the session lifetime is around one second.

Figure 7.1. Example sessions created by drop and reject actions

Sessions
Sessions
T P Bytes Packets Source Port Target Port Gateway
01 1176 14 81.187.96.81 51999 9.8.7.5 51999 reject Check
01 1932 23 81.187.96.81 47903 9.8.7.6 47903 drop Check
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Note that dr op and r ej ect both drop packets, with the difference only being whether notification of this
is sent back to the traffic source.

Tip

For a short period after startup the actions of dr op and r ej ect aretreated asi gnor e. Thisisso
that a reboot which would forget all sessions allows sessions that have outbound traffic which is not
NAT stand achance of re-establishing by use of outbound traffic. Without this delay, incoming traffic
would create a drop/reject short lived session and could send an icmp error closing the connection.
Thisisconfigurable per r ul e- set .

Note

It is possible to mis-understand the function of the no- mat ch- act i on attribute, given whereit is
specified (i.e. an attribute of the rule-set object). Thisis particularly true when using XML. If you are
unfamiliar with the FB2500's session rule specifications, you may interpret theno- mat ch- acti on
as specifying what happensif therule-set'sentry-criteriaare not met (i.e. at the beginning of processing
arule-set).

no- mat ch- act i on specifies what happens after the entry-criteriawere met, and al the rules were
considered, but none of them matched ("no-match") i.e. at the very end of processing arule-set.

Caution

If al rule-sets have been considered, and no action has specified that the session should be dropped
or rejected, it will be ALLOWED. The factory default rule-sets have afirewall rule with no- mat ch-
act i on set to drop to avoid this happening by mistake.

We recommend you use the firewall diagnostic tests to verify that you have constructed rule-sets
and rules that provide the firewalling you intended. We also highly recommend external intrusion
testing to verify behaviour. We al'so recommend that firewalling is done using the method described
in Section 7.3.3.1.

This processing flow isillustrated as a flow-chart in Figure 7.2 :-
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Figure 7.2. Processing flow chart for rule-sets and session-rules
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It is helpful to understand that a session rule contributes to the final set of information recorded in the session-
table entry - a rule does not necessarily completely define what the session-table will contain, unlessit is the
only rule that matches the traffic under consideration. It isfor this reason, that the rules contain attributes with
names such as 'set-nat’ - the 'set’ refers to the action of setting a flag or a parameter in the session-table entry
that is being 'constructed'.

It is possible, and quite common, for more than one rule (in different rule-sets) to match given traffic. In such
cases, therulesgenerally serve different purposes - earlier ones might befor firewalling, whilst later ones might

be used to subsequently assign some of the allowed-traffic to traffic-shaping. In such cases, an earlier rule will
use the continue action to jump out of the earlier rule-set.

7.3.3. Defining Rule-Sets and Rules

A rule-set is defined by ar ul e- set top-level object. To create or edit rule-sets in the web user interface,
select the "Firewall" category icon - here you will see the list of existing r ul e- set abjects (if any), and a
"Add" link next to each.
To create anew rule-set, click on an "Add" link to insert a new rule-set before the one associated with the link.
This will take you to a new rule-set defintion. Editing an existing rule-set works similarly - click the "Edit"
link next to the rule-set you want to modify.
As described in Section 7.3.2, arule-set can optionally specify entry-criteria - in the web user interface, these
come under the heading "Matching criteriafor whole set”, when editing arule-set definition. The entry-criteria
are detemined by the following attributes, all of which are optional, but if they are specified, then the criteria
must be met for processing of the rules within the rule-set to occur. These are also critera than can be specified
on individual ruleswithin arule-set :-
* criteriaregarding where the session is originating from :-

* source-interface : one or more interfaces

e source-ip : source |P address, or address range(s)

 source-port : source protocol port number, for protocols that use the port number concept e.g. TCP and
UDP

e source-mac : (on individua rules) Only matches where from an Ethernet interface. Allows the source
MAC if theinitial packet to be checked for the initial bytes.

* criteriaregarding where the target of the session is ;-

« target-interface : one or more interfaces

* target-ip : target |P address, or address range(s)

« target-port : target protocol port number, for protocolsthat use the port number concept e.g. TCPand UDP
» generd criteria:-

« protocol : the I P protocol humber

There are aso checks for just i p being either source or target IP, i nt er f ace being either source or target
interface.

Note

There is a specia case for RFC5735 handling of source-i p and t arget-i p when they are
specified as |Pv4 and within 0.0.0.0/8-31. In this case the check is made for same network, so if you
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checked for target IP of, say, 0.0.0.0/24, that would passif the target IP is within the same /24 as the
source IP. This only works on IPv4, and only on subnets, not ranges, and only on sour ce-i p and
t ar get - i p checks. Although not in RFC5735, the same logic is applied to IPv6 for ::/32-127.

A rule-set can also be named by setting the nane attribute value, and enabled/disabled under control of a
profile. The comrent attribute is a general purpose comment field that you can use to briefly describe the
purpose of the rule-set.

Under the heading "Individua rules, first match applies’, you will see the list of session-rules within the rule-
set. A session-ruleisdefined by ar ul e object, whichisachild object of ar ul e- set object.

Below the list of session-rules, you will see the no- mat ch- act i on attribute, which is mandatory and has
one of the values shown in Table 7.1. Recall that this attribute specifies the action to take if all of the rulesin
arule-set have been considered, and none of them matched against the traffic.

7.3.3.1. Recommended method of implementing firewalling

Although there are likely numerous ways in which you can construct workable rule-sets that implement
firewalling in addition to any traffic-shaping or NAT etc., we recommend that you implement firewalling as
follows :-

* create one or more rule-sets that are specifically for firewalling

« useonerule set per interface, with the interface specified as the target-interface in the entry criteria, such
that the rule-set relates to sessions "to" that interface

« implement a 'default drop' policy on each firewalling rule-set, such that you have to list exceptions to
this policy to allow sessions to the specified target interface - to implement this policy, you set the no-
mat ch- acti on attributeto either dr op orr ej ect

 ensure these firewalling rule-sets appear before any other (non-firewalling) rule-sets

* create subsequent rule-setsif necessary to perform any modifications to the session, such as NAT'ing, or to
subject sessions to traffic shaping

Caution

If you have alarge number of interfaces (for example, more than just WAN and LAN), you must take
care that you have covered all the interfaces that need to be firewalled

Alternatively, you could have a single firewalling rule-set without any entry-criteria and with no- nat ch-
action attribute set to either drop or rej ect - that way, all traffic, regardiess of its origin, or its
characteristics, will be subject to the 'default drop' policy. A disadvantage of this approach is that you will
need to specify target interfaces in every rule in order to replicate the functionality of the method described
previously.

In any case, you can verify that your rule-sets function the way you intended using the diagnostic facility
described in Section 14.1.

The XML fragment below shows a small firewalling rule-set for an interface, with a'default drop' policy :-

<rul e-set nane="firewal |l to LAN
target-interface="LAN'
no- mat ch-acti on="drop"> @
<rul e name="web"
target - port="80"
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pr ot ocol =" 6"

conment ="WAN access to conpany web server"/> @
(3]
</rul e-set>

© Rule-set is named "firewall_to LAN". The rule-set only applies to sessions targetting the "LAN"
interface, from any other interface. The action to perform when no rule within the rule-set applies, is to
"drop".

® Ruleisnamed "web", the criteria for matching the rule only specifies that the traffic must be targetting
TCP (protocol 6) port 80. The act i on attribute is not present, so the action defaults to "continue” -
processing continues with next rule-set. Unless any subsequent rule (in alater rule-set) drops the session,
the session will therefore be allowed.

©® If norule matched the traffic, then the "no-match-action” of the rule-set is applied here - in this case the
session is dropped, thus enforcing a 'default drop' policy

Note

The FB2500 itself does not generally need firewalling rules to protect against unwanted or malicious
access, as the access controls on services can provide this protection directly - see Chapter 13 for
discussion of access controls.

You may want to perform some outbound traffic filtering as well. This would normally want to work the
other way around to inbound filtering. With inbound you want block all but those listed hence using a no-

mat ch- act i on of dr op. However, for outbound you will typically want aallow all but those listed. To this
end, you could create arule-set for traffic from inside interfaces, such as LAN and ano- mat ch- acti on of
cont i nue. Then include specific rules for those things you wish to block withanact i on of r ej ect .

7.3.3.2. Changes to session traffic

Normally, asession table entry holds enough information to allow return traffic to reach its destination, without
potentially being firewalled.

However, a session-rule can specify certain changes to be made to the outbound traffic in a session, and the
session-table entry will hold additional information that allows the FB2500 to account for these changes when
processing the return traffic.

For example, a session-rule can specify that the source |P address of the outbound packets be changed, such
that they appear to be coming from a different address, typically one owned by the FB2500 itself. Return traffic
will then be sent back to this modified address - assuming that the intention isthat this traffic reach the original
source | P address, the FB2500 will change the destination IP addressin return traffic to be the original source
IP address. It can do this because it has stored the original source |P address in the session table entry.

The set-source-ip, set-source-port, set-target-ip and set-target-port attributes
request this kind of change to be made.

Note

Any rulethat changes part of the "session” will affect the matching criteriain subsequent rule-setsand
rules - i.e. they test the changed version of the session.

Quite separately to firewalling and session tracking, the FB2500 has to route traffic, and this is done using
normal routing logic (see Chapter 8). The routing is done based on the destination IP address, as normal.
However, it can be useful for session tracking rulesto override the normal routing. Theset - gat eway allows
a different 1P address to be used for the routing decision, instead of the actual destination IP in the packets.
Setting this causes all subsequent packets matching the session to use that gateway 1P for routing decisions.
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7.3.3.3. Graphing and traffic shaping

Theset - gr aph andset - r ever se- gr aph attributes cause the session traffic to be graphed, and therefore
possibly be subject to traffic shaping ; they perform the same function as the gr aph attribute that can be
specified on many different objects, as described in Chapter 10.

Each direction of the final established session can have a graph set. The normal set - gr aph attribute sets
the forward direction graph, and set - r ever se- gr aph setsthe reverse session graph (remember, sessions
have two sides). Because of this, with set - gr aph, the graph "Tx" direction will be the direction in which
the session was established, and the "Rx" direction is therefore the opposite direction. With set - r ever se-
gr aph, the"Tx"/"Rx" directions are swapped compared to using set - gr aph.

Thereisalso anoptionfor set - gr aph- sour ce- nac which causes the session to set a (forward) graph that
is based on the MAC address of the source packet, if from an Ethernet interface. The graph is created if it does
not exist. If set - gr aph isalso defined then each new session created al so causes the speed settings and long
term shaper parameters to be copied from the named graph (in set - gr aph) to the MAC named graph being
used. Thisis aimed at management of open WiFi and the like allowing a named shaper to be defined and a
copy of its settings created for each client based on MAC address.

7.3.3.4. Configuring session time-outs

Asdiscussed in Section 7.2.1, each session-table entry has atimer associated with it - this ensures that inactive
sessions are removed from the session-table. Two time-out values are configurable :-

« Initial time-out : thistime-out period begins when thefirst reply packet of the session arrives at the FB2500 ;
itis specified by theset - ongoi ng-ti neout attribute.

» Ongoing time-out : this time-out period begins when each subsequent packet of the session arrives at the
FB2500 ; it isspecified by theset -i ni ti al - ti meout attribute.

Note

The actual timeout used istaken from alist of timeouts, and set to the next highest available value. The
status/sessions list shows the timeout in force as well as useful flags for session started, and closed,
and so on.

» Thesession timeout is actually maintained separately for each direction, and only when the timeout happens
in both directions does the session get dropped. This allows one-sided keep-alive packets as often used by
protocols such as Vol P.

» The ongoing-timeout is set for both directions at once, only when both directions are considered to have
started. The initial forward packet does not count as starting, but a further packet does. An ICMP error
packet does not count to start a session either, and neither does a TCP packet that does not carry the ACK
bit. These subtlties are designed to better handle unresponsive TCP endpoints and spoofed TCP packets even
if allowed through the firewall.

» There are default timeoutsfor UDP, TCP, ICMP, and other protocols. For UDP the timeout aso depends on
the target port with ports 1024 and higher getting a longer timeout as per RFC recommendations.

7.3.3.5. Load balancing

Session tracking rules can include an additional set of share records which define a choice of possible changes
to make when setting up the session. This choiceis hormally random and based on aweighting for each choice.

This allows various forms of load balancing to be applied. E.g. you could port map to one of a set of web
servers or mail servers.

Each share can al so have a profile which can be used to exclude the option from the selection - thisis typically
tied to a ping or some other test to confirm the choice makes sense. In the example of web services being load
balanced, a ping based profile could confirm each web server is actually up.
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Normally the choice is random, but there is an option (hash) which can be set to make the choice determined
based on a has of the source and target |P address. This allows consistent mapping of sessions to the same
server. Asthe choice depends on the set of serverswhich have an active profile, if the profiles change, sessions
will get anew consistent mapping based on I P addresses.

7.4. Network Address Translation

Network Address Trandation (NAT) is the general term used for sharing one |P address between multiple
devices. It istypically afeature of broadband routers that are designed to operate with one external |P address
and private (RFC1918) addresses on the inside (such as 192.168.x.x).

In additional to NAT, there are several waysin which one can do various types of port mapping and | P mapping
which are described in the general session tracking and firewalling rules above. However, NAT is, itself, a
complex issue and this section describes some of the issues and recommendations for how best to use NAT
on aFireBrick.

7.4.1. When to use NAT

NAT breaks the way Internet Protocol was designed as it stops end to end addressing and routing of packets.
This causes problemswith all sorts of protocolsthat sensibly expect |Pto work as designed, and even some that
assume NAT isin use. NAT is not itself a consistent and predictable process, and so it makes it very difficult
for protocol designed.

Because of the many issues with NAT it is strongly recommended that NAT is only ever used where it is
unavoidable. Thisis specifically where the availability of public IP addressesis limited.

Unfortunately with legacy | P version 4 addresses the supply of address spaceis now limited and most |SPs are
only providing asingle IPv4 address with an Internet Connection (or charging where more are provided). This
means that it is common to require NAT for IPv4 on atypical Internet connection.

Tip

It is strongly recommended that you make use of PPPOE to connect to such an Internet connection,
thereby affording the FireBrick itself with the single public 1Pv4 address assigned to the connection.
This allows a number of features to work without use of NAT, including DNS relay, Vol P, and other
internal operations of the FireBrick (e.g. clock setting, S'w updates, etc).

Note

There is never any excuse to use NAT with IPv6. There is a virtually unlimited supply of 1Pv6
address space and you should have no problem obtaining necessary |Pv6 address space from your 1SP
(assuming they do the current Internet Protocol, which is version 6). Remember, NAT is not a means
of protection - the FireBrick has a firewall for that, NAT is a workaround for IP address sharing,
something that is simply not necessary with 1Pv6 and should not be encouraged.

7.4.2. NAT ALGs

Because of the many problems with NAT and the ways in which many protocols are broken by its use, many
NAT devices (such as broadband routers) will provide an Application Layer Gateway (ALG) as part of the
NAT implementation. This provides special case handling for each higher level protocol or system making use
of NAT that the device knows of, and provides work-arounds for the issues caused by NAT. In some casesthis
may simply be customised session timeout, but in some cases the support can be extensive and make major
changes to the payload of packets passed through the device.

AL Gs have a number of problems. Obviously they only work at al where the device knows of the protocol in
guestion, and thisisamajor draw back for new protocol devel opment. However, they are often imperfect in the
way they work. It is not uncommon for ALGs designed to support Vol P using SIP to be significantly flawed
such that you are better off turning off the ALG and leaving end devices to work around the NAT themselves.
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Thereal solution to all of the issueswith NAT isnot ALGs, as they are simply not a scalable work-around for
problems. The solution isthe use of |Pv6, the current Internet Protocol version. The FireBrick isdesigned from
the ground up to support IPv6 and we recommend the use of |Pv6 wherever possible.

Note

The FireBrick provides no ALGs whatsoever for any form of NAT or |P/port mapping. Thisis a
deliberate policy decision. However, there are anumber featuresin the FireBrick that allow the correct
operation of many protoicols. These include the FireBrick SIP VolP PABX server which alows it
to act as a proper SIP gateway between locally connected (e.g. on RFC1918 addresses) and external
SIP devices using the external 1Pv4 on PPPOE. The FireBrick also uses RFC recommended session
timeouts for UDP when NAT is applied to alow many protocols to continue to work with minimal
keep-alive packets. The use of customised session timeouts and port and | P mapping in thefirewalling
rules also allow for special cases to be accomodated where necessary.

7.4.3. Setting NAT in rules

The rulesfor firewalling allow a set-nat setting to be set true or false. Rulesin later rule-sets can override this
setting just like any other setting in the firewall rules.

Note

The setting of the NAT flag causes NAT to be applied, and this will change the source IP and port
used for the session. However, unlike the explicit setting of asource | P or port in arule, which causes
the next rule-set to see the new changed setting, the NAT setting does not actually make these changes
until the end of the processing of the rule-sets. i.e. a subsequent rule-set or rule cannot test the new
source-ip or source-port that NAT will apply.

7.4.4. What NAT does

What the NAT setting does s cause the FireBrick to change the source | P and port used for the session. It picks
an |P based on the interface to which the traffic will finally be sent, and uses the most appropriate |P address
that it can to try and ensure correct return traffic to that | P address.

The port that is chosen is picked from a pool of available source port addresses that are not currently in use.
This ensures that the reply traffic can be correctly matched with the specific session even if multiple sessions
are using the same original ports.

Note

Itispossible to set the NAT attibute but also to explicitely set the source IP to be used. Thiswill still
allocate an available port, but will use the chosen source IP address. Care must be taken to ensure
that the IP chosen is one that will alow the return traffic to be routed via the FireBrick to allow the
NAT to be reversed.

7.4.5. NAT with PPPoE

When using a PPPoE connection you may have a single |Pv4 address assigned to the connection and so will
need to NAT traffic sent down that connection to the Internet. To accommodate thisthereisanat setting which
can be enabled on the PPPOE configuration.

If this NAT setting is enabled then the default for all 1Pv4 traffic directed to the PPPOE session isfor NAT to
be used. This default applies if the firewalling rules have not otherwise explicitely set the NAT setting for the
traffic in question. i.e. this can be overridden by specific firewalling rules.

Note
The NAT setting on PPPoE will not cause NAT to be set for 1Pv6 traffic.
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Tip

It is possible, of course, to use rule-sets and rules to control exactly when NAT applies rather than
using the NAT setting on the PPPOE config. However, if the PPPoE connection only has one IPv4
address assigned, as is often the case, then setting NAT on the PPPoE config is usually the simplest
way to achieve the configuration.

7.4.6. NAT with other types of external routing

Where NAT is needed for other types of external routing, you can set NAT using explict rule-sets and rules.
A simplerule-set at the end of al rule-sets can easily be set up to identify traffic being sent to a specific target
interface and set the NAT setting.

Tip
It is recommended that you use PPPOE where possible rather than an externa router which may
additionally perform an additional layer of NAT.

7.4.7. Mixing NAT and non NAT

In some cases you may have acombination of real routed | Pv4 addresses and some RFC1918 private addresses.
These could be on different interfaces and subnets.

Typically in such cases you want to use NAT for external communications only when using the private
addresses, but non-NAT when using the public addresses. The logic can be complicated where there may be
fallback arrangements, such as a dongle, which may have to use NAT for al traffic even the normally public
routed addresses if the dongle does not have routing for these addresses.

The recommended way to handle thisisarule-set at the end of rule-setsfor handling NAT, in which a specific
rule is created to match traffic being sent to the external interface (e.g. PPPOE) which is from an RFC1918
address and setting NAT mode in such cases. Using this arrangement ensures that traffic internally between
RFC1918 and public | P addresses can continue without using NAT internally.

Tip
For fallback arrangements such as a dongle where al traffic needs to use NAT, simply set the NAT

mode on the dongle configuration. This saves having more complex rule-sets to handle the fallback
case.

7.4.8. Carrier grade NAT

Carrier grade NAT (CGN) is where an ISP provides end users with a private address and provides a further
level of NAT in the network (within the carrier).

Ideally you should try and make use Internet connectionswithout CGN, but if you haveto thenyou arelikely to
encounter additional issueswith NAT. CGNs do often include some AL Gs, but they bring all of theissueswith
NAT toanew level. Asever we recommend using PPPOE to avoid an extralayer of NAT in abroadband router.

In some cases the FireBrick may be expected to provide a carrier level of NAT in terms of number of sessions
handled. Whilst the FireBrick does not have any ALGs, it can be very effective, and it supports overloading
of ports. This means that the allocation of ports for NAT allows multiple sessions that are to different target
IP addresses and ports to come from the same port on the FireBrick, alowing use of the same port multiple
times. This allows a lot more sessions that would otherwise be expected based on number of TCP and UDP
ports available. This overloading of portsisautomatic and part of the way the FireBrick handles NAT.

7.4.9. Using NAT setting on subnets

For backwards compatibility with older FireBricksthereisa NAT setting on the subnet config. Theideaisthat
asubnet defined as an RFC1918 private block can simply betagged as NAT. The effect isthat any traffic from
that subnet has NAT set by default. Again, this can be overridden by firewall rules.
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Tip

The problem with this method is that all traffic from the subnet is NAT, even if to another subnet on
the same FireBrick, and this is often not the case. This can be useful in very simple configurations
where the FireBrick only has the one private subnet, but in most cases it is better to set NAT on a
PPPoOE or dongle interface and not use the NAT setting on the subnet configuration.
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Chapter 8. Routing
8.1. Routing logic

Therouting logic in the FB2500 operates primarily using a conventional routing system of most specific prefix,
which is commonly found in many IP stacks in general purpose computers and routers.

Conventional routing determines where to send a packet based only on the packet's destination | P address, and
isapplied on a'per packet' basis- i.e. each packet that arrivesis processed independently from previous packets.

Note that with this routing system, it does not matter where the packet came from, either in terms of source IP
address or which interface/tunnel etc. the packet arrived on.

The FB2500 al so implements more specialised routing | ogic that can route traffic based on other characteristics,
such as source address, that can be used when routing based on destination | P address aloneisinsufficient. This
islinked in to the session tracking logic (see Chapter 7).

A route consists of :-

» a'target' specifying where to send the packet to - this may be a specialised action, such as silently dropping
the packet (a 'black-hol€')

» an IP address range that this routing information appliesto - the routing destination

A routing table consists of one or more routes. Unlike typical IP stacks, the FB2500 supports multiple
independent routing tables.

Routing destinations are expressed using CIDR notation - if you are not familiar with this notation, please refer
to Appendix B for an overview. Note that ip-groups cannot be used when defining subnets or routes. | P-groups
allow arbitrary ranges and not just prefixes, but routes can only use prefixes.

There are two cases that deserve specia attention :-

» A routing destination may be a single IP address, in which caseit isa"/32" in CIDR notation (for 1Pv4).
The /32 part (for 1Pv4) or /128 (for IPv6) is not shown when displaying such prefixes.

* A routing destination may encompass the entire IPv4 (or 1Pv6) address space, written as0. 0. 0. 0/ O (for
IPv4) or : : / 0 (for IPv6) in CIDR notation. Since the prefix is zero-length, all destination | P addresses will
match this route - however, it is always the shortest-prefix route present, and so will only match if there are
no more specific routes. Such routes therefore acts as a default route.

The decision of where to send the packet is based on matching the packet's destination IP address to one or
more routing table entries. If more than one entry matches, then the longest (most specific) prefix entry isused.
The longest prefix is assumed to be associated with the optimal route to the destination 1P address, sinceit is
the 'most specific', i.e. it covers a smaller |P address range than any shorter matching prefix.

For example, if you have two routes, one for 10.0.1.32/27 , and another for 10.0.0.0/8 (which encompasses
10.0.1.32/27), then a destination | P address of 10.0.1.35 will match the longest-prefix (smallest address range)
27" route.

The order in which routes are created does not normally matter asyou do not usually have two routes that have
the same prefix. However, there is an attribute of every route called thel ocal pr ef which decides between
identical routes - the higher | ocal pr ef being the one which applies. If you have identical routes with the
same | ocal pref then one will apply (you cannot rely on which one) but it can, in some cases, mean you
are bonding multiple links.
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Tip

Y ou can show the route(s) that apply for a specific destination |P address or address range using the
CLI command show rout e. You can also see alist of all routes in a routing table using the CLI
command show r out es. Thereisalso arouting display on the Diagnostics control web pages.

8.2. Routing targets

A route can specify various targets for the packet :-

Table 8.1. Exampleroutetargets

Target Notes

an Ethernet interface (locally-atached subnet) requires ARP or ND to find the device on the LAN to
which the traffic isto be sent.

aspecific |P address (a " gateway") the packet is forwarded to another router (gateway) ;
routing is then determined based on the gateway's IP
address instead

tunnel interface such as L2TP, PPPoE or FB105|such routes are created as part of the config for the

tunnels. interface and relate to the specific tunnel.

special targets e.g. the FB2500 itself, or to a black hole (causes all

traffic to be dropped)

These are covered in more detail in the following sections.

8.2.1. Subnet routes

Whenever you define a subnet or one is created dynamically (e.g. by DHCP), an associated route is
automatically created for the associated prefix. Packets being routed to a subnet are sent to the Ethernet
i nt erface that the subnet is associated with. Traffic routed to the subnet will use ARP or ND to find the
final MAC address to send the packet to.

In addition, a subnet definition creates a very specific single IP (a"/32" for IPv4, or a"/128" for IPv6) route
for the IP address of the FB2500 itself on that subnet. This is a separate loop-back route which effectively
internally routes traffic back into the FB2500 itself - i.e. it never appears externally.

A subnet can also have a gateway specified, either in the config or by DHCP or RA. This gateway isjust like
creating aroute to 0.0.0.0/0 or ::/0 as a specific route configuration. It is mainly associated with the subnet for
convenience. If defined by DHCP or RA then, like the rest of the routes created by DHCP or RA, itisremoved
when the DHCP or RA times out.

Example: <subnet i p="192. 168. 0. 1/ 24"/ > creates a route for destination 192. 168. 0. 0/ 24 to
thei nt er f ace associated with that subnet. A loop-back route to 192. 168. 0. 1 (the FB2500's own IP
address on that subnet) is also created.

8.2.2. Routing to an IP address (gateway route)

Routes can be defined to forward traffic to another 1P address, which will typically be another router (often
also called a gateway) For such a routing target, the gateway's IP address is then used to determine how to
route the traffic, and another routing decision is made. This subsequent routing decision usually identifies an
i nt er f ace or other datalink to send the packet via- in more unusual cases, the subsequent routing decision
identifies another gateway, so it is possible for the process to be 'recursive’ until a'real’ destination is found.
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Example: <route i p="0.0.0.0/0" gateway="192.168. 0. 100"/ > creates a default IPv4 route
that forwardstrafficto 192. 168. 0. 100. Theroutingfor 192. 168. 0. 100 then hasto belooked up to find
the final target, e.g. it may be to an Ethernet interface, in which case an ARP is done for 192. 168. 0. 100
to find the MAC to send the traffic.

There islogic to ensure that the next-hop is valid - the gateway specified must be routable somewhere and if
that isviaan Ethernet interface then the endpoint must be answering ARP or ND packets. If not, then the route
using the gateway is supressed and other |ess specific routes may apply.

8.2.3. Special targets

It is possible to define two special targets :-

* 'black-hole' : packets routed to a black-hole are silently dropped. 'Silent' refers to the lack of any ICMP
response back to the sender.

» 'nowhere' (also called Dead End) : packets routed to 'nowhere' are also dropped but the FB2500 generates
ICMP error responses back to the sender.

Thebl ackhol e andnowher e top-level objectsare used to specify prefixeswhich are routed to these special
targets. In the User Interface, these objects can be found under the Routes category icon.

When using BGP you can also define a

<i>network</i>

which is announced by default, along with any dead-end-community, and treated otherwise the same as
nowher e.

8.3. Dynamic route creation / deletion

For data links that have an Up/Down state, such as L2TP or FB105 tunnels, or PPP links, the ability to actually
send traffic to the route target will depend on the state of the link. For such links, you can specify route(s)
to automatically create each time the link comes up - when the link goes down these routes are removed
automatically. Refer to Chapter 12 for details on how to achieve this viathe r out es attribute on the tunnel
definition objects.

This can be useful where a link such as PPPOE is defined with a given | ocal pr ef value, and a separate
route is defined with alower | ocal pref value (i.e. less preferred), and therefore acts as a fallback route if
the PPPoE link drops.

8.4. Routing tables

The conventional routing logic described above operates using one of possibly many routing tables that the
FB2500 can support simultaneously. Routing tables are numbered, with the default being routing table O (zero).

The various ways to add routes alow the routing table to be specified, and so allow completely independent
routing for different routing tables. The default table (table zero) is used when optional routing-table
specification attributes or CL1 command parameters are omitted.

Eachi nt er f ace islogically in arouting table and traffic arriving on it is processed based on the routesin
that routing table. Tunnels like FB105 and L2TP alow the wrapped tunnel packets to work on one routing
table and the tunnel payload packets to be on another. It is possible to jump between routing tables using a
rulein arule-set.

Routing tables can be very useful when working with tunnels of any sort - placing the wrappersin one routing
table, allowing DHCP clients and so on, without taking over the default route for all traffic. The payload can
then be in the normal routing table 0.
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8.5. Bonding

A key feature of the FB2500 is the ability to bond multiple links at a per packet level. This feature is only
enabled on a fully loaded model of your FB2500.

Bonding works with routing and shapers together. (See Chapter 10 for details of shapers.)

The basic principle is that you have two or more routes that are identical (same target |P prefix) and have the
same localpref, so that there is nothing to decide between them. As described above this normally means one
of the routesis picked.

However, where the two (or more) routes are the same type of interface, and there are shapers applied to those
routes, then a decisions is made on a per packet basis as to which interface to used. The shapers are used to
decide which link is least far ahead. This means that traffic is sent down each link at the speed of that link.

To make thiswork to the best effect, set the tx speed of the shapers on the links to match the actual link speed.
E.g. for broadband lines, set the speed to match the uplink from the FB2500.

For L2TP use asan LNS, the graph created for each L2TP session has an agress speed automatically set based
on the speed details sent on the L2TP connection. These can also be overridden by a RADIUS response. The
effect of thisisthat multiple linesthat are connected to the same LNS and have the same IPs routed to the lines
will automatically per packet bond traffic down those lines.

8.6. Route overrides

The conventional routing logic described so far operates very much like any conventional router, with the
addition of some handling for bonding and duplicate subnets.

However the FB2500 also allows the possibility of route overrides which control routing in more more detail.
Thisfeatureis part of session tracking functionality, and so applies on a per-session basis (contrasting with the
per-packet basis for the conventional routing). For details on sessions, and session-tracking, refer to Chapter 7.

When establishing asession it is possible to scan an ordered list of rules which can consider not only the target
IP but also source | P, protocol, ports, and interfaces being used. The result is (typically) to set arouting target
IP for the session (and possibly arouting table to jump between tables).

Note

Thedestination | Pin the packet header isnot modified - rather, an 'overriding' routing target 1P address
is stored in the session-table entry.

Thisis done for each direction on the session and remembered. This new target I P is then used on a per packet
basis in the same way as above instead of the destination P address of the packet. Thisis the same as set -

gat eway in the normal session tracking logic. However, routing overrides are applied at the end of checking
rule-sets and applied both ways, allowing, in effect, a set-reverse-gateway.

Tip

Because the route-override just sets a new target routing IP and does not allow you to set a specific
tunnel or such, you may want to have a dummy single IP address routed down a tunnel, and then use
route-override rules to tell specific sessions to use that IP as the gateway. Future software rel eases
may provide a means to specify atunnel as arouting gateway more directly.

Note

Route override logic was originally devised to allow routing for use with tunneling protocols, but they
are usually better handled with much less configuration using routing tables. As such this feature is
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rarely useful, and probably not the configuration setting you are looking for (waves hand in front of
your face).
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Chapter 9. Profiles

Profiles alow you to enable/disable various aspects of the FB2500's configuration (and thus functionality)
based on things such as time-of-day or presence/absence of Ping responses from a specified device.

9.1. Overview

A profile is a two-state control entity - it is either Active or Inactive ("On" or "Off", like a switch). Once a
profile is defined, it can be referenced in various configuration objects where the profile state will control the
behaviour of that object.

A profile's state is determined by one or more defined tests, which are performed periodically. If multiple tests
are specified, then the overall test result will be pass only if al the individual test results are pass. Assuming
the profile's state is Active, then when the overall test result has been 'fail’ for a specified duration, the profile
transitions to Inactive. Similary, once the overall test result has been 'pass for a specified duration, the profile
transitions to Active. These two durations are controlled by attributes and provide a means to ‘filter' out short
duration 'blips' that are of little interest.

An example of atest that can be performed isaPing test - ICMP echo request packets are sent, and replies are
expected. If replies are not being received, the test fails.

Profiles can be logically combined using familiar boolean terminology i.e. AND, OR and NOT, alowing for
some complex profile logic to be defined that determines a final profile state from several conditions. When
considering the state of another profile, it is the previous second's state that is considered - i.e. profile states
are al updated in one go after considering all profiles.

By combining profiles with the FB2500's event logging facilities, they can aso be used for automated
monitoring and reporting purposes, where profile state changes can be e-mailed direct from the FB2500. For
example, aprofile using a Ping test can be used to aert you viae-mail when adestination is unreachable. The
profile logic tests are also done based on the defined interval.

The current state of all the profiles configured on your FB2500 can be seen by choosing the "Profiles' item
in the "Status" menu.

Tip
You can aso define dummy profiles that are permanantly Active or Inactive, which can be useful
if you wish to temporarily disable some functionality without deleting configuration object(s). For

example, you can force an FB105 tunnel to be Down, preventing traffic from being routed through
it. Refer to Section 9.2.4 for details.

9.2. Creating/editing profiles

In the web user interface, profiles are created and edited by clicking on the "Profiles’ category icon. A profile
isdefined by apr of i | e top-level object.

9.2.1. Timing control

The following timing control parameters apply :-
e interval :theinterval between tests being performed

» tinmeout :the duration that the overall test must have been failing for before the profile state changes to
Inactive

» recover : the duration that the overall test must have been passing for before the profile state changes
to Active

62



Profiles

Theti meout andr ecover parameters do not apply to manually set profiles (see Section 9.2.4) and those
based on time-of-day (see Section 9.2.2.2).

9.2.2. Tests

9.2.2.1. General tests

'‘General' tests are provided for the following :-

FB105 tunnel state : the f b105 attribute lists one or more FB105 tunnel names (see Section 12.2) - if any
of the specified tunnels are in the Active state, this tunnel-state test will pass

PPPoE connection state : the ppp attribute lists one or more PPPoE connection names (see Chapter 11) - if
any of the specified connections are up, this pppoe-state test will pass

Routable addresses : the r out e attributes lists one or more |P addresses (full addresses, not CIDR prefix
ranges) - only if all the addresses are 'routable’ - i.e. there is an entry in the routing table that will match
that address - will this test pass. Refer to Chapter 8 for discussion of routing tables and the routing logic
used by the FB2500

VRRP state : the vrr p attribute lists one or more Virtual Router group membership definitions (see
Chapter 15) by name - if the FB2500 is not the master devicein any of these Virtual Routers, thistest will fail

Port state : the por t s attribute lists one of more physial Ethernet ports. if any of thes ports is up then the
test passes.

Tip
Y ou can aso control port state with a profile, so you could have a port come up if another port is
down to create afallback arrangement.

If more than one of these general testsis selected (corresponding attribute specified), then they must al pass
(along with all other tests defined) for the overall result to be pass.

9.2.2.2. Time/date tests

Time and/or date tests are specified by dat e and/or t i e objects, which are child objects of the pr of i | e
object.

Y ou can define multiple date ranges via multiple dat e objects - the date test will pass if the current date is
within any of the defined ranges. Similarly, you can define multiple time ranges via multiple t i me objects -
the time test will passif the current time is within any of the defined ranges.

Tip
Unlike other tests the chanhe of state because of a date/time test takes effect immediately rather than
waiting for several secondsto confirmit is still Saturday or some such.

9.2.2.3. Ping tests

Like time/date tests, a Ping test is specified by a pi ng object, as a child of the pr of i | e object. At most
one Ping test can be defined per profile - logical combinations of profiles can be used to combine Ping tests
if necessary.

9.2.3. Inverting overall test result

The tests described in the previous section are used to form an overall test result. Normally thisoverall resultis
used to determine the profile state using the mapping Pass > Active and Fail > Inactive. By setting thei nvert
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attribute to t r ue, the overall result isinverted (Pass changed to Fail and vice-versa) first before applying the
mapping.

9.2.4. Manual override

Y ou can manually override all tests, and force the profile state using the set attribute- avalue of t r ue forces
the state to Active, and f al se forcesit to Inactive.

You can aso configure the set attribute with a value of cont r ol - swi t ch. This causes the profile to be
set manually based on a control switch which is not stored in the configuration itself. The switch appears on
the home web page allowing it to be turned on or off with one click. It can also be changed from the command
line. You can restrict each switch to one or more specific users to define who has control of the switch. This
control applies even if the user has no access to make configuration changes as the switch is not part of the
config. The switch state is automatically stored in the dynamic peristent data (along with DHCP settings, etc),
SO survives a power cycle / restart. The control switch usesi ni ti al astheinitial state when first added to
the config, but at start up it picks up the state of the stored state.

Note

The control switchesignore other tests, just like other manual settings, but can be combined with and,
or and not settings - these have the affect of forcing the control switch one way. E.g. if an and
profile is off then the control switch isforced off. If it is on then the control switch can be manually
set on or off as needed.

Note that the value of thei nvert attribute isignored when manual override is requested.

These fixed-state profiles can be used as simple on/off controlsfor configuration objects. The following shows
an example of two such profiles, expressed in XML :-

<profile name="Of" set="fal se"/>
<profile name="On" set="true"/>
<profile name="1T- Support"
conment="All ow | T support conpany access to server"
set="control -switch"/>




Chapter 10. Traffic Shaping

The FB2500 includes traffic shaping functionality that allows you to control the speed of specific traffic flows
through the FB2500. The FB2500 also provides graphing functionality, allowing specific traffic flows to be
plotted on a graph image (PNG format) that the FB2500 generates. Within the FB2500, traffic shaping and
graphing are closely associated, and thisis reflected in how you configure traffic shaping - in order to be able
to perform traffic shaping, you must first graph the traffic flow.

10.1. Graphs and Shapers
10.1.1. Graphs

Several objectsin the FB2500's configuration allow you to specify the name of a graph, by setting the value of
thegr aph attribute. This causesthetraffic flow that is associated with that object (afirewall rule, an interface,
or whatever the attribute is attached to) to be recorded on a graph with the specified name. For connections
that have a defined state, such as a PPP link, the graph will also show the link state history. Other information,
such as packet loss and latency may also be displayed, depending on whether it can be provided by the type
of object you are graphing.

For example, the XML snippet below showsthegr aph attribute being set onani nt er f ace. Assoon asyou
have set agr aph attribute (and saved the configuration), a new graph with the specified name will be created.

<interface nane="LAN'
port ="LAN"
graph="LAN"'>

Thegraphisviewabledirectly (asaPNG image) from the FB2500 via the web User Interface - to view agraph,
click the"PNG" itemin the "Graphs' menu. Thiswill display all the graphsthat are currently configured - itis
not currently possible to show asingle graph within the web User Interface environment.

It is possible to access the graph data in many ways, using the URL to control what information is shown,
labels, and colours, and also allowing graphs to be archived. See Appendix Jfor more details.

Note

You may find images shown for graph names that are no longer specified anywhere in the
configuration. Over time, these graphs will disappear automatically.

Alternatively, the underlying graph data is available in XML format, again via the FB2500's built-in HTTP
server. The XML version of the data can be viewed in the web User Interface by clicking the "XML" itemin
the "Graphs" menu, and then clicking on the name of the graph you're interested in.

Both directions of traffic flow are recorded, and are colour-coded on the PNG image generated by the FB2500.
The directions are labelled "tx" and "rx", but the exact meaning of these will depend on what type of object
the graph was referenced from - for example, on agraph for ani nt er f ace, "tx" will be traffic leaving the
FB2500, and "rx" will be traffic arriving at the FB2500.

Each data point on a graph corresponds to a 100 second interva ; where a data point is showing atraffic rate,
therate is an average over that interval. For each named graph, the FB2500 stores data for the last 24 hours.

Note

Specifying agraph does not itself cause any traffic shaping to occur, but isapre-requisite to specifying
how the associated traffic flow should be shaped.

65



Traffic Shaping

10.1.2. Shapers

Once you have graphed a (possibly bi-directional) traffic flow, you can then a so define speed restrictions on
those flows. These can be simple "Tx" and "Rx" speed limits or more complex settings allowing maximum
average speeds over time.

Y ou define the speed control s associated with the graphed traffic flow(s) by creatingashaper top-level object.
Tocreateor editashaper object intheweb User Interface, first click onthe " Shape" category icon. To create
anew object, click the"Add" link. To edit an existing object, click the appropriate "Edit" link instead.

The shaper object specifies the parameters (primarily traffic rates) to use in the traffic shaping process, and
theshaper isassociated with the appropriate existing graph by specifying the nane attribute of theshaper
object to be the same as the name of the graph.

10.1.3. Ad hoc shapers

Youcandefineashaper object and set the speed controlsfor that shaper, and then definethegr aph attribute
on something, e.g. an interface, to apply that shaper to the interface.

It is also possible, in most cases, to simply set a speed attribute on some object. This creates an un-named
shaper (so no graph) which has the specified speed for egress (tx). Thisis unique to that object unlike named
shapers which are shared between all objects using the same named shaper.

Itisalsopossibletoset gr aph and speed attributesto create anamed shaper with the specified speed, without
having to create a separate shaper object.

If you set agr aph attribute without aspeed attribute or creating ashaper object then that smply creates
a graph without traffic shaping. Multiple objects can share the same graph.

Graphs can sometimes be created automatically and may have speeds applied. For L2TP sessions the circuit
ID (which may be overridden by RADIUS auth responses) is used to make a graph for the session.

10.1.4. Long term shapers

If defining a shaper using the shaper object there are a number of extra options which alow a long term
shaper to be defined. A long term shaper is one that changes the actual speed applied dynamlically to ensure
along term usage level that iswithin a defined setting.

The key parameters for the long term shaper are the target speed (e.g. t x), the minimum speed (e.g. t x- i n)
and maximum speed (e.g. t x- max). The target speed is what is normally used if nothing elseis set, but if a
min and max are set then the shaper will actually use the max speed normally.

However, if the usage exceeds the target speed then this is considered to be bursting and this continues until
the average speed since the bursting started drops below the target speed.

When bursting, atime is intially allowed with no change of speed (e.g. t x- m n- bur st) and after that the
speed drops. This can be automatic, or using arate of drop per hour (e.g. t x- st ep). The rate will drop down
to the defined minimum speed.

Once the average, since bursting started, drops below the target and the restrictions are lifted, returning to the
maximum speed. If the minimum speed is below the target speed then this will happen eventually even if the
link isused solidly at the maximum it is allowed. If the minimum is at the target or higher then the usage will
have to drop below the target for atime before the average speed drops low enough to restore full speed.

Theoverall effect of thismeansthat you can burst up to aspecified maximum, but ultimately you cannot transfer
more than if the target speed had been applied the whole time.
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10.2. Multiple shapers

A packet that passes through the FB2500 can pass through multiple shapers, for example

Theingress interface can have a defined shaper

When the packet passes through session tracking, the two sides of the session tracking (forward and reverse)
can each have shapers that apply.

If the packet is carrier viaan L2TP tunnel of any sort, there can be an aggregate shaper for the tunnel (e.g.
the broadband carrier). There can also be a class applied to the session which is an aggregate shaper for an
arbitrary group of sessions (often used when reselling broadband).

When passing through an L2TP tunnel, the session typically has a graph and shaper based on the circuit ID
which is specifc to that session. This is important for bonding multiple sessions as it controls the levels of
traffic sent via each session.

Obvioudly traffic could comein viaone L2TP tunnel and go back out via another, incurring yet another set
of shapers as above.

PPPoE links can aso have a defined shaper, which is important when bonding multiple links as it is used
to decide how much traffic goes via each link.

It is possible to create a bonded gateway route where multiple routes exist for the same target (typicaly a
default gateway) and each route as a speed set, which is itself a shaper. Thisis used to control how much
traffic goes via each of the bonded routes. (Y ou simply create more than oner out e object with aspeed
or gr aph setting).

The egressinterface can have a defined shaper

10.3. Basic principles

Each shaper tracks how far ahead the link has got with traffic that has been recently sent. This depends on
the length of packets sent and the speed of the shaper. This s, essentialy, tracking how much is likely to be
queued at a bottleneck further on. The FB2500 does not delay sending packets and assumes something with a
lower speed is probably queuing them up later.

Thisrecord of how far ahead the traffic is gets used in two ways:

If the shaper is too far ahead, then packets are dropped, causing the link to be rate limited to the selected
speed. Exactly how much is too far depends on the packet size, with small packets (less than 1000 bytes)
allowed more margin than large packets. Thishasthe effect of prioritising DNS, interactivetraffic, Vol P, etc.

Where there are two or more links with shapers alink is picked based on which is the least far ahead. This
has the effect of balancing the traffic levels between multiple links based on the speed of each link exactly.
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The FB2500 can operate as a PPPOE client. Thisis typically used to connect to an Internet service provider,
either via a suitable PPPOE modem, bridging router, or direct connection.

The typical usageisto use one or more ports on the FB2500 each connected directly to a suitable PPPoE device
such as a bridging router.

The PPPoE deviceisusually very dumb and may not need any configuration at al. The FireBrick isresponsible
for thelogin to the | SP using the PPPoE link, and the configuration for thisis part of the FB2500's configuration
and not the router. This makes it very easy to make use of spare routers, etc, without the complication of
configuring additional devices.

It is possible to connect more than one PPP device to asingle FB2500 port using an Ethernet switch. If you do
this then you ideally need a switch that handles VLANS (see Appendix D if you are not familiar with VLANS)
so that each router can be logically connected to a different interface on the FireBrick. It is also a good idea
to have a switch that supports jumbo frames where the endpoint supports them (FTTC, FTTP, and via suitable
modems BT 21CN and TalkTalk).

Note

This section containsinformation relating to access network services (such as DSL and Fibre-To-The-
Cabinet) available in the United Kingdom. Although this information will not be directly applicable
to services available in other countries, the concepts are the same - with appropriate knowledge of
your | SP service, and suitable equipment, the FB2500 should work equally well with servicesthat are
available in other countries.

11.1. Types of DSL line and router in the
United Kingdom

In the UK there are various types of DSL line and router than can be used. Any device that supports PPPoE
can work with the FireBrick, but some options are only available with some devices, as listed below :-

* BT 20CN or 21CN lines can support PPPoE and PPPOA on the wire. This means you can use them with a
PPPoE/A modem (such as a Vigor V-120) out of the box, or with a bridging router such as the Zyxel P660
configured in bridge mode. BT support baby jumbo frames too.

» Be/O2 PPPoA lines only support PPPOA, in theory. In practice they also support PPPoE. This means you
can use a PPPoE/A modem, or a bridging modem.

» TakTalk lines support both PPPoA and PPPoE, and so can work with a bridging modem. They support baby
jumbo frames too.

» BT FTTC lines comewith aVVDSL modem which supports PPPoE directly so no extra equipment is needed
to connect to the FireBrick.

» BT FTTPlinesterminate on an active NTE which supports PPPOE directly so no extra equipment is needed
to connect to the FireBrick.

For other types of linesin the UK, or those in other countries, you need to know what they can do on the wire
(PPPoA or PPPoE) and have a suitable modem/router to talk that protocol and convert to PPPoE on the LAN
link to the FB2500. It seems most DSL routers will bridge PPPOE on the wire to PPPoE on the LAN, but few
will act as a PPPoE access concentrator. The Vigor V-120 is one of the few that handle PPPoA on the wire
and PPPoE link to the FB2500.
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A significant benefit of the Vigor V-120 is that it works with no configuration on BT 20CN and 21CN lines
as well as Be/O2 PPPoA lines and TalkTalk lines - you just plug it in to the line and the FB2500 and it just
works. There are also modems that work in bridged mode, and support baby jumbo frames allowing PPPoE
through to the carrier BRAS with full size MTU.

For fibre to the cabinet (FTTC) and fibre to the premises (FTTP) service you connect the FB2500 directly to
the service (BT supplied modem) with no extra equipment.

11.2. Definining PPPOE links

A PPPoE link is defined by a ppp top-level object. To create or edit PPPOE links in the web user interface,
select the"Interface" category icon - - under the section headed "PPPoE settings' you will seethelist of existing
ppp objects (if any), and an "Add" link.

For most situations, configuring a PPPoE link only requires that you specify the physical port number ,
or aternatively, a port group name (see Section 6.2), that the router/modem is connected to and the login
credentialsi.e. username and password. The port number or port group nameis specified viathepor t attribute
on the ppp object, and credentials are specified viathe user name and passwor d attributes.

If you are connecting multiple routers'/modems viaa VLAN capable switch to a single FB2500 port, you will
also need to specify the VL AN used for the FB2500 to router/modem layer 2 connection - thisis done by setting
the value of the vl an attribute too.

Asan example, if you were to connect a single modem/router directly to port 4 on your FB2500 (i.e. not using
VLANS), then the configuration needed, shown asan XML fragment, would be :-

<ppp port="4" usernane="..." password="..."/>

Y ou may also want to give the PPPOE link a name, by setting the nan®e attribute - you can then reference the
link in, for example, aprofile (see Section 9.2.2.1).

There are anumber of additional options (see below), but for most configurationsthisisall you need. It causes
the FB2500 to connect and set a default route for internet access via the PPP link.

11.2.1. IPv6

If your ISP negotiates IPv6 on the link, then a default route is set for IPv6 traffic down the line. If the ISP
handles ICMPv6 prefix delegation then an 1Pv6 block will automatically be assigned to you LAN. If not, then
you could manually configure the IPv6 prefix the | SPisproviding. There are optionsto control whichinterfaces
get automatic prefix delegationsin this way.

11.2.2. Additional options
11.2.2.1. MTU and TCP fix

Normally PPPoE operates with a maximum packet size of 1492 bytes - this is due to the 8 byte PPPOE header
that is used, and the normal 1500 byte payload limit of an Ethernet packet. The FB2500 includes an option to
set the PPPOE MTU, so that when used with equipment capable of jumbo frames (suchasBT FTTC and FTTP
services, and with appropriate ADSL bridging modems) this allows use of dightly larger frames to provide a
1500 byte MTU. To achieve this, smply set the mt u attribute to a value of 1500. By default thet cp- nss-
fi x attribute is also set, which means when working with a smaller MTU such as 1492, any connections that
try and establish 1500 byte links are adjusted on the fly to be the lower MTU. This avoids problems with a
lot of corporate and bank web sites that do not handle MTU and ICMP correctly. Typically your ISP will be
doing this TCP fix for you as well.
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Testing has been done which confirms setting mtu="1500" works correctly on BT FTTC and FTTP lines, as
well as BT 21CN and TalkTalk lines via a suitable bridging modem (Dlink 320B).

Note

Testing using a Zyxel P660R in bridge mode confirmsthat BT 21CN ADSL lineswill negotiate 1500
byte MTU, but it seems the Zyxel will not bridge more than 1496 bytes of PPP payload. If you select
more than 1492 MTU and have problems it could be that some device connecting you to the access
concentrator cannot handle the larger packets (such asabridge or aswitch). For thisreason the default
MTU is1492.

11.2.2.2. Service and ac-name

The PPPoE protocol allows multiple services to be offered, and the service setting can be used to select which
is available. Thisis rarely needed and should be ignored unless you know what you are doing. If specified,
even as an empty string, then only matching services will be selected.

The name specified viathe ac- nane attribute is the name of the PPPoE endpoint (access controller). In some
cases there may be a choice of endpoints and setting this causes one to be selected by name. Again, thisisrarely
needed, and if specified will only match the name you specify. On Be/O2 PPPoE lines, for example, you could
select a specific LAC by name if you wanted to.

11.2.2.3. Logging

The PPP connection status, and PPP negotiation can be logged by setting the | og attribute to avalid log target.

Thel og- debug will log the whole PPP negotiation which is particularly useful when debugging connection
problems.

11.2.2.4. Speed and graphs

As discussed in Chapter 10, graphs alow you to visual connections, in terms of their state, traffic rates and
patterns etc. By setting the gr aph attribute, you can cause the state of the line, data transferred each way, and
current packet loss and latency to be recorded on a graph.

Once you are graphing the PPPoE connection, you can set traffic shaping to control speed (see Section 10.1.2).
Alternatively, a PPPOE connection is something you can set a speed limit on directly - setting the speed
attribute will control the speed of traffic sent to the Internet - thisis mainly used when bonding PPP links.
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The FB2500 supports the following tunnelling protocols :-
* IPsec (IP security)

» FB105 lightweight tunnelling protocol

e L2TP

e ETUN (Ether tunnelling)

IPsec is an implementation of the IPsec protocol and IKEv2 key management protocol, as defined in various
RFCs. This provides the means to authenticate and encrypt traffic sent over a public communication channel
(such asthe Internet).

L2TP client functionality enables tunnelled connections to be made to an L2TP server

Ether tunnelling provides amechanismto tunnel layer 2 ethernet traffic between two devices, using the protocol
defined in RFC3378.

Support for FB105 tunnels means the FB2500 can inter-work with existing FB105 hardware. FB105 tunnels
can aso be set up between any two FireBricks from the FB2x00 and FB6000 ranges which support FB105
tunnelling.

12.1. IPsec (IP Security)
12.1.1. Introduction

One of the uses of IPsec is to create a private tunnel between two places. This could be two FireBricks, or
between a FireBrick and some other device such as arouter, VPN box, Linux box, etc.

Thetunnel alowstraffic to | P addresses at the far end to be routed over the Internet in secret, encrypted at the
sending end and decrypted at the receiving end.

I Psec can also be used to set up a VPN between aroaming client and a server, providing security for working-
at-home or on-the-road scenarios. This usage is usually known as a Road Warrior connection. The FireBrick
can be used as the server for Road Warrior connections; it cannot act as a Road Warrior client.

There are three main aspects to | P Security: integrity checking, encryption and authentication.

12.1.1.1. Integrity checking

The purpose of integrity checking is to ensure that the packets of data when received are identical to when
transmitted - i.e. their contents have not been tampered with en route.

There are anumber of algorithmsthat can be used to implement integrity checking. They all use akey whichis
known only to the two ends of the communication. The key is typically a sequence of random-looking bytes,
usually expressed in hex notation.

Integrity checking on its own does not stop someone snooping on the contents of the packets, it just makes
sure that they are not tampered with on the way (as only someone with knowledge of the key could change
the data without invalidating it).

12.1.1.2. Encryption

The purpose of encryption is to change the data when it is sent so that nobody snooping on the packet can
make sense of it. There are many different algorithms, offering different level s of security. Encryption similarly
involves a key which is known only to the two ends of the communication.
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| Psec provides two ways to encapsulate data - AH (Authentication Header) which integrity checks the packet
data and also some of the header fields (IP addresses), and ESP (Encapsulation Security Payload) - which both
encrypts and integrity checks the packet data.

12.1.1.3. Authentication

Authenticaion is a mechanism for ensuring that the two end users of a communication channel trust that they
arewho they think they are. Neither encryption nor integrity checking aone can do this. To ensure that you are
talking to the correct person and not someone el se masguerading as them, and to be sure nobody else can read
your communications, you need to be sure that keys used for integrity checking and encryption are only known
tothetwo (real) endpoints. Authentication can help prevent a"Man-in-the-Middle" attack, where someone who
knows the keys can set himself up between the two endpoints, and without their knowledge can masquerade
as the other endpoint to each end. Note that a Man in the Middle can both read the data and modify it, without
either of the endpoints being aware that this has happened.

Note

There is scope for confusion in the use of the term Authentication. It is sometimes also used to
mean integrity checking, and indeed the " Authentication Header" (AH) should really be known asthe
Integrity Check Header!

12.1.1.4. IKE

Choosing and configuring the I Psec algorithms and keys, as well as any other required connection parameters
for alink is a complex task and aso has its own security implications as compatible parameters, including
the keys, need to be established at both ends of the link while at the same time ensuring the keys remain
accessible only to the two ends. If you use any form of communication to do this and that communication
channel is not itself secure, you have potentially lost your link security. For this reason there is a protocol
known as IKE (Internet Key Exchange) which automatically negotiates and selects algorithms, keys and other
parameters, and installs them at each end of the link, using a secure channel between the two systems. The
FireBrick supports version 2 of the IKE protocol (IKEv2). IKE uses Public Key Cryptographic mechanismsto
select the keysto be used, using the Diffie-Hellman key exchange mechanism. IKE al so performs authentication
between the two link endpoints using for example X.509 certificates, pre-shared secrets or other methods
such as those supported by EAP (Extensible Authentication Protocol). It is still necessary to install suitable
certificates, secrets or methods, obviously, but the configuration is simpler and more secure.

An IPsec IKE connection is established in two logical stages; first a secure control channel for the IKE
negotiation is set up, and the peers authenticate each other using this channel, and then algorithms and keysto
be used to secure the |Psec data are negotiated and exchanged using the secure channel. The control channel
remains open during the lifetime of the connection, and is used to test the connection status, to cleanly closethe
link down, and also to periodically regenerate the algorithm key data (which mitigatesthe possibility that athird
party has managed to crack the keys currently in use). During the first stage, the peers agree on algorithmsto
be used for integrity checking and encrypting the control channel, and additionally on algorithmsto be used to
securely generate the required keying data. These are agreed by the originating peer making aproposal, referred
to below as the IKE proposal and the responding peer then selects the best algorithms which it supports. A
similar, separate, proposal (referred to below as the IPsec proposal) is used to select the algorithms to be used
for the | Psec data channel.

12.1.1.5. Manual Keying

IPsec can aso be used in what is known as manual-keying mode. When used in this way, IKE is not used,;
system administrators at each end of the link need to choose and agree on theintegrity and encryption keysto be
used, using some private mechanism which they know to be secure, before the |Psec connection is configured.
For example, the system administrators may already know each other, and may arrange to meet in private
and exchange keying information (which they trust they will not divulge to anyone else), and then configure
their FireBricks to use the agreed keys. This is not a recommended approach as it it relies on the system
administrators choosing good (ie random and unguessable) keys and keeping them secure. It also provides no
way to automatically regenerate the keys regularly.
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12.1.1.6. Identities and the Authentication Mechanism

To fully appreciate the mechanism of authentication, it isnecessary to understand the concept of IKE Identities.
Each end of an IPsec/IKE peering has an identity, and the purpose of the IKE authentication process is to
establish the identity to the peer - ie prove to the peer that you are the identity you proclaim to be. An IKE
identity can take one of avariety of forms - it may be an IP address (IPv4 or IPv6), an email address, adomain
name or akey identifier. It isimportant to understand that theseforms are, in asense, notiona - you do not have
to actually be addressable using a particular 1P to proclaim it asyour identity, nor do you have to be contactable
by an email addressif that form is used, nor does a domain name need to be resolvable to your IP address (or,
indeed, resolvable at all). Thisis not unlike the use of personal names, at least in the UK, where you do not
have to use your officia birth certificate name - you can use any name provided that you can prove that you
are associated with that name.

Each end of an IKE connection authenticates itself to its peer by signing a block of data which includes its
identity along with other connection-specific data. Depending on the authentication method, the signature is
generated using a pre-shared secret, a private key associated with an X.509 end-entity certificate, or a key
determined by an EAP exchange.

If a peer authenticates using a pre-shared secret, you trust he is who he says he is simply by virtue of his
knowledge of the secret. With certificates the situation is more complex: a successful signature verification
using a certificate simply provesthat the peer hasthe private key associated with the certificate used. To accept
the authentication you also need to trust the certificate - ie you need to believe that the certificate does indeed
belong to the peer. One way to do thisisto use a self-signed end-entity certificate - in this case your peer gives
you a copy of his certificate in advance, and you choose to trust it on this basis. To avoid needing to install a
separate certificate for every peer you may need to authenticate with, it is more normal to have a chain of trust
- you elect to trust a certificate from a certificate authority (CA), and you then implicitly trust any certificates
which have been signed by that authority using that certificate (and in turn any subordinate certificates signed
by these) without needing to explicitly install any of them beforehand. In other words, you are trusting that the
CA (and any intermediates) who issued the certificate checked that the intended owner was entitled to use the
certificate beforeissuing it. A certificate includes various data items including the identity of the owner, so the
final step in the authentication check using a certificate is to confirm that the certificate used is valid, and its
owner identity matches the IKE identity claimed by the peer.

12.1.2. Setting up IPsec connections

First, an IPsec configuration section needs to be added to the configuration if not already present, or edited if
present. Select "Add: New: |Psec connection settings' or edit the exiting entry on the tunnel setup page.

12.1.2.1. Global IPsec parameters

There are some global parameters affecting all connections which can be set on the main | Psec entry.

Thelogging optionslog, log-error, and log-debug can be used to steer |ogging information which isnot specific
to a particular connection to a selected logging target.

The allow and trusted entries can be used to restrict IKE connections to particular IPs and/or IP ranges. An
I KE connection setup request can potentially be received from any device, and setting up a connection involves
some CPU-intensive calculations. The IKE implementation attempts to guard against the possibility of Denial-
of-Service attacks from rogue devices requesting bogus connections by limiting the initial connection rate, but
for added security allow and trusted settings are also provided. Connections from IPs in either of the two lists
are always accepted, and those in the trusted list are processed at higher priority. If an alow list has been set,
connection attempts from IPs not in the allow or trusted lists are not accepted.

Thereis aso aForce-NAT option which will force the FireBrick to assume that remote devices on the list are
behind NAT boxes. IKE has built-in NAT detection so this option is rarely needed. See the separate section
on NAT Traversal for more details.
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12.1.2.2. IKE proposals

When IKE connections are negotiated, a selection of compatible algorithms and keys for integrity checking
and encryption are negotiated. Theinitiating end of the connection provides proposals of various combinations
of algorithms it is willing to use, and the responding end picks a suitable set. The IKE implementation has
built-in default proposal lists, which are suitable for normal use, but for tighter control further proposals can be
configured. An IPsec |KE connection consists of two separate communication paths - the IKE control security
association, and the IPsec data connection, and these have separate proposals, which are configured using the
Proposal for IKE security association and Proposal for |Psec AH/ESP security association sections. See the
later discussion on algorithms for further details.

12.1.2.3. IKE roaming IP pools

IKE Road Warrior connections provide the ability for users to set up a VPN for remote access to a network.
When a client connects an |Pv4 and/or |Pv6 address and other network data are allocated and communicated
to the client for the duration of the connection. The details are configured in a roaming pool section, which
can be referenced from one or more IKE connection sections. The pool of |Pv4 and/or IPv6 address ranges for
allocation needsto be configured here, and optionally alist of addresses of DNS and/or Windows NetBios hame
servers (NBNS) can be configured. If the | P address(es) to be assigned are not fully addressable on the internet,
and the client is to be given internet access in addition to access to the local server network, the nat option can
be given to make the FireBrick perform network address translation on sessions initiated by the client.

Note that there is a restriction on the total number of 1Ps (both IPv4 and 1Pv6 combined) of approximately
65536 addresses - ie asingle |Pv4 range of /16, or asingle IPv6 range of /112.

12.1.2.4. IKE connections

To set up anew IKE connection, select "Add: New: IKE connections" on the IPsec configuration page.

There are a large number of options available for configuring a connection, but the majority can usually be
left at their default settings.

12.1.2.4.1. IKE connection mode and type

Three connection modes are currently supported: Wait provides a dormant connection, which will only be set
up when the remote peer initiates the connection; Immediate provides a connection which the local FireBrick
attempts to initiate immediately; On-demand provides a connection which is only set up when the local
FireBrick detectsthat it has traffic to send over the tunnel.

A Wait-mode connection is useful when the remote IP is not known - for example when it may change if the
remote device movesto adifferent network or isbehind aNAT device. Road Warrior connections must be Wait-
mode; other connections may use any mode. It is permissible (and common) to set both ends to Immediate-
mode - IKE will happily allow the connection to beinitiated by either end, and will close aduplicate connection
if set up ssimultaneously by both ends.

The IKE connection type is AH or ESP. ESP is by far the most commonly used, as it provides both integrity
checking and encryption of traffic. AH provides integrity cheecking only, so data is transmitted in plaintext.
AH does provide a very dlight extralevel of security, as the |P addresses of the tunnel encapsulation packets
are also integrity checked. However, thisis (a) incompatible with usage over NAT and (b) rather illusory, as
with IKE the whole connection is authenticated at setup, so the remote peer is already known to be valid.

12.1.2.4.2. IKE and IPsec proposal lists
Algorithms and proposals are discussed in more detail below. Normally, these can be left blank causing the

default proposalsto be used. If required, the IKE proposal list and/or the | Psec proposal list can configured. Each
consists of alist of names of proposals which have been configured under the top I1Psec configuration section.
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12.1.2.4.3. Authentication and IKE identities
The FireBrick supports three authentication methods:

» Secret: (AKA pre-shared key, or PSK) A secret key is entered in the local configuration and the same key
is set up in the peer's configuration

* Certificate: an X.509 certificate is used (see below for full details)
» EAP: the Extensible Authentication Protocol isused. Thisiscurrently only supported for peer authentication.

The auth-method setting specifies how the FireBrick authenticates itself to the peer, and the peer-auth-method
setting specifies how the peer authenticates itself to the FireBrick. Note that the authentication of each peer
to the other is performed independently, and need not use the same method - eg one may authenticate using a
certificate and the other using a pre-shared secret or EAP. Common arrangements are for both to use the per-
shared key method, for both to use certificates or (typically for Road Warrior setups) for one (the server) to
use a certificate and the other to use EAP.

IKE authenticates each end of a connection using the connection's IKE identity. The identity is chosen when
configuring each end, and can be specified in different ways, using the following syntax:

 |P:ip-address: an IPv4 or |Pv6 address (eg |1P:123.45.67.8)

» FQDN:domain : a dot-separated domain (eg FQDN:firebrick.co.uk)

» EMAIL:email-address : an email address (eg EMAIL :fred@somewhere.com)
» KEYID:string : any unstructured string (eg KEYID:Thisis my IKE ID)

DOMAIN or DNS are aso accepted as aternatives for FQDN, and MAILADDR, MAIL or RFC822 are
accepted as alternatives for EMAIL.

It is common to use a peer's real |P address as its IKE ID, and to avoid repetition the ID can be specified in
the form "IP:" (ie omitting the |P address) to use the actual 1P address. Note that if an IP address is specified
there is no requirement for it to actually bethereal IP address - it is used solely for identification. Similarly, if
the FQDN or EMAIL forms of ID are used there is no requirement for the domain or email address to actually
be associated with the peer or even to exist at all.

If the prefix (1P;, FQDN: etc) is omitted in the identity, the FireBrick chooses the most appropriate type, based
on the syntax of the identity used.

During the connection setup phase, these IDs are used to authenticate the two ends to each other. Each peer
passes its ID to the other end of the connection, in an encrypted and signed form. On receiving an ID it is
checked (a) to confirm that it is the expected ID and (b) to confirm that the signatureis valid.

If auth-method is Secret, the secret option should be set to the required secret using a free-form text string
of arbitrary length. Note that the usual guidelines when choosing passwords should be followed to reduce the
chance of the secret becoming compromised; along string is recommended. If peer-auth-method is Secret the
peer-secret option should be set to the secret used by the peer for authentication, or may be left blank in the
common case where the local and peer secrets are the same. If certificate-based authentication is used, the
certlist and peer-certlist options can be used to specify which certificates are to be used, or may be left blank
in which case the the FireBrick looks for any suitable certificate in its certificate store. The use of certificates
is discussed further below. If EAP authentication is used the EAP details (usernames, passwords etc) must be
specified elsewhere in the EAP configuration section of the FireBrick config under the top-level User Access
Control tem. The query-eap-id flag can be set to determine whether the client's IPsec identity should be used
asthe EAP identity or the client will provide a separate EAP identity when queried. The default setting istrue,
indicating that a separate EAP identity will be requested. Some EAP clients may require this to be set to false.

12.1.2.4.4. IP addresses

The peer-ips item is normally set to the IP of the peer when this is known. It must be a single IP when the
connection mode is Immediate or On-Demand, but for a mode Wait connection this may be left blank or
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specified as a permissible range. Note that in this case the identity the peer provides when it attempts to set
up the connection will be used to select the matching configuration connection details. The local-ip is optional
- if omitted the IP used by the peer to reach the FireBrick is used for a connection initiated remotely, and
the FireBrick chooses a suitable source |P when it initiates a connection. Y ou can also optionally specify an
internal-ipv4 and/or an internal-ipv6 address. When specified, these addresses are used for the source address
of the tunnelled packet when the FireBrick sends traffic it originates itself down the tunnel (unless the source
address has already been specified by some other means). If these are not specified the FireBrick will use the
tunnel's local-ip setting when appropriate.

Note that although obviously the tunnel endpoint addresses must be the same type of address (both 1Pv4 or
both IPv6) the traffic sent through the tunnel may be IPv4, IPv6 or a mixture of the two.

12.1.2.4.5. Road Warrior connections
A Road Warrior connection provides a VPN service to which multiple clients can connect. A Road Warrior
connection must haveits roaming-pool item set to the name of an IKE roaming IP pool entry defined in the top
I Psec configuration section (see above). The connection mode must be set to Wait and no routing information is
required as the FireBrick automatically routestraffic for the allocated I P(s) to the VPN client. A Road Warrior
connection will typically use certificate authentication for thelocal FireBrick server and EAPfor the connecting
client asthisiswhat most clients expect, but other authentication methods can be used if supported by the client.

12.1.2.4.6. Routing

Apart for Road Warrior connections you must configure routing to specify which traffic the FireBrick should
send out through the tunnel. The routing configuration uses the same style as used elsewhere in FireBrick
configuration. A simple set of IPsand/or IP ranges can be specified in the routes attribute, or for more complex
routing a number of separate route elements can be added to the tunnel config. Metrics and the routing tables
to be used may also be specified. The blackhole option can be set to ensure that traffic to be routed down the
tunnel isdiscarded if the tunnel isnot up. If not set, the normal FireBrick routing rules could select an alternate
inappropriate transmission path, thus compromising security.

12.1.2.4.7. Other parameters
A graph may be specified to monitor data through the tunnel. A speed may be set to rate-limit the traffic.

mtu can be used to specify a maximum MTU value for tunnelled packets. Packets longer than this size will
be fragmented or rejected using the normal 1P fragmentation mechanism before being encapsulated. Note that
after encapsulation of a packet the resulting packet may become too large to transmit using the MTU of the
path used to transmit the tunnel traffic, in which case the encapsulated packet will be fragmented as usual. In
some situations (for example where there are poorly implemented intervening NAT devices) such fragments
may be dropped. In this case, the mtu setting can be useful to reduce the maximum size of the inner packets,
so the encapsulated packets do not themselves need to be fragmented.

tcp-mss-fixcan be set to attempt to avoid fragmentation in TCP sessions, by adjusting the TCP SYN header so
that the negotiated TCP MSSwill fit in the tunnelled MTU.

log, log-error and log-debug can be used to steer IKE logging information which is specific to this connection
to a selected logging target.

dead-peer-detectcan be set to the period (in seconds) used between checks that the connection is till live (ie
the peer is responding). It defaults to 30 for normal connections, and O (off) for Road-Warrior connections.
lifetime can be set to the period required between rekeying. The default is 1:00:00 (1 hour). The FireBrick will
renegotiate the connection shortly before it reaches this period since the last renegotiation. Note that if dead-
peer-detection is set to O (off) adead peer will not be noticed until renegotiation is attempted.

12.1.2.5. Setting up Manual Keying

To set up a new manually-keyed IPsec tunnel select "Add: New |Psec manually-keyed connections' on the
top-level 1Psec setup page.
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12.1.2.5.1. IP endpoints
The local-ip, peer-ips, internal-ipv4 and internal-ipv6 items have the same meanings as for IKE connections
as described above. For manully-keyed connections, local-ip and peer-ips are not optional and must be set to
single | P addresses.

12.1.2.5.2. Algorithms and keys
Select the required encapsulation type - either AH (providing just authentication) or ESP (providing

authentication and/or encryption). Select the required algorithms and choose appropriate keys. The key lengths
depend on the selected algorithm according to the following table:

Table 12.1. | Psec algorithm key lengths

Algorithm Bytes |Hex |Example
digits
HMAC-MD5 16 32 00112233445566778899AABBCCDDEEFF
HMAC-SHA1 |20 40 000102030405060708090A0BOCODOEOF10111213
AES-XCBC 16 32 OFOEOCODOB0A09080706050403020100
HMAC-SHA256 |32 64 000102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1F
3DES-CBC 24 48 00112233445566778899A ABBCCDDEEFF0011223344556677
blowfish 16 32 00112233445566778899AABBCCDDEEFF

blowfish-192 24 48 000102030405060708090A0BOCODOEOF1011121314151617
blowfish-256 32 64 000102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1F
AES-CBC 16 32 00112233445566778899AABBCCDDEEFF

AES192-CBC |24 48 000102030405060708090A0BOCODOEOF1011121314151617
AES-256-CBC |32 64 000102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1F

Note that in the current implementation when using manual keying the same key is used for both incoming and
outgoing traffic. The same keys and algorithms must be configured at the remote end of the link.

The above keys are examples only. To reduce the possibility that your link could be compromised by keys
becoming known or guessed you should generate them using a source of random or pseudo-random data. On
a Unix/Linux system the command xxd can be used in conjunction with the /dev/irandom file. For example to
generate a 20-byte key the command would be:

xxd -len 20 -p /dev/random

Y ou aso need to configure an SPI (Security Parameter Index) for both the incoming and outgoing traffic. The
SPI value is an integer from 256 to 2%%.1. These are configured as local-spi for incoming traffic and remote-
spi for outgoing traffic. The local-spi uniquely identifies this | Psec connection, so must be distinct for al 1Psec
connections on this FireBrick. The current FireBrick implementation requires that the local SPI for manual
connections to be in the range 256 to 65535. The local-spi must match the outgoing SPI of the far end of the
link, and vice-versa.

12.1.2.5.3. Routing
Routing for manually-keyed | Psec connectionsis the same as for IKE connections as described above.

12.1.2.5.4. Mode
The mode item for a manually-keyed 1Psec connection should be set to the default (tunnel) for normal
applications. Transport-mode IPsec is used in certain situations when the traffic to be encapsulated does not
have its own IP header. With the current implementation the only use of thisiswhen it is required to provide
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both AH and ESP protection to encapsulated packets; AH authentication with ESP encryption can provide
marginally better authentication but israrely used. To configure this, set up amanually-keyed ESP tunnel with
just encryption, and set up a separate manually-keyed AH 1Psec entry in transport mode. Each must have their
own separate SPIs, and the ESP entry should have the outer-spi field set to the local-spi of the AH entry. The
AH entry should have no IPs, routing, graph or speed set.

12.1.2.5.5. Other parameters

Other 1Psec manually-keyed parameters have the same meaning as their IKE counterparts.

12.1.3. Using EAP with IPsec/IKE

EAPistypically used in conjunction with certificates to authenticate a Road Warrior connection. The FireBrick
can act as a Road Warrior server, and uses EAP methods to authenticate the clients. During the authentication
processthe client sendsauser identity (typically ausername) and an encoded password to the FireBrick, and the
FireBrick checks the username/password combination is valid. The FireBrick would normally be configured
to use a certificate to authenticate itself to the client. A single Road Warrior ike connection item can support
multiple clients connecting at the same time; each client will be dynamically alocated a different |P address.
Each user should be given a separate EAP username/password entry.

EAP usernames and passwords are configured under the top-level User Access Control section of the config.
Select Users icon on the config web edit page, and enter the required details under the section User access
control via EAP. Currently two EAP methods are supported - MD5 and MSChapV2; at least one of these is
normally supported by Road Warrior clients. Note that MSChapV 2 is more secure than MD5, and is the most
commonly used, though it is rather an arcane method with known weaknesses. The subsystemitem in the EAP
config should be set to IPsec.

Note

The EAP authentication process involves a number of interchanges between the client and server.
These take place using the IKE control channel, so although at this stage the server does not yet know
the identity of the client connecting (indeed it is purpose of the EAP interchange to achieve this), the
path to the client is secure and encrypted so a third party cannot snoop on the authentication.

12.1.4. Using certificates with IPsec/IKE

The FireBrick IPsec/IKE implementation supports authentication of tunnel endpoints using X.509 certificates.
The FireBrick may authenticate itself to its peer using a certificate and private key installed on the FireBrick,
and similarly the peer may authenticate itself to the FireBrick using a certificate trusted by the FireBrick.

TheFireBrick hasaninternal securestorage areafor holding certificatesand private keys. Thisisheld separately
from the main FireBrick configuration, and is managed through the Ul by selecting the Certificates section in
the Config menu. Certificates may be uploaded to the FireBrick, downloaded and deleted, and private keys
may be uploaded and deleted. Note that, for security, it isnot possible to download a private key onceinstalled;
the only use to which a private key can be put is to allow an end-entity certificate to sign data - in particular
the 1Psec/IKE authentication data payloads.

When a certificate isinstalled on the FireBrick, a short local name must be chosen to accompany it. This name
appears in the certificate store contents list but need bear no relation to the actua certificate identity. Thelocal
names are displayed on the Ul certificate configuration page, and are also used to form the filename (with .pem
or .crt appended) when downloading the certificate from the FireBrick. The local names can also be used if
desired in the IKE connection certlist and peer-certlist items to select the certificates to be used for a specific
connection.

Asthe FireBrick does not yet support secure (https) web connections, uploading a private key should only be
done from a locally-connected device where the security of the connection can be guaranteed - ideally using
a direct ethernet cable or possibly a secure encrypted WiFi link - as the key data is transmitted in the clear.
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Future FireBrick development will introduce TLS/HTTPS and when this is available private key upload will
be restricted to secure encrypted connections.

There are a number of different formatsin use for holding certificates and private keys. The FireBrick accepts
standard DER-format (binary) and PEM-format (base64 armoured text) X.509 certificates, and DER-format
and unencrypted PEM-format private keysin raw or PK CS#8 form, as generated by utilities such as OpenSSL.
PKCS#7 and PKCS#12 format certificates and certificate bundles are not recognized by the FireBrick; these
should be split up into their component parts (eg using OpenSSL ) before being uploaded to the FireBrick. Note
that private keys must not be encrypted (ie should not need a passphrase to access them). Again, OpenSSL
can be used to unencrypt and remove a passphrase from a private key before upload. When downloading a
certificate from the FireBrick, DER or PEM format can be selected.

For use with | Psec/IKEv2 end-entity certificates must hold an RSA or DSA public key. Currently the FireBrick
also only accepts RSA or DSA keys for CA certificates. This should not be a problem at present as the use
of newer style public keys in certificates used for signing other certificates is uncommon, and can aways be
avoided if generating one's own CA certificatre.

As mentioned above, part of the authentication of a peer using a certificate consists of confirming that the
peer's IKE ID matches the ID recorded in the certificate. Certificates can hold identity information in more
than one way, and cryptographic implementations do not always agree on how the identity should be stored.
The FireBrick accepts the CommonName (CN) field of the Subject DistinguishedName for aKEY ID-type ID,
or, for IP, FQDN or EMAIL type IDs, any SubjectAltName field of the right type. A certificate usualy holds
some information regarding its purpose, and again there is not universal agreement among implementations
on how this usage information should be checked. The FireBrick requires a certificate to be used for |Psec
authentication to be marked as allowing use for digital Signature or nonRepudiation, and a certificate to be used
for signing certificates must be marked as allowing use for certificate signature.

For a FireBrick IKE connection which authenticates itself to a peer using a certificate, it is necessary to install
a suitable end-entity certificate along with its associated private key on the FireBrick. Unless the certificateis
self-signed the certificate(s) used as CAs to provide a trust chain must also be installed, though private keys
are not required for these (and for security should not be installed). During the IKE authentication procedure
the FireBrick sends a copy of the certificate identifying itself to the peer, and also sends the trust chain of
certificate(s) used to sign the end-entity certificate. The peer does not need to have the end-entity certificate
installed, but must have a CA certificate (usually the self-signed "root" CA) installed so that it can check the
validity of the certificate. The private key for the CA certificate should be stored in a secure manner - not
on the FireBrick, and ideally not on any machine with a permanent network connection - a memory stick is
recommended. The CA certificate can have any suitable subject identity, and the end-entity certificate must
have a CN or SubjectAltName which corresponds with the local IKE identity which will be used for the
connection. For reliable interworking with other kit it is recommended that this is set using a FQDN (aka
DNS) subjectAltName field. The certificate which the FireBrick will use to authenticate itself to the peer can
be specified in the connection certlist item, using the short local name set when the certificate was installed.
This can normally be left unset, however, as the FireBrick will then choose a certificate which matches the
local-ID setting.

certligt, if set, should be the end-entity certificateidentifying thelocal FireBrick, and peer-certlist, if set, should
be alist of the certificates which provide the trust for authenticating the peer's certificate. These can normally
be left unset, in which case the FireBrick will choose any suitable certificate matching the IKE local-ID for
authenticating itself, and any certificate(s) in the store for providing the trust of the peer's certificate.

A FireBrick connection which expects its peer to authenticate using a certificate needs to have either the end-
entity certificate or a CA certificate providing trust installed. If the peer-certlist item is not set, the FireBrick
will use any suitable certificate in its store to validate the peer's certificate; if set (to alist of short local names),
only those certificate(s) listed are acceptable.

Note that it is not obligatory to create and use a self-signed certificate. A large organization may have a master
CA which has been signed by a CA authority, and which is trusted automatically by many devices which have
abuilt-in set of root CAs. This master CA be used to sign a subsidiary CA, which is then used to sign the end-
entity certificate to be used for IKE authentication.
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12.1.4.1. Creating certificates

Generating suitabl e certificates can be apainful experience for the uninitiated, so we have provided some useful
tools which can be downloaded from the FireBrick website. These are bash scripts which use the OpenSSL
tools, and can be run on Linux or MacOS systems, or on Windows using Cygwin. They should be downloaded
and saved locally (eg by cut-and-paste from the displayed web page text, or using the browser save source
function). If invoked with no arguments usage information is displayed.

Use the make-key script to generate a new public/private key pair. This is available as http://
www.firebrick.co.uk/tools/make-key. By default an RSA key of 2048 bitsis generated, but this can be changed
by supplying suitable parameters.

Use the make-cert script to generate a new certificate. This is available as http://www.firebrick.co.uk/tools/
make-cert. It can be used to generate a CA or an end-entity certificate, and can make a self-signed certificate
or make one signed by an existing CA. The private key to be associated with the certificate must be supplied,
and if the certificate is not self-signed the CA certificate and its associated private key must be supplied. When
making an end-entity certificate the IKE identity should be built into the certificate as a subjectAltName field,
using one of the IP, FQDN or EMAIL keywords.

Asan example, consider the company Paradigm Ltd. who wish to set up acertificate suitable for authenticating
one of their serversusing IKE identity FQDN: vpn.server42.paradigm.co.uk. To make a suitable CA and end-
entity certificate run the following commands:

# Note that trailing backslash characters have been used bel ow
# to split commands over nultiple lines for readability.

# CGenerate a new key for the CA certificate
./ make- key paradi gm ca-key. pem

# Generate the CA certificate

# Note that the DN setting can be freely chosen.

./ make-cert CA DN="/ C=UK/ ST=M dsoner/ O=Par adi gm Lt d/ CN=par adi gm co. uk" \
KEY=par adi gm ca- key. pem par adi gnt ca. pem

# CGenerate a new key for the end-entity certificate for server42
./ make- key paradi gni2-key. pem

# CGenerate the end-entity certificate
# Note that the FQDN= paraneter is used to set the certificate's SubjectAl
# and this will correspond to the server's local-ID setting
./ make-cert DN=/ CN=server 42 KEY=par adi gni2- key. pem \
| SSUER- KEY=par adi gm ca- key. pem | SSUER=par adi gm ca. pem \
FQDN=vpn. server 42. par adi gm co. uk paradi gni2. pem

The paradigm-ca-key.pem file should be stored safely offline. The paradigm-ca.pem, paradigm42.pem and
paradigm42-key.pem files should be uploaded to the FireBrick certificate store. The paradigm-ca.pem file
should be installed on the peer(s) wishing to connect.

12.1.5. Choice of algorithms

The following types of algorithm are used:
* Integrity: used to perform integrity checking of the control or data channels
» Encryption: used to perform encryption of the control or data channels

» DHGroup: used to select the Diffie-Hellman group to be used to agree a mutually-agreed secret key
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* PRF: A pseudo-random function used to generate further keying info from the Diffie-Hellman key (control
channel only)

» ESN: A flag indicating whether extended sequence numbers are supported for the data channel
Manually-keyed connections do not have a control channel, and use only integrity and encryption algorithms.

Both integrity checking and encryption allow a choice of agorithms. When using IKE the default agorithm
proposals are in most cases a good choice as they allow negotiation with the peer to choose the best mutually
supported algorithms. The supported algorithms are as follows:

Table12.2. IKE / I Psec algorithm proposals

Name Type Channels Preferred
null Integrity Control, Data Not in default proposal
HMAC-MD5 Integrity Control, Data

HMAC-SHA1 Integrity Control, Data

AES-XCBC Integrity Control, Data

HMAC-SHA256 Integrity Control, Data Yes

null Encryption Control, Data Not in default proposal
3DES-CBC Encryption Control, Data

blowfish Encryption Control, Data Yes
blowfish-192 Encryption Control, Data

blowfish-256 Encryption Control, Data

AES-CBC Encryption Control, Data Yes
AES-192-CBC Encryption Control, Data

AES-256-CBC Encryption Control, Data

none DHGroup Data Yes
MODP-1024 DHGroup Control, Data

MODP-2048 DHGroup Control, Data Yes
HMAC-MD5 PRF Control

HMAC-SHA1 PRF Control Yes
AES-XCBC-128 PRF Control Yes
HMAC-SHA256 PRF Control Yes
ALLOW-ESN ESN Data Yes
ALLOW-SHORT-SN |ESN Data Yes

Control items can be specified in IKE-Proposal lists, and Data items can be specified in |Psec-Proposal lists.
If an IKE connection does not have an explicit ike-proposals entry, two default proposals are offered to the
peer. Thefirst includes all the Control entries in the above table marked as preferred, and the second includes
all theimplemented entries apart from null. Similarly if no explicit ipsec-proposals entry is given, Data entries
marked preferred are included in the first proposal, and all except null in the second. The IKE negotiation
always picks the first acceptable proposal, so the default proposals will have the effect of selecting from the
preferred algorithms if the peer supports them, and otherwise from all available algorithms. Note that the null
algorithms are never chosen by default; they provide no security and should only be used for testing.

12.1.6. NAT Traversal

Devices performing NAT (Network Address Tranglation) on the path between the connection peers can cause
difficulties with I Psec operation. Since NAT changes source | P addresses, and these are checked if atype AH
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connection is used, AH is incompatible with NAT. A NAT device usually requires regular traffic to ensure
dynamic address and port mappings are maintained. Additionally, some NAT devices incorrectly attempt to
modify IPsec traffic en route. IKE attempts to work around these problems, by detecting whether there are any
NAT devicesin thetransmission path, and modifying itsbehaviour accordingly. IKE ESPtrafficisencapsul ated
in UDP packets using port numberswhich faulty NAT devices should not treat specially, and keepalive packets
aresent. Additionally, IKE will noticeif apeer behind aNAT suddenly changesits| P address (aswould happen
eg if aNAT device was rebooted and lost its NAT mappings). This mechanism, known as NAT Traversal,
is normally automatic if it is supported by the IKE implementations at both ends of the connection. There
is aglobal IKE option force-NAT which can be used to specify IP ranges which should be assumed to have
intervening NAT which can be used when the remote peer does not support NAT Traversal.

12.1.7. Configuring a Road Warrior server

A Road Warrior server connection provides the ability for a number of remote clients to set up VPNs to
the server dynamically. When each client connects, it is allocated its own IP addresses (IPv4 and/or |Pv6)
from a pool maintained by the server. Most Road Warrior clients expect the server to authenticate itself
using a certificate, and authenticate themsel ves with a username/password using EAP. Note that the FireBrick
connection can be configured as a Road Warrior server, but not as a Road Warrior client.

There are anumber of considerations when configuring a connection as a Road Warrior server The following
assumes the common certificate+EAP authentication setup:

* local-1D: The connection local-1D should be set to a suitable identification for the server. Clients may need
to be configured with this name. It is recommended that the FQDN: form of ID isused, and the domain name
of the FireBrick is an obvious choice here (though not mandatory).

 peer-ID: Leave this unset in order to allow connections from any client.

» Certificates. An end-entity certificate identifying the FireBrick should be created, along with its private
key, and signed with a suitable CA certificate, as described earlier. Both certificates and the private key are
installed on the FireBrick, and the CA certificate should be installed on any clients wishing to connect. The
end-entity certificate should have a SubjectAltName setting maching the local-1D chosen above.

» IP pool: A roaming pool should be configured for use by the connection, and included in the connection
roaming-pool setting. Consideration should be given when choosing the IP addresses to ensure they do not
clash with other uses of the same address range, and to ensure external traffic destined for these addresses
will get routed to the FireBrick so it can be sent over the VPN. One of three methods is typically used:

* Usearangein private address space - eg 10.42.42.1-100. Asthese are not internet-routable, if the clients
reguire internet access through the VPN, incoming sessions from the client should be NATed by the
FireBrick. Set the nat option in the roaming pool to achieve this.

» Use aportion of a subnet already routed to the FireBrick (eg by your service provider) but not currently
inuse.

e Useaportion of aLAN subnet. Care is needed with this approach; the range chosen must not clash with
the addresses of any devices in use on the LAN - in particular ensure the range will not be allocated by
a DHCP server. Additionaly, if devices on the LAN need to communicate with the remote clients, the
proxy-arp option should be set on the LAN interface/subnet config so that the FireBrick will announce
itself onthe LAN for the client addresses. This method has the advantage that the remote clientswill act as
if they are LAN-connected devices, so routing/firewalling etc already set up for the LAN will also apply
to the clients.

Addresses of DNS servers and optionally NBNS servers which the clients should use should also be

configured in the roaming pool.

 Authentication: Set the auth-method to certificate and the peer-auth-method to EAP.

» Users and Passwords: Set up user/password entries under the EAP section in the top-level User Access
Control section of the FireBrick config.
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* Mode: The connection mode should be set to Wait.

An example of aRoad Warrior connection xml config may be:

<eap nane="art hur"
passwor d="Correct Hor seBatt erySt apl e
subsyst en="| Psec"
nmet hods=" MSChapVv2"/ >
<eap nane="ford"
passwor d="JosephGodspel | "
subsyst en="| Psec"
nmet hods=" MsChapVv2"/ >

<i psec-i ke>

<roam ng name="nat pool "
i p="10. 100. 100. 0/ 24"
DNS="8. 8. 8. 8"
nat="true"/>
<connecti on nane="VPN service"
graph="eap-[ip]"
 ocal -1 D="FQDN: vpn. server 42par adi gm co. uk"
r oam ng- pool =" nat pool "
aut h-met hod="Certificate"
peer - aut h- net hod=" EAP"
query-eap-id="true"
certlist="VPNcert"/>
</ipsec-ike>

12.1.8. Connecting to non-FireBrick devices

The FireBrick 1Psec implementation should be compatible with any 1Psec IKEv2 implementation. Note that
IKE version 1 is not supported. Older equipment may not support IKEv2 yet, in which case manual keying
may be possible. Several vendors have released IKEv2 support only recently; it is worth checking with your
vendor for firmware upgrades. The FireBrick is known to interoperate well with StrongSwan implementations,
and with more recent OpenSwan implementations. Road Warrior connections are possible using iPhone/iPad
running iOS 8.1.3 or later, and using Android devices with the StrongSwan app.

12.1.8.1. Using StrongSwan on Linux

StrongSwan supports | K Ev2 with acomprehensive implementation. Consider atunnel between aFireBrick and
aLinux system with the following setup:

* FireBrick has |P address 192.168.1.1, Linux system has | P address 192.168.2.2
» Use default algorithm proposals

* Pre-shared secret authentication with secret "Nobody will ever guessthis!"

* FireBrick is providing connectivity for alocal user subnet 10.1.1.0/24

* Linux systemis providing connectivity for alocal user subnet 10.2.2.0/24

Traffic for destination subnet is discarded when link is not up

A suitable FireBrick xml config for this would be:
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<i psec-i ke>

<connection nane = "StrongSwan | KE"
| ocal -i p="192. 168. 1. 1" peer-i ps="192. 168. 2. 2"
node="| nmedi at e"
bl ackhol e="true"
aut h- met hod="Secret" secret="Nobody will ever guess this!"
routes="10.2.2.0/24" |>

</ipsec-ike>

A corresponding /etc/ipsec.config connection entry would be;

conn FireBrick

| eft=192. 168. 2. 2

| ef t subnet =10. 2. 2. 0/ 24
right=192.168.1.1

ri ght subnet=10.1.1.0/24
r eaut h=no

aut o=add

| ef t aut h=psk

ri ght aut h=psk

The secret should be entered in /etc/ipsec.secrets as follows:

FireBrick : PSK "Nobody will ever guess this!"

12.1.8.2. Setting up a Road Warrior VPN on an Android client

The Android OS releases up to and including the current (Lollipop) rel ease do not support IKEv2 natively, but
aRoad Warrior VPN can be set up using the StrongSwan app.

To set up aclient VPN connection on an Android device, perform the following steps

The FireBrick connection should be configured as a Road Warrior connection, and client usernames and
passwords should be configured, as described earlier, using certificate authentication for the FireBrick and
EAP for the peers.

Install the StrongSwan app on the Android device - thisis afree app available from the Google app store.

Download acopy of the server CA certificateto the Android device. The easiest way to do thisisto accessthe
FireBrick certificate config page using the Chrome browser on the device, and download the CA certificate
using either the DER or PEM link. Chrome should automatically save the certificate in the device download
area.

Configure a new client VPN connection using the StrongSwan app. The gateway should be set to the
FireBrick IP address or domain name. The Type should be set to IKEV2 EAP (Username/Password) and
the username should be set. The password can be set now, or if left blank will be prompted for when the
connection is opened. Untick the CA certificate Select automatically box and click on Select CA certificate.
Select the IMPORTED tab to display previously downloaded certificates and select the server CA certificate.
Click Save to savethe VPN details.

The VPN should now be available for connection.
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12.1.8.3. Setting up a Road Warrior VPN on an iOS (iPhone/iPad)
client

Apple have only recently introduced support for IKEv2 on iOS (since iOS version 8.1) and it is currently
somewhat incompl ete with rough edges. There is not yet a way to configure an IKEv2 VPN using the device
Ul. A profile containing all the connection details must be prepared el sewhere and downloaded/installed on
the client.

To set up aclient VPN connection on an iOS device, perform the following steps

» The FireBrick connection should be configured as a Road Warrior connection, and client usernames and
passwords should be configured, as described earlier, using certificate authentication for the FireBrick and
EAPfor the peers.

* A connection profile should be generated. A script isavailable to do this as http://www.firebrick.co.uk/tools/
make-profile which should be downloaded and run locally on a Unix or Linux system or on Windows with
Cygwin. There are several parameters, many of which can be left as default values. Mandatory arguments
are the PEM file for the CA trust certificate used by the server, the server |P address and the server and
client IKE identities. The client EAP identity (username) can also be specified - it defaults to the client
IKE identity. Names used to identify the VPN on the client settings pages can also be supplied. The client
IKE identity may be freely chosen - the Firebrick RoadWarrior server will accept any client 1D, and it will
be displayed in the FireBrick |Psec status information and logging. Note that the server address should be
entered as an | P address rather than a domain name for reliable operation; iOS appears to get confused when
looking up adomain if it receives multiple | P addresses or |Pv6 addresses. [ Symptoms of thisinclude being
unable to connect at all for varying periods of time, and connections dropping shortly after establishing,
while appearing to still be connected on the device] An example of a make-profile command (where we
assume the FireBrick addressis 192.168.42.42):

# Note that trailing backslash characters have been used bel ow
# to split commands over multiple lines for readability.

./ make-profile SERVER=192. 168. 42. 42 \
LOCALI D=Myi Phone CA=par adi gm ca. pem SERVERI D=vpn. server 42. par adi gm co. uk \
USERNAME=ar t hur PROFNAME="Server42 VPN Profil e" VPNNAME=Paradi gm i phonge

Note that the SERVERID must be the same as used when making the server certificate, and the paradigm-
ca.pem file must be the CA certificate used to sign the server end-entity certificate.

* Once prepared the profile (iphone.mobileconfig) should be installed on the client. It can be sent as an email
attachment or downloaded from a webserver using safari. The client iOS should recognize the profile and
should prompt to confirm installation. At this point the user password is required; note that thereis currently
no way to change it once the profile isinstalled - it is not prompted for when the connection is opened.

* The VPN should now be available for connection.

Unfortunately thereisno logging or diagnostics available on theiOS device. If the connection failsto establish,
the FireBrick IPsec debug logging may be helpful.

12.1.8.4. Manual keying using Linux ipsec-tools

Setting up manual keying under Linux is possible using theipsec-tools utility. Care should be taken if the Linux
system isrunning an IKE or IKEv2 daemon, as this may interfere with the manual kernel IPsec configuration
using ipsec-tools.

Consider atunnel between a FireBrick and a Linux system with the following setup:

* FireBrick has |P address 192.168.1.1, Linux system has | P address 192.168.2.2
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» ESP encapsulation using HMAC-SHA1 authentication and AES-CBC encryption

Authentication key 0123456789012345678901234567890123456789

* Encryption key 00010203040506070809101112131415

* Incoming SPI 1000, Outgoing SPI 2000

* FireBrick is providing connectivity for alocal user subnet 10.1.1.0/24

» Linux system is providing connectivity for alocal user subnet 10.2.2.0/24

A suitable FireBrick xml config for thiswould be:

<i psec-i ke>
<manual | y- keyed nanme = "Linux Manual "

| ocal -i p="192.168. 1. 1" peer-ips="192. 168. 2. 2"
| ocal - spi ="1000" renote-spi="2000" type="ESP"
aut h-al gori t hm=" HVAC- SHA1"
aut h- key="0123456789012345678901234567890123456789"
crypt-al gorithm=" AES- CBC'
crypt - key="00010203040506070809101112131415"
routes="10.2.2.0/24" />

</ipsec-ike>

A corresponding ipsec-tools config file would be:

fl ush;
spdf | ush;

add 192.168.2.2 192.168.1.1 esp 1000 -m tunnel
-E rijndael -cbc 0x00010203040506070809101112131415
-A hmac-shal 0x0123456789012345678901234567890123456789;

add 192.168.1.1 192.168.2.2 esp 2000 -m tunnel
-E rijndael -cbc 0x00010203040506070809101112131415
-A hmac-shal 0x0123456789012345678901234567890123456789;

spdadd 10.1.1.0/24 10.2.2.0/24 any

-P in ipsec esp/tunnel/192.168.1.1-192.168. 2.2/ require;
spdadd 10.2.2.0/24 10.1.1.0/24 any

-P out ipsec esp/tunnel/192.168.2.2-192.168. 1. 1/require;

Note that rijndael isthe name used by ipsec-tools for the AES a gorithm.

12.2. FB105 tunnels

The FB105 tunnelling protocol is a FireBrick proprietary protocol that was first implemented in the FireBrick
FB105 device, and is popular with FB105 users for setting up VPNSs etc. It is 'lightweight' in as much as it
is relatively simple, with low overhead and easy setup, but it does not currently offer encryption. Although
encryption is not available, the protocol does digitally sign packets, so that tunnel end-points can be confident
that thetraffic originated from another ‘trusted' end-point. Whereit matters, encryption can be utilised viasecure
protocols such asHTTPS or SSH over the tunnel.
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The protocol supports multiple simultaneous tunnels to/from an end-point device, and Local Tunnel ID values
are used on an end-point device to identify each tunnel. The 'scope’ of the Local ID isrestricted to asingle end-
point device - as such, the tunnel itself does not possess a (single) ID value, and is instead identified by the
Local IDsin use at both ends, which may well differ.

12.2.1. Tunnel wrapper packets

The protocol works by wrapping acomplete | P packet in aUDP packet, with the destination port number of the
UDP packet defaulting to 1, but which can be set to any other port number if required. These UDP packets are
referred to asthe 'tunnel wrappers, and include the digital signature. Aswith any other UDP traffic originating
at the FB2500, the tunnel wrappers are then encapsulated in an | P packet and sent to the I P address of the far-
end tunnel end-point. The IP packet that is contained in a tunnel wrapper packet is referred to as the 'tunnel
payload', and IP addresses in the payload packet are not involved in any routing decisions until the payload
is'unwrapped' at the far-end.

Payload packet traffic is sent down atunnel if the FB2500's routing logic determines that tunnel is the routing
target for the traffic. Refer to Chapter 8 for discussion of the routing processes used in the FB2500. Often, a
dynamic routeis specified in thetunnel definition, such that traffic to acertain range of | P addresses (or possibly
all 1P addresses, for a default route) is routed down the tunnel when it isin the Up state - see Section 12.2.4
for details.

Tip

Payload | P addressing is not restricted to RFC1918 private |P address space, and so FB105 tunnels
can be used to transport public | P address traffic too. Thisisideal where you want to provide public
I P addresses to a network, but it is either impossible to route the addresses directly to the network -
e.g. itisbehind aNAT'ing router, or is connected via networks (e.g. a3rd party | SP) that you have no
control over - or you wish to benefit from having 'portabl e’ public |P addresses e.g. you can physically
relocate atunnel end-point FB2500 such that it isusing different WAN connectivity, yet still have the
same public | P address block routed to an attached network.

12.2.2. Setting up a tunnel

Y ou define atunnel by creating an f b105 top-level object. Inthe web User Interface, these objects are created
and managed under the "Tunnels" category, in the section headed "FB105 tunnel settings'.

The basic parameters for atunnel are :-
e nane : name of the tunnel (OPTIONAL)
* | ocal -i d:theLocal ID to usefor the tunnel (REQUIRED)

e renote-id:thelD used at the far-end for this tunnel (this will be the Local 1D used on the far-end for
this tunnel) (REQUIRED)

» secret :thisisapre-shared secret string that must be set to the same value in the tunnel definitions on
both end-point devices

i p:thelPaddress of the far-end end-point device (OPTIONAL)

The far-end IP address is optional, and if omitted, tunnel wrapper packets will be sent to the IP address from
which wrapper packets are being received (if any). As such, at least one of the two end-points involved must
have afar-end |P address specified, but it is not necessary for both ends to specify the other. This alows you
to setup atunnel on an end-point without knowing (or caring) what the far-end IP address is ; this means you
can handle cases such as one of end-points being behind a NAT router that has a dynamic WAN |P address,
or can be used to simplify administration of end-points that are used to terminate a large number of tunnels,
by omitting the far-end 1P address in tunnel definitions on such 'shared' end-points. The latter case is typical
where an ISP deploys a FireBrick device to provide a 'head-end' device for tunnel bonding.
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If you wish to use adifferent UDP port number than the default of 1, specify the port number using the por t
attribute.

12.2.3. Viewing tunnel status

The status of al configured FB105 tunnels can be seen in the web User Interface by selecting "FB105" from
the "Status' menu. Thetunnels arelisted in ascending Local 1D order, showing the far-end IPin use, the tunnel
name, and the state. The table row background colour is also used to indicate tunnel state, with green for Up
and red for Down.

Note that there is a third state that a tunnel can bein, that is "Up/Down" **TBC confirm** - this indicates
that tunnel wrapper packets are being received, but that they are informing this end-point that the far-end is
not receiving tunnel wrapper packets. This means the tunnel is essentialy only established unidirectionally,
typically because of afirewalling, routing, NAT or similar issue that is prevent the correct bidirectional flow
of tunnels wrapper packets between the tunnel end-points.

Tunnel status can also be seen using the show f b105 CLI command - see Appendix 1.

12.2.4. Dynamic routes

Since a tunnel can only carry traffic properly when in the Up state, any traffic routed down a tunnel that is
not Up will be discarded. The ability to dynamically create a route when the tunnel enters the Up state (and
automatically delete the route when the tunnel leaves the Up state) allows the route to be present only when
traffic can actually be routed down the tunnel. In combination with the use of route preference values, you can
use thisto implement fall-back to aless-preferred route if the tunnel goes down. Alternatively, you may want
to intentionally use a different tunnel to carry traffic, and use profiles to enable/disable tunnel (s) - the dynamic
route creation means that you do not need to manually change routing information to suit.

A dynamic route is defined by setting the r out es attribute on the tunnel definition, specifying one or more
routing destinations in CIDR format, as discussed in Section 8.1.

12.2.5. Tunnel bonding

Multiple FB105 tunnels can be bonded together to form a set, such that traffic routed down the bonded tunnel
set is distributed across all the tunnels in the set. This distribution is done on around-robin per-packet basis
i.e. thefirst packet to be sent is routed down the first tunnel in the set, each subsequent packet is routed down
the subsequent tunnel in the set, and the (N+1)'th packet (where N isthe number of tunnelsin the set) isagain
routed down the first tunnel. This provides the ability to obtain aggregated bandwidths when each tunnel is
carried over adifferent physical link, for example, such asusing multiple ADSL or VDSL (FTTC) connections.

Note

Using tunnel bonding to aggregate access-network connections such as ADSL or VDSL to provide a
single 'fat pipe' to the Internet requires there to be another FB105 tunnel end-point device to terminate
the tunnels. Ideally this 'head-end' device is owned and operated by your ISP, but it is also possible to
use a head-end device hosted by athird party, or in adatacentre in which you already have equipment.
ISPs that can offer tunnel-bonding for Internet access include Andrews & Arnold [http://aa.net.uk]
and Watchfront [http://www.watchfront.co.uk].

To form a bonded tunnel set, simply specify the set attribute of each tunnel in the set to be a value unique
to that set. Although not required, you would typically useaset valueof 1 for thefirst set you have defined.
Y ou can defined multiple bonded sets by using different values of the set attribute in each set.

12.2.6. Tunnels and NAT

If you areusing NAT in your network, it may have implications for how to successfully use FB105 tunnelling.
The issues depend on where (on what device) in your network NAT is being performed.
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12.2.6.1. FB2500 doing NAT

If you have abonded tunnel set implementing asinglelogical WAN connection, then the FB2500 will typically
have multiple WAN-side | P addresses, one per physical WAN connection. If you areusing the FB2500to NAT
traffic to the WAN, the real source IP address of the traffic will be translated by the NAT process to one of
the 1P addresses used by the FB2500.

When this NAT'd traffic is carried viaa tunnel, it will be the source address of the tunnel payload packet that
is modified.

Whatever address is used, reply traffic will come back to that address. In order to ensure this reply traffic is
distributed across the tunnel set by the far-end tunnelling device, the address used needs to be an address that
isrouted down the tunnel set, rather than one associated with any particular WAN connection.

In order to handle this scenario, the i nt er nal - i p attribute can be used to define which 1P address is used
as the source | P address of the tunnel payload packets.

**TBC do you therefore need at least a/32 public IP that is used by the brick, and is not associated with any
specific WAN connection? So far | have seen NAT used only where there is also a block of public IPs routed
down the tunnel set.**

12.2.6.2. Another device doing NAT

If you are using another devicethat is performing NAT (for example, aNAT'ing ADSL router) and that device
is on the route that tunnel wrapper packets will take , you may have to set up what is generally called port
forwarding on your NAT'ing router.

If the FB2500 is behind a NAT router, it will not have a public |P address of its own which you can reference
asthe far-end IP address on the other end-point device. Instead, you will need to specify the WAN address of
the NAT router for this far-end address. Whether you need to setup a port forwarding rule on your NAT router
depends on whether the FB2500 behind the router has a far-end 1P address specified in tunnel definition(s),
asfollows:-

* If it does, then it will be sending tunnel wrapper packets via the NAT router such that a session will have
been created in the NAT router by the session tracking functionality that is used to implement NAT (this
assumes there is no outgoing ‘firewall' rule on the NAT router that would prevent the wrapper packets from
being forwarded). The established session will mean that UDP packets that arrive from the WAN side will
be passed to the UDP port number that was the source port used in the outgoing wrapper packets.

« If it does not, then you will have to manually setup a port-forwarding rule, since there will have been no
outbound packetsto initiate a session. The forwarding rule should specify the UDP port number that isbeing
used by the tunnel wrapper packets (the por t attribute value in the tunnel definintion, or the default of 1
if the port is not specified)

12.3. Ether tunnelling

Ether tunnelling provides amechanismto tunnel layer 2 ethernet traffic between two devices, using the protocol
defined in RFC3378.

An ETUN tunnel providesalink layer 2 connection between two specific physical portson different FireBricks.
Consider two FireBricks A and B which are able to communicate with each other using | P (eg over theinternet).
An otherwise unused port on each FireBrick can be configured asan ETUN port. Every ethernet packet arriving
at FireBrick A'sETUN port is encapsulated and transmitted to FireBrick B (over I1P). FireBrick B decapsul ates
the packet and transmitsit on its configured ETUN port. Ethernet packetsreceived on FireBrick B's ETUN port
are likewise transported to FireBrick A and transmitted from its ETUN port. This mechanism can be used to
extend aLAN over alarge physical distance. A typical application would be to enable asingle LAN to bridge
two data centres which do not have adirect layer 2 link connection (or to provide alternative backup in the case
that alayer 2 link becomes unavailable).
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Thetwo ETUN'ed portswill behave asif they were two portson asingle link layer 2 hub or switch, apart from
the extralatency introduced by the carrier network traversal. It isimportant to note that *all* ethernet packets
are transported. This includes ethernet broadcast packets, ARP packets and also any non-IP traffic (eg IPX,
old NetBIOS/NetBEUI etc) so care should be taken to ensure that such traffic does not overload the carrier
network. In addition the extra latency may cause problems with devices expecting LAN-speed responses - for
example switches running LACP.

Configuring an ETUN connection is very simple. Select "Add: New: Ether tunnel (RFC3378)" on the tunnel
configuration page, and enter the IP of the remote Firebrick and the local port to be used for ETUN. The local
IP can be optionally set, and the usual log, profile and table options are also available. Thelocal ETUN port is
specified by selecting aport group. The selected group must have only one physical port, and must not be used
for any other purpose, so must not be used in any other configuration entries.
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Chapter 13. System Services

A system service provides general functionality, and runs as a separate concurrent process alongside normal
traffic handling.

Table 13.1 lists the services that the FB2500 can provide :-

Table 13.1. List of system services

Service Function

SNMP server provides clientswith accessto management information using the Simple Network
Management Protocol

NTP client automatically synchronises the FB2500's clock with an NTP time server (usually
using an Internet public NTP server)

Telnet server provides an administration command-line interface accessed over a network
connection

HTTP server serves the web user-interface files to a user's browser on a client machine

DNS relays DNS requests from either the FB2500 itself, or client machines to one or
more DNS resolvers

RADIUS Configuration of RADIUS service for platform RADIUSfor L2TP. Configuration

of RADIUS client accessing external RADIUS servers.

Services are configured under the " Setup™" category, under the heading "General system services', where there
is a single services abject (XML element : <ser vi ces>). The services object doesn't have any attributes
itself, all configuration is done viachild objects, one per service. If aservice object isnot present, the serviceis
disabled. Clicking on the Edit link next to the services object will take you to the lists of child objects. Where
aservice object is not present, the table in that section will contain an "Add" link. A maximum of one instance
of each service object type can be present.

13.1. Protecting the FB2500

Whilst the FB2500 does have a comprehensive firewall, the design of the FB2500 is that it should be able to
protect itself sensibly without the need for a separate firewall. Y ou can, of course, configure the fireall settings
to control accessto system services aswell, if you want.

Each service has specific access control settings, and these default to not allowing external access (i.e. traffic
not from locally Ethernet connected devices. You can also lock down access to a specific routing table, and
restrict the source | P addresses from which connections are accepted.

In the case of the web interface, you can also define trusted | P addresses which are given priority access to the
login page even. When using the FB2500 as an LNS you may be allowing access to CQM graphs linked from
control systems as an |SP and so have to have the web interface open to the world. Y ou should make use of
the trusted | P settings to ensure you still have access even if there isadenia of service attack against the web
interface. Y ou should also set up access restrictions for users (see Section 4.1.4 for details.

13.2. Common settings
Most system service have common access control attributes as follows.
Tip

Y ou can verify whether the access control performs asintended using the diagnostic facility described
in Section 14.2
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Table 13.2. List of system services

Attribute

Function

tabl e

If specified, then the service only accepts reguests/connections on the specified
routing table. If not specified then the service works on any routing table. Where
the service is also a client then this specifies the routing table to use (default 0).

al | ow

If specified then thisis alist of ranges of 1P addresses and ip group names from
which connections are allowed. If specified as an empty list then no access is
allowed. If omitted then accessis allowed from everywhere. Notethat if | ocal -
onl vy is specified, the allow list allows access from addresses that are not local,
if they areintheal | owlist.

| ocal -only

This normally defaultsto t r ue, but not in al cases. If true then access is only
allowed from machines on IPs on the local subnet® (and any addresses in the
al | owligt, if specified).

| og

The standard | og, | og-error, and | og- debug settings can be used to
specified levels of logging for the service.

8A locally-attached subnet is one which can be directly reached via one of the defined interfaces, i.e. is not accessed via a gateway.

Tip

Address ranges in al | ow can be entered using either <first address>-<last_address> syntax, or
using CIDR notation : <start address>/<prefix length>. If a range entered using the first syntax
can be expressed using CIDR notation, it will be automatically converted to that format when the
configurationissaved. Y ou can also use name(s) of defined IP address group(s), which are pre-defined

ranges of IPs.

13.3. HTTP Server configuration

The HTTP server's purpose is to serve the HTML and supporting files that implement the web-based user-
interface for the FB2500. It is not a general-purpose web server that can be used to serve user documents, and
so thereislittle to configure.

13.3.1. Access control

By default, the FB2500 will alow access to the user interface from any machine, although obviously accessto
the user interface normally requires the correct login credentials to be provided. However, if you have no need
for your FB2500 to be accessed from arbitrary machines, then you may wish to 'lock-down' access to the user
interface to one or more client machines, thus removing an 'attack vector'.

Access can be restricted using al | owand | ocal - onl y controls as with any service. If this allows access,
then a user can try and login. However, access can also be restricted on a per user basis to |P addresses and
using profiles, which block the login even if the passord is correct.

Additionally, access to the HTTP server can be completely restricted (to al clients) under the control of a
profile. This can be used, for example, to allow access only during certain time periods.

13.3.1.1. Trusted addresses

Trusted addresses are those from which additional access to certain functions is available. They are specified
by setting thet r ust ed attribute using address ranges or | P address group names. This trusted access allows
visibility of graphs without the need for a password, and is mandatory for packet dump access.

92




System Services

13.4. Telnet Server configuration

The Telnet server allows standard telnet-protocol clients (available for most client platforms) to connect to
the FB2500 and access a command-line interface (CLI). The CLI is documented in Chapter 20 and in the
Appendix I.

13.4.1. Access control

Access control can be restricted in the same way as the HTTP (web) service, including per user access
restrictions.

Note

By default, the FB2500 will only allow telnet access from machines that are on one of the locally-
attached Ethernet subnets®. This default is used since the CLI offers a degree of system control that
is not available via the web interface - for example, software images stored in the on-board Flash
memory can be deleted viathe CLI.

The example XML below shows the telnet service configured this way :-

<tel net allow="10.0.0.0/24 10.1.0.3-98 10.100.100.88 10.99.99. 0/ 24"
conment ="t el net service access restricted by |IP address”
| ocal -onl y="fal se"/ >

13.5. DNS configuration

The DNS service provides name resolution service to other tasks within the app software, and can act
as a relay for requests received from client machines. DNS typicaly means converting a name, like
www. firebrick. co. uk tooneor more |P addresses, but it can also be used for reverse DNS finding the
name of an |P address. DNS serviceis normally provided by your | SP.

The DNS service on the FB2500 simply relays requests to external DNS servers and caches replies. Y ou can
configure a list of external DNS servers using the r esol ver s attribute. However, DNS resolvers are also
learned automatically via various systems such as DHCP and PPPOE. In most cases you do not need to set
the resolvers.

13.5.1. Blocking DNS names

You can configure names such that the FB2500 issues an NXDOMAIN response making it appear that the
domain does not exist. This can be done using awildcard, e.g. you could block * . xxXx.

Tip
Y ou can also restrict responses to certain 1P addresses on your LAN, making it that some devices get
different responses. Y ou can also control when responses are given using a profile, e.g. time of day.

13.5.2. Local DNS responses

Instead of blocking names, you can also make some names return pre-defined responses. Thisis usually only
used for special cases, and thereisadefault for ny. fi rebri ck. co. uk which returns the FireBrick's own
IP. Faking DNS responses will not always work, and new security measures such as DNSSEC will mean these
faked responses will not be accepted.
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13.5.3. Auto DHCP DNS

The FB2500 can also look for specific matching names and 1P addresses for forward and reverse DNS that
match machines on your LAN. Thisis done by telling the FireBrick the domai n for your local network. Any
name that iswithin that domain which matches a client name of a DHCP allocation that the FireBrick has made
will return the I P address assigned by DHCP. Thisis applied in reverse for reverse DNS mapping an | P address
back to aname. Y ou can enable this using the aut o- dhcp attribute.

13.6. NTP configuration

TheNTP serviceautomatically setsthe FB2500's real -time-clock using timeinformation provided by aNetwork
Time Protocol (NTP) server. There are public NTP servers available for use on the Internet, and a factory reset
configuration does not specify an NTP server which means a default of nt p. firebrick.|td. uk. You
can set your preferred NTP server instead.

The NTP service is currently only an NTP client. A future software version is likely to add NTP server
functionality, allowing other NTP clients (typically thosein your network) to use the FB2500 asan NTP server.

Configuration of the NTP (client) servicetypically only requires setting thet i meser ver attribute to specify
one or more NTP servers, using either DNS name or |P address.

13.7. SNMP configuration

The SNMP service allows other devices to query the FB2500 for management related information, using the
Simple Network Management Protocol (SNMP).

Aswith the HTTP server, access can be restricted to :-

* gpecific client P addresses, and/or

« clients connecting from locally-attached Ethernet subnets only.

See Section 13.3.1 for details. The SNMP service defaults to allowing access from anywhere.
The remaining SNMP service configuration attributes are :-

e conmmuni ty : specifies the SNMP community name, with a default of publ i ¢

» port : specifiesthe port number that the SNMP service listens on - this typically does not need setting, as
the default is the standard SNMP port (161).

13.8. RADIUS configuration
13.8.1. RADIUS server (platform RADIUS)

Chapter 19 provides details of how the platform RADIUS service can be used to steer incoming sessions from
acarrier for L2TP.

13.8.2. RADIUS client

RADIUS s used for authentication and accounting for incoming L 2TP connections. Chapter 19 provides details
of how RADIUS is used for L2TP. Appendix F provides details of the specific AVPs used with RADIUS for
L2TP.
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13.8.2.1. RADIUS client settings

The system settings for a RADIUS client allow multiple different client settings to be created by name. L2TP
uses RADIUS by default, and if not set then the first settings found are used. However, you can set a named
RADIUS client setting to be used for each L2TP server setting. This then looks for the named client setting
for accounting and/or authentication.

The corresponding RADIUS servers are queried for the authentication or account messages. Each client setting
can list multiple servers. Normally the first matching setting is used, and all of the listed servers considered.
However, if all of the serverslisted are currently blacklisted then the next matching named entry (i.e. with same
name) is considered, and its listed servers considered. Y ou can see the status of each RADIUS server in the
Status/RADIUS menu. This includes the average response time, and the last 64 responses (good/bad).

The set of servers being considered are put in order based on their previous responses. The least recently
failed to respond are listed first and then the fastest responding servers listed first. Only the last 64 responses
being considered. Thefirst 5 servers are then considered for answering the RADIUS query. If fewer than 5 are
available, then the list isrepeated. This give 5 requestsin arow to try, even if that is one server 5 times.

Each server is then given a timeout. The timeout is normally based on the scale-timeout multiplied by the
average response time of that server. If thisis more than one fifth of the max-timeout then that is used instead.
The final (5th) server is given atimeout to extent to at least the min-timeout as total since the first request is
sent. This creates a sequence of requests to be sent to one or more RADIUS servers.

If, within the overall timeout, any of the servers respond then thisis accepted. If none respond then all record
atimeout.

To alow serversto recognise duplicate requests, each request in the sequence that is to the same server hasthe
same content and I1D. This allows the server to simply resend the previous reply if it was dropped.

In addition to these timeouts, it is a so possible to set a maximum queue for the set of servers. This limits how
many concurrent requests can be waiting.

Tip

If your RADIUS serversare struggling, then set the queue lower, e.g. 8. If theresponsetimeshave alot
of jitter then consider setting the scale-timeout higher (the defaultisonly 2, sotry 3, 4, etc). For Vol P,
you will want avery fast server to respond to authentication used for call routing. For accounting you
may want to allow alonger scale and max timeout to ensure accounting requests are not lost.

13.8.2.2. Server blacklisting

For each request to aserver, alog is made of whether there was aresponse or atimeout, and thisis recored and
shown on the server status page. Thislogs the last 64 requests.

If all of thelast 64 requests have failed then the server is blacklisted. This stopsit being considered when there
are other serversto consider. If all are blacklisted then the blacklisted servers are used anyway.

However, it isquite possible for aserver to go away when there are no current RADIUS requests, or even come
back when not being used for current requests. To allow for this the FireBrick sends status-server requests to
the server periodically, and records the responses in the 64 bit response queue. This means a blacklisted server
will be recorded as usable again once it starts answering such requests. It also means a server can become
blacklisted is a server stops responding to such requests without actually losing any real RADIUS requests.

If aserver has never answered a status-server request, it is assumed not to be enabled. We strongly recommend
enabling this feature on your RADIUS servers. If not enabled then servers are provided with a dummy good
response periodically to take them out of blacklisted status and allow then to be tried occasionally in case they
are now working again.
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Various network diagnostic tools are provided by the FB2500, accessible through either the web user interface
or the CLI :-

» Packet dump : low level diagnostics to for detailed examination of network traffic passing through the
FB2500

» Ping : standard ICMP echo request/reply ping mechanism

e Traceroute : classica traceroute procedure - ICMP echo request packets with increasing TTL values,
soliciting "TTL expired" responses from routers along the path

» Access check : check whether a specific IP address is allowed to access the various network services
described in Chapter 13

» Firewall check : check how the FB2500 would treat specific traffic when deciding whether to establish a
new session (as per the processing flow described in Section 7.3.2)

Each tool produces atextua result, and can be accessed viathe CLI, where the same result text will be shown.

Caution

The diagnostic tools provided are not a substitute for external penetration testing - they are intended
to aid understanding of FB2500 configuration, assist in development of your configuration, and for
diagnosing problems with the behaviour of the FB2500 itself.

14.1. Firewalling check

The FB2500 follows a defined processing flow when it comes to deciding whether to establish a new session
- see Section 7.2 for an overview of session tracking, and its role in implementing firewalling. The processing
flow used to decide whether to allow a session i.e. to implement firewalling requirements, is covered in
Section 7.3.2.

The firewalling check diagnostic facility allowsyou to submit the following traffic parameters, and the FB2500
will show how the processing flow procedes given those parameters - at the end of thisisastatement of whether
the session will be allowed or not :-

» Source |P address

Target |P address

* Protocol number (1=ICMP, 6=TCP, 17=UDP, 58=ICMPv6)

» Target port number (only for protocols using port numbers, e.g. TCP/UDP)
 Source port number - OPTIONAL

In the web user interface, this facility is accessed by clicking on "Firewall check” in the "Diagnostics' menu.
Once you have filled in the required parameters, and clicked the "Check" button, the FB2500 will produce a
textual report of how the processing flow proceded (it may be helpful to also refer to the flow chart shown
in Figure 7.2).

For example, if we submit parameters that describe inbound (i.e. from a WAN connection) traffic that would
result from trying to access a service on ahost behind the FB2500, we have implemented a 'default drop' policy
firewalling method, and we have not explicitly allowed such sessions, we would see :-

Checking rule-set 1 [filters] - No matched rules in rul e-set,
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no-match-action is DROP, no further rul e-sets consi dered
Final action is to DROP the session.

14.2. Access check

For each network serviceimplemented by the FB2500 (see Chapter 13), thiscommand showswhether a specific
IPaddresswill be ableto access or utilisethe service, based on any accessrestrictions configured on the service.

For example, the following shows some service configurations (expressed in XML ), and the access check result
when checking access for an external address, 1. 2. 3. 4 :-

<http local -only="fal se"/>

Web control page access via http:-
This address is allowed access to web control pages subject to
user nane/ password bei ng al | owed.

<tel net all ow="adm n-ips"
| ocal -onl y="fal se"/ >

Tel net access: -
This address is not all owed access due to the allow list on tel net
servi ce.

(in this example, admi n- i ps isthe name of an IP address group that does not include 1. 2. 3. 4)

<dns | ocal -only="true"/>

DNS resol ver access: -
This address is not on a | ocal Ethernet subnet and so not all owed access.

14.3. Packet Dumping

TheFireBrick includesthe ability to capture packet dumpsfor diagnostic purposes. Thismight typically be used
where the behaviour of the FB2500 is hot as expected, and can help identify whether other devices are correctly
implementing network protocols - if they are, then you should be able to determine whether the FB2500 is
responding appropriately. The packet dumping facility may also be of use to you to debug traffic (and thus
specific network protocols) between two hosts that the brick is routing traffic between.

This feature is provided via the FB2500's HTTP server and provides a download of a pcap format file (old
format) suitable for use with t cpdunp or Wireshark.

A packet dump can be performed by either of these methods :-

« viatheuser interface, using aweb-page form to setup the dump - once the capture data has been downloaded
it can be analysed using t cpdunp or Wireshark

 using an HTTP client on another machine (typically a command-line client utility suchascur )
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The output is streamed so that, when used with cur | andt cpdunp, you can monitor trafficin real time.

Limited filtering is provided by the FB2500, so you will normally apply any additional filtering you need via
t cpdunp.

14.3.1. Dump parameters
Table 14.1 lists the parameters you can specify to control what gets dumped. The "Parameter name" column

shows the exact parameter name to specify when constructing a URL to use with an HTTP client. The "Web-
form field" column shows the label of the equivalent field on the user interface form.

Table 14.1. Packet dump parameters

Parameter name Web-form field Function

interface Interface One or more interfaces, as
the name of the interface. e.g.
interface=WAN, also applies for
name of PPPoE on an interface

12tp L2TP session Where L2TP is available, one
or more sessions, using the
full hex accounting ID, can
be specified, eg.
12tp=002132D94A E297DFF51E01
or you can use 12tp=* followed by a
calling line ID - this setsup logging
for asession based on caling lineid
when it next connects.

snaplen Snaplen The maximum capture length for a
packet can be specified, in bytes.
Default 0 (auto). See notes below.

timeout Timeout The maximum capture time can be
specified in seconds. Default 10.

ip I P address (2-off) Up to two IPs can be specified to
filter packets

self Include my IP By default any traffic to or from the

IP which is connecting to the web
interfaceto access pcap is excluded.
This option allows such traffic. Use
with care else you dump your own
dump traffic.

14.3.2. Security settings required

The following criteria must be met in order to use the packet dump facility :-
* You must be accessing from an IP listed as trusted in the HT TP service configuration (see Section 13.3).

» Youmust use auser and password for a"DEBUG level" user - the user level isset withthel evel attribute
ontheuser object.

Note

These security requirements are the most likely thing to cause your attemptsto packet dump to fail. If
you are getting asimple "404" error response, and think you have specified the correct URL (if using
an HTTP client), please check security settings are as described here.
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14.3.3. IP address matching

Y ou may optionally specify upto two IP address to be checked for a match in packets on the interface(s) and/or
L2TP session(s) specified. If you do not specify any I P addresses, then all packets are returned. If you specify
one IP address then all packets containing that |P address (as source or destination) are returned. If you specify

two IP addresses then only those packets containing both addresses (each address being either as source or
destination) are returned.

IP matching is only performed against ARP, IPv4 or 1Pv6 headers and not in encapsulated packets or ICMP
payloads.

If capturing too much, some packets may be lost.

14.3.4. Packet types

The capture can collect different types of packets depending on where the capture is performed. All of these
are presented as Ethernet frames, with faked Ethernet headers where the packet typeis not Ethernet.

Table 14.2. Packet typesthat can be captured

Type Notes

Ethernet Interface based capture contains the full Ethernet
frame with any VLAN tag removed.

IP IP only, currently not possible to capture at this level.
An Ethernet header is faked.

PPP PPP from the protocol word (HDL C header isignored

if present). An Ethernet header is faked and also a
PPPoE header. The PPPoE header has the session
PPPoE ID that istheloca end L2TP session ID.

The faked protocol header has target MAC of 00:00:00:00:00:00 and source MAC of 00:00:00:00:00:01 for
received packets, and these reversed for sent packets.

14.3.5. Snaplen specification

Thesnapl en argument specifies the maximum length captured, but this applies at the protocol level. Assuch

PPP packetswill have uptothesnapl en from the PPP protocol bytes and then have fake PPPOE and Ethernet
headers added.

A snapl en value of 0 has specia meaning - it causes logging of just IP, TCP, UDP and ICMP headers as
well as headersin ICMP error payloads. Thisis primarily to avoid logging data carried by these protocols.

14.3.6. Using the web interface

Theweb form is accessed by selecting the "Packet dump" item under the " Diagnostics’ main-menu item. Setup
the dump parameters with reference to Table 14.1 and click the "Dump” button. Y our browser will ask you to
save afile, which will take time to save as per the timeout requested.

14.3.7. Using an HTTP client

To perform a packet dump using an HTTP client, you first construct an appropriate URL that contains standard
HTTP URL form-style parameters from the list shown in Table 14.1. Then you retreive the dump from the
FB2500 using atool suchascur | .
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The URL is http://<FB2500 I P addr ess or DNS nane>/ pcap?
par armet er _nane=val ue[ &ar anet er _nanme=val ue ...]

The URL may include as many parameter name and value pairs as you heed to completely specify the dump
parameters.

Packet capturing stops if the output stream (HTTP transfer) fails. Thisis useful if you are unable to determine
a suitable timeout period, and would like to run an ongoing capture which you stop manually. Thisis achieved
by specifying avery long duration, and then interrupting execution of the HTTP client using Ctrl+C or similar.

Only one capture can operate at atime. The HTTP accessfailsif no valid interfaces or sessionsetc. are specified
or if acapturing iscurrently running.

14.3.7.1. Example using curl and tcpdump

An example of asimple real-time dump and analysis run on a Linux box is shown below :-

curl --silent --no-buffer --user nane: pass
"http://1.2.3.4/ pcap?i nt er f ace=LAN&anp; t i meout =300&anp; snapl en=1500"
| /usr/sbin/tcpdunp -r - -n -v

Note

Linebreaks are shown in the example for clarity only - they must not be entered on the command-line

In this example we have used username name and password pass to log-in to a FireBrick on address 1.2.3.4
- obviously you would change the IP address (or host name) and credentials to something suitable for your
FB2500.

We have asked for a dump of the interface named LAN, with a 5 minute timeout and capturing 1500 byte
packets. We have then fed the output in real time (hence specifying - - no- buf f er onthecur| command)
tot cpdunp, and asked it to take capture datafrom the standard input stream (viathe-r - options). We have
additionally asked for no DNS resolution (- n) and verbose output (- v).

Consult the documentation provided with the client (e.g. Linux box) system for details on the extensive range
of t cpdunp options - these can be used to filter the dump to better |ocate the packets you are interested in.
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The FB2500 supports VRRP (Virtual Router Redundancy Protocol), which is a system that provides routing
redundancy, by enabling more than one hardware device on a network to act as a gateway for routing traffic.
Hardware redundancy means VRRP can provide resilience in the event of device failure, by alowing abackup
device to automatically assume the role of actively routing traffic.

15.1. Virtual Routers

VRRP abstracts a group of routers using the concept of avirtual router, which hasavirtual |P address. The IP
addressisvirtual in the sensethat it is associated with more than one hardware device, and can 'move' between
devices automatically.

Thevirtual 1P address normally differs from the real 1P address of any of the group members, but it can be the
real address of the master router if you prefer (e.g. if short of |P addresses).

Y ou can have multiple virtual routers on the same LAN at the same time, so thereisaVirtual Router Identifier
(VRID) that is used to distinguish them. The default VRID used by the FB2500is42. Y ou must set all devices
that are part of the same group (virtual router) to the same VRID, and this VRID must differ from that used
by any other virtual routers on the same LAN. Typically you would only have one virtual router on any given
LAN, so the default of 42 does not normally need changing.

Note

You can use the same VRID on different port groups without a clash in any way in the FB2500.
However, you cannot use the same VRID on different VLANSs on the same port group, as the internal
switch in the FB2500 will only track the MAC address to one port at a time. You may also find
some switches and some operatings systems do not work well and get confused about the sasme MAC
appearing on different interfaces and VLANS. As such it is generally a good idea to avoid doing this
unless you are sure your network will cope. i.e. use different VRIDs on different VLANS.

At any one time, one physical device isthe master and is handling all the traffic sent to the virtual 1P address.
If the master fails, a backup takes over, and this process is transparent to other devices, which do not need to
be aware of the change.

The members of the group communicate with each other using multicast | P packets.

The transparency to device failure is implemented by having group members all capable of receiving traffic
addressed to the same single MAC address. A special MAC addressis used, 00- 00- 5E- 00- 01- XX, where
XXisthe VRID or VRRPv2, and 00- 00- 5E- 00- 02- XX for VRRPv3.

The master device will reply with this MAC address when an ARP request is sent for the virtua router's IP
address.

Since the MAC address associated with the virtual IP address does not change, ARP cache entries in other
devicesremain valid throughout the master / backup switch-over, and other devices are not even aware that the
switch has happened, apart from a short 'black-hol€e' period until the backup starts routing.

When there is a switch-over, the VRRP packets that are multicast are sent from this special MAC, so

network switches will automatically modify internal MAC forwarding tables, and start switching traffic to the
appropriate physical ports for the physical router that is taking up the active routing role.

Note

Y ou can disable the use of the special MAC if you wish, and use anormal FireBrick MAC. However,
this can lead to problemsin some cases.

101



VRRP

15.2. Configuring VRRP

VRRP operates within a layer 2 broadcast domain, so VRRP configuration on the FB2500 comes under the
scope of ani nt er f ace definition. As such, to set-up your FB2500 to participate in a Virtual Router group,
you need to create avr r p object, as a child object of thei nt er f ace that isin the layer 2 domain where
the VRRP operates.

15.2.1. Advertisement Interval

A master indicates that it still 'alive’ by periodically sending an advertisement multicast packet to the group
members. A failure to receive amulticast packet from the master router for a period longer than three times the
advertisement interval timer causes the backup routers to assume that the master router is down.

Theinterval isspecified in multiples of 10ms, so avalue of 100 represents one second. The default value, if not
specified, is one second. If you set lower than one second then VRRP3 is used by default (see below). VRRP2
only does whol e seconds, and must have the same interval for al devices. VRRP3 can have different intervals
on different devices, but typically you would set them all the same.

The shorter the advertisement interval, the shorter the 'black hole' period, but there will be more (multicast)
traffic in the network.

Note

For IPv6 VRRP3 is used by default, whereas for IPv4 VRRP2 is used by default. Devices have to
be using the same version. I1Pv4 and IPv6 can co-exist with one using VRRP2 and the other VRRP3.
Setting the same config (apart from priority) on al devices ensures they have the same version.

15.2.2. Priority

Each device is assigned a priority, which determines which device becomes the master, and which devices
remain as backups. The (working) device with the highest priority becomes the master.

If using the real 1P of the master, then the master should have priority 255. Otherwise pick priorities from 1
to 254. It is usually sensible to space these out, e.g. using 100 and 200. We suggest not setting priority 1 (see
profiles and test, below).

15.3. Using a virtual router

A virtual router is used by another device simply by specifying the virtual-router's virtual 1P address as the
gateway in aroute, rather than using arouter'sreal 1P address. From an I P point-of-view, the upstream deviceis
completely unaware that the | P address is associated with a group of physical devices, and will forward traffic
to the virtual |P address as required, exactly as it would with asingle physical gateway.

15.4. VRRP versions
15.4.1. VRRP version 2

VRRP version 2 works with 1Pv4 addresses only (i.e. does not support 1Pv6) and whole second adverti sement
intervals only. The normal interval is one second - since the timeout is three times that, this means the fastest a
backup can take over isjust over 3 seconds. Y ou should configure all devicesin aVRRP group with the same
settings (apart from their priority).
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15.4.2. VRRP version 3

VRRP version 3worksin much the sameway, but allowsthe advertisement interval to be any multiple of 10ms
(1/100th of asecond). The default interval is still 1 second, but it can now be set much faster - so athough the
timeout is il 3 times the interval, this means the backup could take over in aslittle as 30ms.

VRRP3 also works with IPv6. Whilst IPv4 and IPv6 VRRP are completely independent, you can configure
both at oncein asinglevr r p object by listing one or more |Pv4 addresses and one or more | Pv6 addresses.

VRRP3 is used by default for any |Pv6 addresses or where an interval of below one second is selected. It can
also be specificaly set in the config by setting the attribute ver si on3 tothevalue" t r ue" .

Caution
If you have devices that are meant to work together as VRRP but oneisversion 2 and oneisversion 3

then they will typically not see each other and both become master. The FB2500's VRRP Status page
showsif VRRP2 or VRRP3 isin use, and whether the FireBrick is master or not.

15.5. Compatibility

VRRP2 and VRRP3 are standard protocols and so the FB2500 can work alongside other devices that support
VRRP2 or VRRP3.

Note that the FB2500 has non-standard support for some specific packets sent to the VRRP virtual addresses.
Thisincludes answering pings (configurable) and handling DNStraffic. Other VRRP devices may not operate
in the same way and so may not work in the same way if they take over from the FireBrick.
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Chapter 16. VoIP
16.1. What is VolP?

Voiceover IP(VolP) issimply ameans of carrying voice (telephone calls) over Internet Protocol (the Internet).
Instead of using pairs of wiresto carry the signal electrically, the sound is sampled and converted to a sequence
of bytes. Thisis normally what is done in the telephone exchange before the data is sent over the telephone
network. The key difference with VolP is that the bytes are placed in packets, typically 20ms long, and these
are sent via Internet Protocol. Unlike the telephone network, |P can cause packets to be delayed, lost or even
copied. Itisthejob of the receiving end to cope with this and produce the audio again for the recipient to hear.

The end result is that telephone calls can be made over the Internet. This can cause confusion as this is often
seen simply asfree calls. Apart from costsfor Internet traffic, thisisindeed true where calls do not involve the
traditional telephone network and you control both ends, but typically you will need to subscribe to a carrier
who can route calls to and from the traditional telephone network.

The FB2500's role in this it to handle the IP packets used for VolP. It does not get involved in converting
sound to, or from, packets of data, but in passing those packets of data between Vol P devices and carriers. The
protocol involves complex sequences of messages for control and authentication which the FB2500 handles.

16.2. Registration and Proxies

One of the common confusions with SIP/V ol P is the way registrations work.

16.2.1. Registrar

A SIP device can register with a service, e.g. with the FB2500, or with a SIP carrier. Thisis like logging in
and means that incoming calls are then sent to the device. The device will renew the registration periodically
to stay logged in, and if it fails to do this then incoming calls will fail.

This process uses a username and password for security. Obviously you also have to say whereto register, the
proxy specifies IP address or host name of the SIP service with which you are registering, and the registrar
defines the hostname to use in the registration.

This process works well if the service does not have afixed idea of where you are, which is normally the case
for SIP handsets. Even on alocal network the IP of the handset will normally be dynamically allocated with
DHCP, and for a SIP carrier the IP could be anywhere in the world.

Note

It is possible to have a VolP carrier that does have a pre-set idea of where calls are to be sent, and
sends the calls without registration. In this case there is no registration process but the handset/device
has to be able to accept calls from the carrier. Again, a username and password are used for security,
but thistime it is the device checking the credentias of the carrier.

16.2.2. Proxy

To make an outgoing call viaa SIP carrier you have to send the call detailsto aproxy. In the case of the FB2500
acting as the carrier, the same address is used for registrar and proxy.

The process uses a username and password in much the same way as registration, and they are usually the
same details. This checks that the device is alowed to make the calls, and allows the right person to be billed
for the call.
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Tip

Y ou can have acase of incoming callsworking and not outgoing, which meansregistration hasworked
but somehow you have incorrect proxy details. The other way around, where outgoing callswork and
incoming do not would mean the registration is not working, but the proxy details are correct. The
logging options can be very useful to help diagnose problems.

16.3. Home/office phone system

The FB2500 can be used as an office phone system (PABX) which allows you to connect a number of handsets
(telephones) in your office, and make and receive calls from the telephone number using a subscription to a
carrier over the Internet.

Traditionally a PABX would connect to one or more telephone lines, whether analogue or ISDN, and to a
number of telephone handsets. The PABX would allow internal calls (handset to handset) and external callsto
and from the external phone lines. It would have features like busy lamp fields and hunt groups.

The FB2500 does the same job as atraditional PABX, but using IP.

* Instead of phone lines or ISDN, the external calls are handled via an Internet Provider (ISP) and a VolP
carrier. This can allow many calls and phone numbers to be used, and is generally a lot more scalable and
flexible than traditional phone lines.

* Instead of internal phone wiring to connect telephone handsets, the FB2500 connects to handsets via the
office LAN network. This can be the same network as used for PCs, or separate, or segregated using VLANS.

* Instead of analogue phones, or specia system phonesfor aPABX, the FB2500 works with any standard SIP
Vol P phones. There are a wide range of phones available in a range of price brackets. The FireBrick has
been tested well with snom phones, including features such as busy lamp field lights and buttons.

» TheFB2500 scaleswell to support hundreds of phonesin an office without needing extraFireBrick hardware.
This makes the FireBrick a much more scaleable and economical PABX solution than traditional systems.

* Itispossible to configure remote handsets, e.g. for home workers, connecting over the Internet.

The FB2500 can work with trunk carriers where one login/connection is used to carry many callsto different
numbers, or it can appear to the carrier(s) as multiple separate Vol P devices, or any combination. This allows
the FB2500 to be used with almost any Vol P carrier.

16.4. Network Address Translation

Network Addres Trandation (NAT) is common on many Internet connections in homes and offices. It means
that the office uses private | P addresses (e.g. 192.168.1.1) and these are mapped (translated) to one external
address.

NAT is known to cause alot of problems with awide variety of applications and protocols. One of those that
suffersalot from the problems of NAT isVolP. There are, sometimes, ways of making thiswork, but it usually
a compromise of some sort and prone to problems.

The FB2500 provides some key ways to tackle the issues of NAT.

» An FB2500/FB2700 can be used as a gateway device in a home or office - using PPPOE to connect to the
Internet. This means the FireBrick has a real external |P address without NAT. The FireBrick can then
connect to SIP handsets on the LAN using private | P addresses. The FireBrick provides agateway for Vol P
with no NAT implications.

Note

Some | SPs may use Carrier Grade NAT (CGNAT), and so areal P address may involve additional
cost.
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e The FireBrick can make use of the current Internet Protcol (IPv6). At present there are few carriers and
handsets that work with IPv6, but this is improving all of the time. IPv6 avoids the need for NAT. The
FireBrick acts as a media gateway which makes firewalling rules smple even when using |Pv6, and allows
IPv4 and IPv6 devicesto interwork with no problems.

TheFireBrick, when acting asacall server outside of any NAT connected tel ephones, can handle caseswhere
devices are behind a simple port mapping NAT which has a timeout of at least 60 seconds. It recognises
REGISTER and INVITE requests that appear to be behind NAT and will treat the requester 1P/port as the
contact rather than the stated contact in the message. At RTP level it will send al audio to the same IP and
port fromwhich it isreceived rather than the endpoint defined in the SDP. Registrations that seem to be from
NAT connections will receive a null UDP packet at approximately 60 second intervals to keep the control
session open on the NAT router. Thisis not foolproof but works in most cases with simple NAT gateways
(including where a FireBrick is doing the NAT). It obviously also works where a NAT device is doing full
ALG and changing the control messages and RTP accordingly.

16.5. Number plan

When setting up an office phone system you need to consider extension numbers. These are short numbers,
typically 2, 3, or 4 digits used to call other telephones on the same system. Y ou can use these numbersto call
other extensions and, importantly, use them in configuration of hunt groups and so on, making the config easier

to understand.

In addition to an extension number you would normally set addi (Direct Dial In) full phone number for each

telephone. Thisis not arequirement and you can just use internal numbers for phones if you prefer.

It is a good idea to make a clear plan for how you will allocate the internal numbers, especialy if you have
a corresponding block of real phone numbers. Consider which are nice humbers you may want to publish
for some reason, and which could be obvious mis-dials. Maybe group extensions by department, etc. Always

assume you will need more numbers later so make a plan that allows for expansion.

Tip

It isa good idea to get a block of telephone numbers from your carrier, and use extension humbers
that are the last 2 or 3 digits from that block. That means everyone knows the full phone number for
any extension. Most carriers can provide ablock of numbers. Y ou can then configure these as the DDI
(Direct Dial In) numbers for each telephone.

Note

Extension numbers can be any length you like. They should be kept short so they are not confused
with local telephone numbers and are easy to dial. There is no need to dia 9 for an outside line as
Vol P phones send the whole number when you dial. The only special cases are emergency numbers
(112 and 999 by default) which cannot be used as extension numbers.

Note

DDI (Direct Dia In) telephone numbers must be entered in the full international format. This is
a plus (+) then the country code, and area code, and number. e.g. +441234567890 which is
country code 44 for UK, area code 1234 and local number 567890. In the UK you would dial
thisas 01234567890. Note that UK numbers have no 0 in front of the area code when quoted in
international format.

16.6. Telephone handsets

Any VolP handset which supports SIP will normally work with the FB2500. Most makes of handset actually
allow multiple identities on the handset so it can appear as multiple handsets to one or more phone systems,

but atypical installation will not normally need more than on identity per handset.
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Onthe handset you will need to set aregistrar and/or proxy which isusually either ahost name or an | P address.
Thiswill need to refer to the FB2500's address.

The handset will also have some form of login or username and a password. Typically you would use the
extension number or DDI as the username, but in an office PABX you may want peopl€e's names as the user
name.

Onthe FB2500 you add atelephone configuration object (V ol P users) for each tel ephone, specifying ausername
and password. If the handset will need to connect from somewhere that is not on the local network (LAN) then
youasoneedtoset| ocal -onl y tof al se.

Note

Thetelephoneisidentified by the nane field matching the SIP request. However, if thisis not matched
and the telephone has sent a pre-challenge Aut hor i zat i on header to indicate the user nane it
is using then thiswill be matched instead.

You also need to set theext n and ddi for the phone. Also, in order to make external calls you need to select
acarrier touse

Tip

There are anumber of other settings which can be useful. The display-name will show the caller name
oninternal calls. You can also limit the number of concurrent calls. Some other features are described
in corresponding sections below.

The Vol P status page shows the active registrations from handsets.

Tip
Thel og-regi st er andl og-r egi st er - debug settings can provide alot of information about
registrations and help diagnose any problems.

16.7. VoIP call carriers

A VolIP carrier isaservice provider that can accept outgoing calls, and route incoming calls. Typicaly aVolP
carrier is expecting a handset to register with the carrier, and will then send calls to the registered device. It is
also possible for aVolP carrier to send calls to the FB2500 using a fixed pre-set configuration.

To set up a VolP carrier where the FB2500 registers with the carrier you need to specify ther egi strar
attribute. This can be ahost name or |P address. Y ou also need to specify theuser nane and passwor d. For
incoming calls you need to specify the ext n that islogicaly dialled when a call comesin from this carrier -
this can be the extension number of atelephone or hunt group.

To set up a VolP carrier for outgoing calls you need to specify the pr oxy. This can be a host name or IP
address. Y ou aso need to specify theuser nane and passwor d.

Y ou can define the carrer to use for outgoing calls on a per telephone basis, and also for hunt groups (where the
group calls an external number). Y ou can also define a default carrier if noneis otherwise specified. A backup
carrier can also be defined which is used if the call fails via the selected carrier.

For a carrier that sends calls to the FB2500 without registration, you will need to know how the FireBrick
recognisesthe call isfrom acarrier.

For a start, all carriers considered have the al | ow attribute, if present, checked agasint the source IP, and if
not allowed the carrier is excluded from any consideration.

Also, if there is an Authorization header with a username, only carriers with a matching user name or no
username set will match.

Then the following tests are done to find a carrier match, finding the first.
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e The request is unauthorized, and has a SIP target or To header of a registered contact from an outgoing
registration from the carrier (can be from any allowed IP).

* The SIP target matches exactly one of the t o entries in a carrier, or if a blank t o attribute and the
Authorization username matches the user nane.

e The SIP target, or if that has no host part, the To header host part, prefixed with @, matches one of thet o
entriesin acarrier.

Once acarrier ispicked, if it hasapasswor d (and was not to aregistered contact), the password must match,
after sending a challenge if necessary.

Note

The carrier may send apre-challenge Aut hor i zat i on header toindicatetheuser nane itisusing
- in such case the carrier selection will only match entries that have that username set and can match
entrieswith not o attribute defined. When a FireBrick attempts an authenticated call it can send such
apre-chalenge Aut hori zat i on header.

Anincoming carrier will usually relate to a specific ext n which iswhat is called when a call comesin. You
can leave this unset and route based on called ddi or you can set the ext n including X charactersin place
of the digits sent with the call as the dialled number. These are taken from the right hand end of the dialled
number, soif 0134567890 iswhat was called, 1 XX would be extn 190. This makesit easy to define atrunk
carrier for incoming calls.

16.8. Hunt groups

The basic idea of a hunt group is simple: It has a number, which when called causes a number of extensions
to be rung, perhaps in order, to hunt for someone to take the calls. In practice there are a number of options
as to how the hunt group works.

Creating a hunt group involves picking an extension number. In the same way as a telephone user is set up,
you can aso set adisplay name and DDI number.

The main set of numbers that the hunt group will call is specified inther i ng attribute. By default this causes
all of the numbers listed to be rung at once.

Tip
You can list internal extension numbersfor ri ng and over f | owlists, or you can include full DDIs
or even external phone numbers to be included.

Tip
Itispossibleto set awrap up time on aphone (a per-tel ephone setting), which stops group callsringing
the phone for a period of time after the call ends. Thisisto alow notes to be made, etc, after the call.

16.8.1. Ring Type

Y ou can specify adifferent type of ringing rather than just ringing all phones at once:

Table 16.1. Ring Type

Type Operation

al Ring all phones at once

cascade Ring phones in a sequence, but do not stop ringing existing phones when starting
to ring the next one
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‘sequence ‘ Ring phones in a sequence, ringing one phone at atime

Y ou can set the timing used for calls to progress through the list of phones.

16.8.2. Ring order

When not ringing all phones at once, you can control the order they are rung:

Table 16.2. Ring Order

Order Operation

strict Use the order you have listed the phones, starting from the first phone each time
the hunt group is called

random Use arandom order

cyclic Ring in order that you have listed, but continue that pattern on the next call rather

than starting again

oldest Consider how recently a phone has been in use, and ring the oldest first. Thisonly
works with internal phones, not external numbers which are always rung last

16.8.3. Overflow

Y ou can specify anover f | owset of phone numbersto be rung if the call has been ringing too long. Y ou can
configure how long istoo long. When you get to overflow time all phones are rung including the overflow list.

16.8.4. Out of hours

You can set apr of i | e on the hunt group, which is typically atime and day based profile. When the profile
is off the hunt group does not work, or you can set an alternative ring group to apply when out of profile. This
can cascade through out of profile groups. You can, instead, set an alternative r i ng list to use when out of
hours number.

Tip
Theringlist and overflow list cannot use the numbers of other hunt groups, but the out of hour s number
can be another hunt group number.

16.9. Call pickup/steal

By default it is possible to pick-up aringing call to atelephone or hunt group by dialing a prefix (default *)
and the extension number of the telephone or hunt group. This stops the call ringing the phone or hunt group
and connectsit to the phone that dialled the pick up code.

Tip
You can restrict which phones are allowed to pick up or steal acall in the telephone and hunt group
configuration.

Using the same code you can also steal an active call from atelephone. This hangs up the telephone and moves
the call to the phone that dialled the code.

Tip

Call stealing is useful as a sort of reverse call transfer which works well in an open office. Someone
can say "I have a call for you on 406" and you can dial * 406 to steal the call from them. This is
quicker, saves them asking your extension number, and avoids putting the caller on hold. It is much
like key and lamp systems where someone might say "Thereisacall for you on line 3".
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16.10. Busy lamp field

Busy lamp fields are normally alight and button on a phone. The snom phones can have BLF enabled.

In your handset you set up BLF by specifying an extension number of a handset to be monitored. The busy
light will typically be on solidly when in acall, or flashing when there is an incoming call ringing.

Y ou can also subscribe to a hunt group using its extension number, this shows flashing when the hunt group
has aringing cal.

Tip

Pressing a button next to the busy light will usually cal that extension. You can configure the
monitored extension prefixed with the call pick up code (default * ) to make the button a pickup/steal
button. Thisisideal to pick up aringing call for atelephone or hunt group when the light is flashing.

Note

You can restrict who is alowed to subscribe to a phone or hunt group in the configuration.

16.11. Using RADIUS

RADIUS can be used to allow new handsets to be registered dynamically without individual configuration
by using RADIUS authentication to an external RADIUS server. RADIUS is also used to make call routing
decisions.

RADIUS accounting can be used to log calls as they start and end to an external RADIUS server.

Note
RADIUSfor VolPisonly available on afully-loaded model.

Tip

Y ou haveto configure each of theradius functionsin the Vol P config - leaving the radius setting unset
will disable use of RADIUS for that feature. There are separate configuration settings for register,
call and cdr.

16.11.1. RADIUS accounting

RADIUS accounting logs each call leg, so atypical call has an incoming and outgoing leg.
* A RADIUS START message is sent when the call leg is created.

* A RADIUSINTERIM update is sent if/when the call connects (i.e. status 200).

* A RADIUS STOP message is sent when the call ends, even if it did not connect.

An interim update includes a call duration which is the time spent ringing. A final (stop) message contains a
call duration which is the time from the connection of the call.

16.11.2. RADIUS authentication

RADIUS authentication is used for any requests with Authorization header, such as REGISTER, INVITE,
REFER, SUBSCRIBE, OPTIONS etc. The Digest-Method is aways included to indicate a Vol P request and
identify the type of request.

You can have a RADIUS authentication before the FireBrick challenges the requestor setting the r adi us-
chal | enge settings, allowing a RADIUS challenge response to customise the challenge. This aso happens

110



VolP

for anon local request where the user is not recognised as alocal telephone user. Otherwise the FB2500 will
send a challenge automatically and only send a RADIUS authentication when the authenticated message is
received. This also happens if an Authorization header is presented without a response value.

Tip

For an unauthenticated request you can respond with an Access Challenge including the paramaters
to challenge, but any attributes you omit will be completed automatically, so you can simply respond
with an empty challenge to confirm the FB2500 is to go ahead and do the challenge itself.

For REGISTER an accept response can include a Called-Station-1d attribute to define the registered connection
asatel : nunber URI for call routing. Without this, the registration is not logged on the FB2500 and it is
assumed the RADIUS server will record where to send calls based on the registration. The SP-AOR AVP in
the access request provides the Contact URI, and can be used in the reply to cause a 302 redirect response to
a specified contact.

» An access request is sent to approve any SIP request such as REGISTER, SUBSCRIBE, OPTIONS, etc.
» An access request is sent to make call routing decision for INVITE and REFER.

» Anaccessrequest is sent to make acall routing decision when a 3xx response is received from a connection
being made to a telephone. Acct-Terminate-Cause specifies the redirect code, e.g. 301, 302.

Access reguests are made even when the request is coming from an locally configured telephone. In such cases
the telephone must also pass validation against a locally configured password (if present). To identify such
requests, the User-Name is the configured name (or extn or ddi) of the telephone user, and the Chargeable-
User-ldentity attribute is set based on the configured CUI.

Access requests are made even when from a recognised carrier. In such case the carrier is validated by the
FireBrick directly, and then the access request is made to decide call routing. To identify such requests, the
User-Name is the configured name of the carrier prefixed with an @ character.

Note

In the case of atelephone user, any @ charaters at the start of the name are removed so that it cannot
be confused with a carrier.

Note

A call can come from anywhere. An unknown request from anon local IPwill send aRADIUS request
before challenging the requestor so that the RADIUS server can decideif it isto be challenged or not.
An Access reject with no message attribute will not send any error to a non local IP requestor - add
amessage to force this.

16.11.2.1. Call routing by RADIUS

Tounderstand how call routing worksyou need to understand how call legswork. A call legisaconnectiontoor
from the FB2500 to another SIP device. It could be aSIP carrier or atelephone. Typically thereisanincoming
call leg from a carrier or a phone, which needs to be authenticated, and then acall routing decision is made.

An Access Accept response can then contain the call routing attributes. This causes one or more outgoing call
legs to be created. These would typically be ringing telephones. Once one of these legs answers the others are
cancelled and the two legs are connected together to form a call. The purpose of the routing attributes is to
create these outgoing call legs, and to set up attributes such as CDRs and call recording.

Each call leg has a CLI (calling number), a Dialled number, a display Name, a number of CDR records (each
of which have CDR and Dialled as well), and finally a number of email addresses for call recording.

The response attributes are processed in order. Initialy the last call leg is the originating call. When a new
outgoing leg is added, that becomes the current call leg.

111



VolP

Table 16.3. Access-Accept

AVP No.|Usage

Calling-Station-Id 31|Replaces CLI of current call leg.

Called-Station-1d 30| Replaces Dialled number of current call leg.

User-Name 1| Replaces the Name of the current call leg.

Filter-1d 11|Adds acall recording email address to the current call leg.

Chargeable-User- 89| Adds a CDR record with this CUI, and current CLI and Dialled attributes to
| dentity the current call leg.

SIP-AOR 121 | Creates a new outgoing call leg. See below for formats

An outgoing call leg is created for each SIP-AOR entry, and it can bein one of the following formats. Each of
these can also include a number of digits and a+ symbol at the start which specifies a delay before attempting
to connect the outgoing leg.

number @carrier which causes acall viaaknown carrier. The part after the @ is the name of the carrier in
the config. The Dialled number is set to the number specified, and the CLI is set from the originating call.

tel:number which causes acall viaaregistered telephone. The Dialled number is set to the number specified,
and the CLI is set from the originating call.

sip:uri which causesacall viaaan arbitrary SIPURI. The Dialled number and CLI areset from the originating
call. This format allows sip:number @host and sip: user: pass@host and aso sip:user: pass@host/number.
Thisfinal version makes a call using the sip:number @host target but authenticates using user and pass.

NNN a custom response code, such as 404, 500, etc, can be provided to indicate that the call is actually to
be rejected.

3NN:URL A 3NN response code can be used, where 3NN is then replaced by sip: in the contact in the
response. This feature is somewhat experimental.

Tip

If the originating call leg isincoming and not get been connected, asingle SIP-AOR response can be
provided in the format of a 3 digit response code, or 3xx:uri where 3xx isthe response code (e.g. 302)
and isreplaced by sip: and used as a Contact header in a 3xx response. Redirect only works on some
carriers/phones and serves to redirect the incoming call away from the FB2500.

16.12. Call recording

The FB2500 supports call recording by teeing off the two way audio from a call leg and sending to a SIP
endpoint. The SIP endpoint will then record the call and handle it in any way you wish.

Therecording is controlled by setting an email addresson acall leg. This can be configured for telephone users
and set to automatically record incoming one, outgoing only, or al calls. Y ou can aso set this on a hunt group
to record all incoming calls to the hunt group (attaching the recording to the calling leg).

The recording server can be any SIP endpoint, such as an asterisk box. A linux based call recording app is
available to FireBrick customers for this purpose, and some VOIP carriers may offer this as a service.

Tip

If the SIP endpoint supports stereo A-law then the recording is made in stereo with each side of the
conversation on a channel. The supplied call recording app makes stereo A-law WAV files, and can
be configured to send these by email as each call ends.
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16.13. Voicemail and IVR services

Voicemail is still in development. The FB2500 will simply pass the call to a voicemail server via SIP. This
could be alocal device on the network, or a service provided by a carrier. We will include a software package
to run on alinux box that will save the recording.

Tip

Most VolP carriers provide voicemail

16.14. Call Data Records

A Call Data Record (CDR) is arecord that is used for charging for a call. It consists of the following which
are shown in acomma separated list.

» Start time when call connected (UTC with milliseconds), or if not connected then when call created
* Duration of ringing (seconds and milliseconds)

 Duration of call (seconds and milliseconds), or minus and call statusif call not connected

 Cdl Record Data

Where the CDR is created based on the presence of acui setting in the configuration, the Call Record Data
consists of the following fields. Where RADIUS is used the Call Record Datais simply the data provided by
RADIUS.

e Chargeable User Identiy (the content of the cui setting)
 Dialed number
 Cadling Line Identity

The CUI isjust astring of characters. It can be set on a telephone user, but defaults to ddi, exten or name, if
not set. It istypically the telephone number that should pay for the call being made.

In asimple example of atelephone calling an external number, the call comesin (inbound leg) and an outgoing
call is made to the carrier (outbound leg). A CDR record is attached to the outbound leg with the telephone's
CUI, and the corresponding CL1 and dialled number used. When the call connects the start time is set on the
CDR. At the end of the call the CDR record is written out. CDR records can be logged (e.g. syslog) and send
by RADIUS accounting. RADIUS accounting also carries details of each call leg (start, interim and stop), and
the CDR records are contained in the final RADIUS STOP message for the call, so only in one record.

There are more complex examples, such as A callsB, and B divertsto C. When acall isdiverted or transferred,
the CDR for that outbound leg is moved to the new outbound leg along with any CDR for that outbound leg.
This means that, in this example, you get two final CDRs, one for A to B, and one for B to C, each starting
when the call connected and having the same duration.

For atransfer, e.g. A calls B, B places on hold and calls C, then B transfers call, you have the same situation,
but the start times and duration of the two parts are not the same.

This stacking of CDRs is important for cal billing. In these examples A only expects to pay for a call to B
(which may even be free if an internal call). But B expects to pay for the call to C because they diverted or
transferred the calls.

A CDR can be associated with an incoming call leg, thisis normally set by RADIUS, or by giving a carrier a
cui setting. Thisis sticky and stays with the calling leg, and islogged when the calling leg ends even if the call
did not connect. Otherwise the CDR is only logged if it connects.
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Note

RADIUS CDR are only available on a fully-loaded model. Log (e.g. syslog) CDRs are available on
all models.

16.15. Technical detalils

The FireBrick operates according to well established technical standards within specific design constraints
which alow it to operate efficiently handling thousands of calls.

» SIP/2.0 UDP control messagesusing | Pv4 or IPv6 are supported up to approximately 1900 bytes (fragmented
if necessary).

» TheFireBrick always acts as an audio mediaendpoint, i.e. it isawaysin the media path. This minimises call
routing and firewalling issues. The FireBrick uses the same I P for media and control messages on each call.

» The FireBrick always acts as a SIP protocol endpoint and not as a relaying proxy. This minimises
incompatibility between end devices being aparty to acall asthey do not see each others protocol messages.

e Only RTP audio using A-law 20ms is supported. Thisis generally compatible with all carriers and devices
and provides high quality audio.

 Out of band DTMFisaccepted using SIPINFO or RFC2833. DM TF can be sent using RFC2833 or generated
-law in-band audio.

 Error responsesto REGISTER/INVITE from non local devices are not normally sent - thisis against the SIP
protocols but avoids issues with port scanning systems looking for Vol P platforms. This can make diagnosis
of incorrect settings harder.

The design isintended to work with al common Vol P handsets and carriers. If you experience any difficulty
with acarrier or aVolP device, please contact the FireBrick support team, ideally with afull debug log.

Tip

It is possible to set different source |P addresses to be used per carrier - obviously, to work, these
have to be IP addresses that the FireBrick has, but it can be useful to force registration via specific
addresses. It is also possible to define a default IPv4 and | Pv6 source address to be used for messages
that can be authenticated, thus allowing different source addresses to be used for messagesto which a
challenge must be sent and those that do not expect achallenge. This can be useful when dealing with
remote boxes that have to decide on a challenge based on source address.

16.16. Custom tones

The configuration also allows customised tones to be generated. Y ou can replace these with your own versions.

The format for a tone is either a single tone or a series of duration@tone sections. In a sequence you can
use duration for a period of silence. A duration is a number and then ns and a tone is a frequency or
frequency+frequency for mixing two tones. Each frequency is a number of Hz and can have a volume suffix
which is- and a number if dB. The tone can be followed by » if you want it to be shaped (rise at start and
fall at end).

Whilst internally only the basic tones for silence, progress, ring, queue, hold, wait, you can configure the use
of tones for various cases when no audio is present and calling a specific carrier.

Table 16.4. Default tones

Tone Plan

silence 100ms
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progress 1000ms 1000ms@400Hz-3dB+450Hz-3dB 1000ms

ring 1000ms 400ms@400Hz-3dB+450Hz-3dB 200ms 400ms@400Hz-3dB+450Hz-3dB
1000ms

gueue 700ms 400ms@400Hz-3dB+450Hz-3dB 200ms 400ms@400Hz-3dB+450Hz-3dB 200ms
400ms@400Hz-3dB+450Hz-3dB 700ms

busy 375ms@400Hz 375ms

hold 100ms@400Hz-3dB+450Hz-3dB 200ms 100ms@400Hz-3dB+450Hz-3dB 2600ms

wait 2600ms 100ms@400Hz-3dB+450Hz-3dB 200ms 100ms@400Hz-3dB+450Hz-3dB

close-encounter [1000ms  300ms@588Hz*  300ms@654Hz*  400ms@524Hz*  600Ms@262Hz"
1000ms@392Hz" 1000ms

bbc 50ms 345ms@122Hz 35ms 300ms@525Hz 2000ms

1000Hz 1000Hz

beep 200ms 200ms@800Hz 200ms

pi 350Hz-3dB+440Hz-3dB

spi 750ms@350Hz-3dB+440Hz-3dB 750ms@440Hz-3dB

pet 400ms@400Hz-6dB 350ms 225ms@400Hz 525ms

sct 200ms@400Hz 300ms@1004Hz

cna 100ms@400Hz

Sit 330ms@950Hz 5ms 330ms@1400Hz 5ms 330ms@1800Hz

CWi 100ms@400Hz 5000ms

scwi 30ms@400Hz 10ms 30ms@400Hz 6000ms

pt 125ms@400Hz 125ms

ct 20000ms@1400Hz

st 200ms@400Hz 400ms 2000ms@400Hz 400ms

Tip

Accessing a url on the FireBrick of / voi p/ ri ng. wav servesa WAV format of the tone. Y ou can
test tones using a URL like / voi p/ t one. wav?100nms @ 000Hz+200nms @000Hz but ensure
you URL escape the query string.
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Chapter 17. BGP
17.1. What is BGP?

BGP (Border Gateway Protocol) isthe protocol used between | SPs to advise peers of routes that are available.
Each ISP tells its peers the routes it can see, being the routes it knows itself and those that it has been advised
by other peers.

In an ideal world everyone would tell everyone else the routes they can see; there would be almost no
configuration needed; all packets would find the best route accross the Internet automatically. To some extent
thisis what happens between major transit providersin the Internet backbone.

In practice things are not that simple and you will have some specific rel ationships with peers when using BGP.
For most people there will be transit providers with which you peer. The FB2500 cannot take afull table (map
of the whole Internet) from a transit provider so you would typically have a default route to them. You can
advise the transit provider of your own routes for your own network so that they can route to you, and they tell
their peers that they can route to you viathat provider. This only works if you have IP address space of your
own that you can announce to the world - unless you are an I SP then thisis not commonly the case.

Even though 1Pv4 address space has already run out, it is possible to obtain IPv6 Pl address space and an AS
number to announce your own | Pv6 addresses to multiple providers for extraresilience.

You can use BGP purely as an internal routing protocol to ensure parts of your network know how to route to
other parts of your network, and can dynamically reroute via other links when necessary.

In most cases, unless you are an | SP of somesort, you are not likely to need BGP.

17.2. BGP Setup
17.2.1. Overview

The FB2500 series router provides BGP routing capabilities. The FB2500 cannot handle a full table. The aim
of the design is to make configurationm simple for a small ISP or corporate BGP user - defining key types of
BGP peer with pre-set rules to minimise mistakes.

Caution

Misconfiguring BGP can have a serious impact on the Internet as awhole. In most cases your transit
providerswill have necessary filtering in placeto protect from mistakes, but that is not alwaysthe case.
If you are an ISP and connect to peering points you can cause havoc locally, or even internationally,
by misconfiguring your BGP. Take care and get professional advice if you are unsure.

17.2.2. Standards

The key features supported are:-

» Simple pre-set configurations for typical 1SP/corporate setup

» RFCA4271 Standard BGP capable of handling multiple full internet routing tables
» RFC4893 32 hit AS number handling

» RFC2858 Multi protocol handling of 1Pv6

* RFC1997 Community tagging, with in-build support of well-known communities

» RFC2385 TCP MD5 protection
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e RFC2796 Route reflector peers

» RFC3392 Capabilities negotiation

» RFC3065 Confederation peers

« RFC5082 TTL Security

» Multiple independent routing tables allowing independent BGP operations

* Multiple AS operation

17.2.3. Simple example setup

A typical installation may have transit connections from which a complete internet routing table is received,
peers which provide their own routes only, internal peers making an IBGP mesh, customers to which transit
is provided and customer routes may be accepted. To make this set up simple the <peer> definition contains a
type attribute. This allows simple BGP configuration such as:-

<bgp as="12345">

<peer as="666" nane="transitl" type="transit"
<peer as="777" nane="transit2" type="transit"
<peer type="internal" ip="5.6.7.8"/\>

</ bgp>

>

"1.2.3.4"/
52.3.4.6"/\>

i p="1.2.3.
i p="2.3.4.

This example has two transit providers, the second of which isactually two peer | P addresses, and one internal
connection. Note that the peer ASis optional and unnecessary on internal type as it has to match ours.

The exact elements that apply are defined in the XML/XSD documentation for your software release.

17.2.4. Peer type

The type attribute controls some of the behaviour of the session and some of the default settings as follows.

Table 17.1. Peer types

Type M eaning
normal Normal mode, no special treatment. Follows norma BGP rules.
transit Used when talking to a transit provider, or a peer that provides more than just their own

routes. Peers only with different AS. The community no-export is added to imported routes
unless explicitly de-tagged

peer Used when talking to a peer providing only their own routes. Peers only with different AS.
The community no-export is added to imported routes unless explicitly de-tagged allow-
only-their-as defaults to true

customer Used when talking to customers routers, expecting transit feed and providing their own
routes Peers only with different AS allow-only-their-as defaults to true allow-export
defaults to true The community no-export is added to exported routes unless explicitly de-

tagged
internal For IBGP links. Peers only with same AS allow-own-as defaults to true
reflector For IBGP links that are a route-reflector. Route reflector rules apply Peers only with same

AS allow-own-as defaults to true

confederate For EBGPthat ispart of aconfederation. Confederation rulesapply Peersonly with different
AS
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iXp Must be EBGP, and sets default of no-fib and not add-own-as. Routes from this peer are
marked as | XP routes which affects filtering on route announcements

17.2.5. Route filtering

Each peer has a set of import and export rules which are applied to routes that are imported or exported from
the peer. There are a'so named bgp-filter which can be used as import-filters or export-filters.

The objectsimport and export work in exactly the sameway, checking the routesimported or exported against a
set of rulesand then possibly making changesto the attributes of the routes or even choosing to discard theroute.

Each of these objects contain:-

+ Cosmetic attributes such as name, comment, and source.

» Route matching attributes allowing specific routes to be selected
 Action attributes defining changes to the route

A continuation attribute stop defining if the matching stops at thisrule (default) or continuesto check further
rules

Therulesare considered in order. Thefirst ruleto match all of the matching attributesis used. If no rules match
then the default actions from the import/export object are used.

In addition, the top level import/export has a prefix list. If present then thiswill limit the prefixes processed at
atop level, dropping any that do not match the list without even considering the rules.

17.2.5.1. Matching attributes

The actua attributes are listed in the XML/XSD documentation for the software version. The main ones are:-
* A list of prefixesfilters defining which prefixes to match
e There will be community tag checking and AS path checking in future

Y ou can have arulewith no matching attribute which will alwaysbe applied, but thisisgenerally pointlessasno
later ruleswill be considered. If you want to define defaults then set them in the top level import/export object.

17.2.5.2. Action attributes

The actual attributes are listed in the XML/XSD documentation for the software version. The main ones are:-
» Adding specific community tags
» Removing specific community tags, including defaults added by the peer type.

 Dropping the route completely

Changing the MED

Changing the local pref

The logic works by creating a set of actions that are applied, and these are based on top level settingsin the
peer (such as set-med) followed by the list of import or export named filters from which one matching action
is picked, and then followed by the peers indivdiual import and export rules from which one mathcing action
is picked. The matching action causes each of the settings that are present to replace what is currently picked.
E.g.if aMED isset inthetop level and a named rule set the named rules set replaces the top level setting.

Important note - adding or removing community tags does not compound. For each setting (e.g. tag, untag,
med and local pref and any added in future) the latest that was found after checking top level peer settings, the
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ordered list of filters, and then the local filters, is what applies. Multiple tag do not cause all the tags to be
added, just the latest listed tags in the action. There are plans to improve thisin the future to work step by step
and even alow MED and localpref adjustments to compund.

Y ou can have arule with no action attributes. If matched then this means none of the actions are taken and
communities, localpref, med, etc., are all unchanged.

17.2.6. Well known community tags
Specific well known communities are supported natively. Some of these are set automatically based on peer
type and can be explicitly removed using the detag action. These rules are automatically checked for exporting

routes unless overridden on the peer attributes.

Table 17.2. Communities

Community |Name M eaning

FFFFFFO1 no-export Therouteis not announced on any EBGP session (other than confederation or
where allow-export is set).

FFFFFFO2 no-advertise | The route is not considered part of BGP. Whilst it is applied and used for
routing internally it is not announced at all or considered to have been received
for the purposes of BGP.

FFFFFFO3 local-as Theroute is only advertised on IBGP (same AS) sessions.
FFFFFFO4 no-peer Thistag is passed on to peers but does not have any special meaning internally

17.2.7. Announcing black hole routes

The FireBrick allows black hole routesto be defined using the the blackhol e object. Routing for such addresses
is simply dropped with no ICMP error. Such routes can be marked for BGP announcement just like any other
routes.

It is also possible for L2TP announced routes to be marked as black hole routes using the D filter. If L2TPis
marked to BGP announce such routes they are set to be bgp="true" rathed than the bgp setting defined.

In order to ensure that your internal BGP network sees such routes as a black hole, and not simply as a route
to the router than has the black hole defined (where the packets will be dropped), you can ensure all black hole
routes are announced using a suitable community tag. In many cases an EBGP peer will even alow you to
announce black hole routes to them with a suitable community tag.

The top level bgp object includes a blackhole-community attribute which can be set to a tag that is used to
mark routes as a black hole within your network. Any route received on a BGP peer within that config object
which includes the specified community is treated as a black hole route. It isinstalled in the BGP routes and
propagated as normal but it isinternally set as forwarding to nowhere and packets dropped as a black hole.

Each peer object also has a blackhole-community tag. If set then this is added to any black hole routes
announced. If not set, then black holeroutesare not sent on EBGPlinks. OnIBGPIinks, if not set, the blackhol e-
community from the parent bgp is added if present. Black hole routes are always announced on IBGP (subject
to normal rules for announcement).

To use this, define a suitable blackhole-community for your network, such as YourAS;666 and set in all bgp
objects. For all EBGP peers, set the peer object blackhole-community attribute with the tag they expect for
black hole routes.

It is unlikely you would want to announce a black hole route to an EBGP peer without an agreed tag as you
will be drawing traffic from them only to be discarded. If you want to do this, you have to specify ablackhole-
community to add, but this could simply be your own community tag for black holes.
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17.2.8. Announcing dead end routes

Thetop level bgp object includes a dead-end-community attribute which can be set to atag that is used to mark
routes as a dead end within your network. Any route received on a BGP peer within that config object which
includes the specified community istreated asadead end route. It isinstalled in the BGP routes and propagated
as normal but it isinternaly set as forwarding to nowhere and icmp errors generated (rate limited as usual).
Any route installed as network are announced with this community. Note, this is not set automatically on a
nowhere route, allowing a route to be announced to get to this FireBrick to be propagated via IBGP.

The effect of this is that your network can include one (or more) source of top level network routes which,
within your network, are installed as dead ends at each point. Without this these would be announced to your
internal network so traffic is sent to the originating router and it has to handle all dead end traffic. Using this
system you can ensure dead end traffic is handled at your borders instead.

17.2.9. Bad optional path attributes

The BGP specification is clear that receipt of a path attribute that we understand but is in some way wrong
should cause the BGP session to be shut down. This has a problem if the attribute is one that is not known to
intermediate routersin the internet which means a bad content is propagated to multiple routers on the internet
and they will drop their session. This can cause a mgjor problem in the internet.

Towork around this have, by default, ignore-bad-optional-partial setto true. The effectisthat if apath attribute

we understand iswrong, and it isoptional, and trhe router that sent it to us did not understand or check it (partial
bit is set), we ignore the specific route rather than dropping the whole BGP session.

17.2.10. <network> element

The network element defines a prefix that is to be announced by BGP by default, and tagged with any dead-
end-community, but otherwise treated the same as a nowhere route.

Table 17.3. Network attributes

Attribute M eaning

ip One or more prefixes to be announced

as-path Optional AS pathto be used asif we had received this prefix from another ASwith this path

local pref Applicable localpref to announce

bgp The bgp mode, one of the well known community tags or true (the default) which is
announced by BGP with no extratags

17.2.11. <route>, <subnet> and other elements

Subnet and route elements used for normal set-up of internal routing can be announced by BGP using the bgp
attribute with the same values as the well known community tags, please true meaning simply announce with
no tags, and false meaning the same as no-advertise.

Many other objects in the configuration which can cause routes to be inserted have abgp attribute which can
be set to control whether the routes are announced, or not.

17.2.12. Route feasibility testing

The FB2500 has an aggressive route feasibility test that confirms not only routability of each next-hop but also
that it isanswering ARP/ND requests. Whenever anext-hop isinfeasible then all routes using that next-hop are
removed. When it becomes feasible the routes are re-applied. This goes beyond the normal BGP specification
and minimises any risk of announcing a black hole route.
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17.2.13. Diagnostics

The web control pages have diagnostics allowing routing to be show, either for a specific target 1P (finding
the most specific route which applies), or for a specified prefix. This lists the routes that exist in order, and
indicatesif they are supressed (e.g. route feasibility has removed the route). There are command line operation
to show routing as well.

It isalso possible, using the command line, to confirm what routes are imported from or exported to any peer.

The diagnostics also alow ping and traceroute which can be useful to confirm correct routing.

17.2.14. Router shutdown

On router shutdown/reboot (e.g. for software |oad) all established BGP sessions are closed cleanly. Before the
sessions are closed all outgoing routes are announced with a lower priority (high MED, low localpref, prefix
stuffed) and then a delay allows these to propagate. This is a configurable option per peer and the maximum
delay of all active peersis used as the delay. Setting to zero will not do the low priority announcement. A
special case of setting this delay to anegative value on a peer causes routes to be specifically withdrawn before
the delay rather than announced low priority.

17.2.15. TTL security

The FireBrick supports RFC5082 standard TTL security. Simply setting ttl-security="1" on the peer settings
causes all of the BGP control packets to have a TTL of 255 and expects all received packets to be TTL 255
aswell.

Y ou can configure multiple hops as well, setting ttl-security="2" for example till sends TTL 255 but accepts
254 or 255. Thisworks up to 127.

You can also configure a non standard forced TTL mode by setting a negative TTL security (-1 to -128)
which forces a specific TTL on sending packets but does not check received packets. For example, setting ttl-
security="-1" causes a TTL of 1 on outgoing packets. This simulates the behaviour of some other routersin
IBGP mode. Using -2, -3, etc, will simulate the behaviour of such routers in EBGP multi-hop mode. Thisis
non standard as RFCs recommend a much higher TTL and BGP does not require TTLsto be set differently.

Without ttl-security set (or set to 0) the RFC recommended default TTL us used on all sent packets and not
checked on received packets.
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Chapter 18. OSPF
18.1. What is OSPF?

OSPF is an interior gatway protocol that alows devices connected together in a network to learn the routes
that each other has. It works out the best path across a network of routers and links automatically, and handles
failures of links and re-routing traffic another way automatically.

The key feature of OSPF is that it is automatic - it allows you to connect routers up in arbitrary ways, each
connected to Ethernet subnets and they find each other and distribute routes. It is very simple to use.

Itisalso useful for connecting to OSPF aware switches, which can help create a network to which FireBricks
are a so connected.

Note

OSPF can also be used to create very large networks with multiple areas. Whilst the FireBrick can be
apart of such a network, it does not act as an area gateway router. The FireBrick can, however, feed
routes from OSPF in to BGP routing and so act as an AS-Border gateway rouetr.

18.2. OSPF Setup
18.2.1. Overview

To enable OSPF on all Ethernet interfaces, simply create the OSPF configuration object. With no settings it
will operate OSPF (unauthenticated) on all Ethernet interfaces as the backbone (0.0.0.0) area.

More complex configurationsallow use of OSPF within aspecific area, and authentication of OSPFv2 (for | Pv4)
using apassword. Itisalso possibleto configure various system timersto fit in with other devices configuration,
but the defaults will match in most cases.

Most networking configuration settings, e.g. network, static routes, subnets, etc, allow an ospf setting to be
defined which causes the routes for the configuration to be included in ospf. This is default for many things
such as subnets, and means that once you connect to an OSPF network you tell al other devices al of the
subnets you have available for routing.

It is however possibleto lock down OSPF to work only on some interfaces. Y ou can al so make multiple OSPF
configurations so that different interfaces have different settings.

18.2.2. Standards

The key features supported are:-
* Internal OSPF router (passing routes within one OSPF area)
e OSPFv2 (IPv4) and OSPFv3 (IPv6)

» AS-Border OSPF router (passing routes from routing tableto OSPF, and allowing OSPF routesto go to BGP)

Note

Note that this does not operate as an inter-area router.

Note
Note that this does not yet provide equal cost multi-path routing.
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Note
Note that this does not yet offer OSPF viainterfaces (e.g. tunnels) other than Ethernet.

18.2.3. Simple example setup

<ospf/>

Yes, that isall you need for an unauthenticated OSPF set up working on all Ethernet interfaces and announcing
all connected subnets!

18.2.4. <ospf> configelement

Table 18.1. OSPF config attributes

Attribute M eaning

area-id Area|D (default is backbone area 0.0.0.0)

router-id Router ID (default is an | P address)

table Y ou need different OSPF entries for each routing table.

interfaces You can lock a config to specific interfaces - the first matching config is used so you can
have multiple configurations for different interfaces and even afinal default if you wish.

priority Router priority setting - impacts choice of designated router on a network.

instance OSPFv3 instance value.

password OSPFv2 MD5 based password or simple authentication.

key-id OSPFv2 MD5 key-id (or -1 for simple aut